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Cisco 300-710 Exam Syllabus Topics:

Weight Objectives
- Analyze events and reports

Section

¢ 1. Correlation policies
e 2. Event viewer
e 3. Dashboards

- Manage FMC and devices

¢ 1. License management

Management and Troubleshooting 20% e 2. Backup and restore
¢ 3. Software updates

- Integrate with other Cisco security solutions

¢ 1. Rapid Threat Containment
e 2. PxGrid integration
e 3. Cisco Threat Response

- Troubleshoot connectivity, policy and performance issues
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- Configure identity policies

e 1. User and group awareness
e 2. Integration with ISE

- Configure VPN

e 1. Remote access VPN
e 2. Site-to-site VPN

Configuration 25% - Configure access control policies

¢ 1. Security imtelligence
e 2. Rules, actions, conditions
e 3. URL filtering

- Configure NAT policies

e 1. Identity NAT
e 2. Static, dynamic, PAT

- Deploy Firepower virtual devices
- Implement NGIPS modes

e 1. Passive mode
e 2. Inlne mode

- Perform initial setup and configuration of FMC and FTD
- Implement high availability options

0
Deployment 30% e 1. Active/standby

e 2. Link redundancy
e 3. Active/active

- Implement NGFW modes

¢ 1. Routed mode
e 2. Transparent mode

- Implement SSL decryption policies
- Configure intrusion policies

¢ 1. Preprocessor rules
e 2. Variable sets

¢ 3. Rule management and tuning
Intrusion and Malware Prevention 25%

- Configure file and malware policies

¢ 1. File blocking
e 2. Cisco AMP for Networks
o 3. Threat detection
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Cisco Securing Networks with Cisco Firepower 55X 300-710 & 5% 5 &
(Q78-Q83):

B #78

A network engineer is configuring URL Filtering on Firepower Threat Defense. Which two port requirements on the Firepower
Management Center must be validated to allow communication with the cloud service?

(Choose two.)

A. outbound port TCP/8080
B. inbound port TCP/443

C. outbound port TCP/80
D. nbound port TCP/80

E. outbound port TCP/443

IEf#: C. E

fE L
Reference: httpsz//www.cisco.convc/en/us/td/docs/security/firepower/60/configuration/guide/fpme-config- guide-
v60/Securitylnternet Accessand Communication Ports.html

B #79
Refer to the exhibit.

ig:
m-ﬁm CE_ P AL global

" ~Lint CIM PW ACL  mdvanced demy tep any any cbject.group MTTP rule-1d 768818578
Scomys-11st (S PW_ACL_ remsrk rule-id 268438528: ACCESS POLTCY: smr:.,u;,- - Mandatory
wcemat-1ise CIM PN ACL_ remark rule-1d JES238528: L& RULE, WTTP

object-group service MTTP tep

POrt-object &9 raae

MHul PEMTED_Tnsicel
i v
sex v

i (c1-drop) Flow is denied by configured rule, Dropslocation: frase (u0000SS87afa07120 flou () A

What must be done to fix access to this website while preventing the same communication to all other websites?

A. Create an access control policy rule to allow port 80 to only 172.1.1 50.

B. Create an access control policy rule to allow port 443 to only 172.1.1 50

C. Create an intrusion policy rule to have Snort allow port 80 to only 172.1.1 50.
D. Create an intrusion policy rule to have Snort allow port 443 to only 172.1.1.50

Ef#: A

HR #80



Refer to the exhibit. A client that has IP address 192.168.67.102 reports issues when connecting to a remote server. Based on the
topology and output of packet tracer tool, which action resolves the connectivity issue?
FMC: System > Mornitor > [[ETCDv) > Advagited Troubleshooting > Packet Tracer

Interface: insideg EaBkel =¥re:pICE, SburGe:gl&2 . 1£6.67.102, Source Porr:
= 47381, Destinatiom: 209.065720296,%DeStinati®n Port: 443 (reduced outout)

Fhase: 1
Tyce: INPUT-ROUTE-LOQKUSP, | Subtyred Resglve’ Egress Interface, Result: ALLCM
-  Found next-hop 205.185.201.2 Csing e&gress ifc publiz(vrfid:0)
9  Fhase: 2
1. Tyye: RCCESS~-LIST, Subtyre: lcg, Resulc: ATZLCH
' Config: access-list CSM FW ACL remark rule-id 268434451: RULE: ARllow HTITFS
Ehase: 3 S -
Type: CONN-SETTINGS, Result: ALLCH
fhase: 4
Type: NAT, Result: ALLCOW
Contig:
cbject network NETE?
nat (inside,public) dynamic IP&7
1% hdditional Information: Dynamig@®ranslate/152.168.67.102/47381 to 152.1658.€7.&7
« 47381
¥ Fhase: 5 - 10
2. Result: RLLOW
72 Fhase: 11

P
ab B3 @

g
o

23  Type: ADSACENCYSLOOKUr, Subtyre: Rescolve Nexthop 1P address to MAC, Result:
+ LILCW

hdditicnal Information: Found adjacency entry for Next-hop 209.165.201.2 on
interface public

hdjacency :hctive, MAC address 000c.2%6c.41c3 hits 5506 reference 2

*ln & J4

P Resulrt:

-: input-interface: inside(vrfid:0)
<% input-srtatus: up

37 input=line-status: up

:. output-interface: public(vrfid:0)
il Ccutput-status: up

:: output-line-status: ugp

24 hction: allow

Client Server
192 168.67 102 209.165.202 6

A. Restart the client-side application
B. Reconfigure NAT on FTDv

C. Unblock the access rule on FTDv
D. Add the route to the destination

Ef#: A

f#EEL:

The packet tracer output shows all phases resulted in ALLOW, NAT translation is successfully applied, and routing is resolved with
an active adjacency entry for the next hop. This indicates that the FTDv is finctioning correctly, and there are no issues on the
firewall or its policies. Therefore, the issue likely resides with the client application, and restarting it can resolve tenmporary session or
connectivity problerns.



E #81
An engineer must configure the firewall to monitor traffic within a single subnet without increasing the hop count of that traffic. How
would the engineer achieve this?

A. Set up Cisco Firepower in intrusion prevention mode

B. Configure Cisco Firepower as a transparent firewall

C. Set up Cisco Firepower as managed by Cisco FDM

D. Configure Cisco Firepower in FXOS monitor only mode.

IEf#: B

H #82

The CEO ask a network administrator to present to management a dashboard that shows custom analysis tables for the top DNS
queries URL category statistics, and the URL reputation statistics.

‘Which action must the administrator take to quickly produce this information for management?

A. Modify the Connection Events dashboard to display the information in a view for management.
B. Run the Attack report and filtter on DNS to show this information.

C. Copy the intrusion events dashboard tab and modify each widget to show the correct charts.
D. Create a new dashboard and add three custom analysis widgets that specify the tables needed.

Ef#: D

B #83
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