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B H ) CyberOps Professional 300-215 % &% i H&E (Q113-Q118):

R #113
Refer to the exhibit. Which type of code created the snippet?

A. Python

B. Bash Script
C. VB Script
D. PowerShell

ZER: C

fifRE R -
Explanation/Reference:

R #114
Refer to the exhibit.

A security analyst notices unusual connections while monitoring traffic. What is the attack vector, and which action should be taken
to prevent this type of event?

A. ARP spoofing; configure port security

B. DNS spoofing; encrypt communication protocols
C. SYN flooding; block malicious packets

D. MAC flooding; assign static entries

BE: A

i RE R «

The exhibit shows muiltiple ARP reply packets with the same IP addresses (192.168.51.105 and

192.168.51.201) being mapped to different MAC addresses, which triggers the message: "duplicate use of

[IP] detected". This is a strong indicator of an ARP spoofing (or poisoning) attack.

ARP spoofing occurs when a malicious actor sends falsified ARP messages to associate their MAC address with the IP address of
another host. This misleads other devices on the network and allows interception or redirection of traffic.

The Cisco CyberOps Associate guide specifically recommends configuring port security on switches as a method to mitigate ARP
spoofing, by limiting the number of MAC addresses allowed per port or statically assigning legitimate MAC addresses to switch
ports.

& #115
Refer to the exhibit.

What does the exhibit indicate?

A. A scheduled task named "DelegateExecute” is created.

B. A UAC bypass is created by modifying user-accessible registry settings.
C. The new file is created under the Software\Classes disk folder.

D. The shell software is modified via PowerShell.

ZX: B

i RE S -

The exhibit shows a PowerShell script that modifies registry keys under:

* HKCU:Software\Classes\Folder\shellopen\command

This technique is commonly associated with aUAC (User Account Control) bypass. Specifically:

* It creates a new custom shell command path for opening folders.

* The key registry property"DelegateExecute'is set, which is a known bypass method. If set without a value, it may cause Windows
to run commands with elevated privileges without showing the UAC prompt.

The use of HKCUHKEY CURRENT USER) rather thanHKLM(HKEY [LOCAL MACHINE) allows the attacker to bypass
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permissions since HKCU is writable by the current user. This registry hijack can be leveraged by a malicious actor to execute
arbitrary commands with elevated rights.

This is identified in the Cisco CyberOps study material under "UAC bypass techniques," which describes:

"Attackers often create or modify registry keys like DelegateExecute to hijack the default behavior of applications and elevate
privileges".

Thus, option B is correct: the exhibit demonstrates a UAC bypass using user-accessible registry modification.

Fi 8 #116
Which tool is used for reverse engneering malware?

A. Wireshark
B. Ghidra

C. SNORT
D. NMAP

ZX: B

B B «

Ghidrais a free and open-source software reverse engineering (SRE) suite developed by the NSA. It includes disassenbly,
decompilation, and debugging tools specifically designed for analyzing malware and other compiled programns.

The Cisco CyberOps guide referencesGhidraas a top tool for reverse engineering binary files during malware analysis tasks, making
it ideal for understanding malicious code behavior at a deeper level.

R #117
Refer to the exhibit.

A. metamorphic encoding
B. ASCII8S encoding

C. Base64 encoding

D. hex encoding

ER: C

fE AR A«

The string shown is long, alphanumeric, and includes both uppercase and lowercase letters with numbers- characteristics of Base64
encoding. This format is widely used to obfuiscate payloads in malicious scripts, particularly in phishing or malware campaigns.
Base64 encoding is also supported by Python and other platforms for data transformation.
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