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FIRE #154
Why is OPC Classic considered firewall unfiiendly?
Available Choices (select all choices that are correct)

A. OPC Classic uses DCOM, which dynamically assigns any port between 1024 and 65535.
B. OPC Classic is allowed to use only port 80.

C. OPC Classic is an obsolete commumnication standard.

D. OPC Classic works with control devices from different manufacturers.
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PR #155
Which is the PRIMARY reason why Modbus over Ethernet is easy to manaqe in a firewall?
Available Choices (select all choices that are correct)

e A. Modbus is a proprietary protocol that is widely supported by vendors.

¢ B. Modbus uses a single master to communicate with multiple slaves using simple commands.
e (. Modbus uses explicit source and destination [P addresses and a single known TCP port.
e D. Modbus has no known security vulnerabilities, so firewall rules are simple to implement.
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A manufacturing plant has inconsistent cybersecurity processes that vary widely between shifts and tears.
According to the maturity levels described in ISA/IEC 62443-2-1, how would this situation be classified?

A. Level 4 - Improving (quantitatively managed)

B. Level 1 - Initial (ad-hoc and undocumented processes)

C. Level 3 - Defined / Practiced (repeatable and documented processes)
D. Level 2 - Managed (documented procedures and training programns)
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The ISA/IEC 62443-2-1 standard introduces Security Program Maturity Levels, which help assess how well an organization has
integrated security into its industrial operations. Level 1 is the "Initial" stage where processes are ad-hoc, undocumented, and vary
across the organization - precisely the case described in the question.

"Maturity Level 1 (Initial) - Processes are ad hoc and undocumented. There is no consistency in how security is implemented across
the organization or teans. Security activities are performed inconsistently, typically in response to incidents."

- ISA/IEC 62443-2-1:2010, Table 4 - Maturity Levels

The inconsistency between shifts and teans indicates a lack of standardized procedures, which is a halimark of Level 1.
References:

ISA/IEC 62443-2-1:2010 - Section 4.2.3, Table 4

ISA/IEC 62443-2-1 - Maturity Levels and Program Requirements

"8 #157
Which is a physical layer standard for serial commumications between two or more devices?
Available Choices (select all choices that are correct)

A.RS235
B. RS232
C.RS435
D. RS432

E%: B
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RS232 is a physical layer standard for serial communication between two or more devices. It defines the electrical characteristics,
timing, and pinout of connectors for serial data transmission. RS232 is widely used in industrial communication devices, such as
PLCs, measuring instruments, and network servers. RS232 allows only one master and one slave to communicate on each line, and
operates in a full duplex mode. RS232 haslower transmission speed, shorter maximum cable length, and larger voltage swing than
later standards such as RS422 and RS485123 References: 1: Basics of RS232, RS422, and RS485 Serial Communication 2: RS-
232 - Wikipedia 3: RS232 Serial Commumication Protocol: Basics, Working & Specifications

PR #158
Which is an important difference between IT systens and IACS?
Available Choices (select all choices that are correct)

A. The IT security priority is availability.

B. IACS cybersecurity nust address safety issues.
C. The IACS security priority is integrity.

D. Routers are not used in IACS networks.
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