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Microsoft Cybersecurity Architect Sample Questions (Q327-Q332):

NEW QUESTION # 327

Youneed to design a solution to provide administrators with secure remote access to the virtual machines. The solution must meet
the following requirements:

* Prevent the need to enable ports 3389 and 22 from the internet.

* Only provide permission to connect the virtual machines when required.

* Ensure that administrators use the Azure portal to connect to the virtual machines.

Which two actions should you include in the solution? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Enable Azure Active Directory (Azure AD) Privileged Identity Management (PIM) roles as virtual machine contributors.
B. Configure Azure VPN Gateway.

C. Configure Azure Bastion.

D. Enable Just Enough Administration (JEA).

E. Enable just-in-time (JIT) VM access.

Answer: C,E

Explanation:
https//docs.microsoft.com/en-us/powershell/scripting/learn/remoting/jea/overview?view=powershell- 7.2
httpsz/docs.microsoft.comven-us/azure/defender-for-cloud/just-in-time-access-usage
httpsz//docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles

NEW QUESTION # 328

You have a Microsoft 365 subscription and an Azure subscription. Microsoft 365 Defender and Microsoft Defender for Cloud are
enabled.

The Azure subscription contains 50 virtual machines. Each virtual machine runs different applications on Windows Server 2019.
You need to recommend a solution to ensure that only authorized applications can run on the virtual machines. If an unauthorized
application attempts to run or be installed, the application must be blocked automatically until an administrator authorizes the
application.

Which security control should you recommend?

A. app regjstrations in Azure AD

B. Azure AD Conditional Access App Control policies

C. app discovery anomaly detection policies in Microsoft Defender for Cloud Apps
D. application control policies in Microsoft Defender for Endpoint

Answer: D

Explanation:

Adaptive application controls are an intelligent and automated solution for defining allowlists of known-safe applications for your
machines.

Often, organizations have collections of machines that routinely run the same processes.

Microsoft Defender for Cloud uses machine learning to analyze the applications running on your machines and create a list of the
known-safe software. Allowlists are based on your specific Azure workloads, and you can further customize the recommendations
using the instructions below.

‘When you've enabled and configured adaptive application controls, you'll get security alerts if any application runs other than the
ones you've defined as safe.

Reference:


https://www.prep4pass.com/SC-100_exam-braindumps.html
https://www.easy4engine.com/SC-100-test-engine.html

httpsz//docs.microsoft.com/en-us/azure/defender-for-cloud/adaptive-application-controls
httpsz//docs.microsoft.conyen-us/menvintune/apps/app-protection-policy
httpsz/docs.microsoft.conven-us/defender-cloud-apps/cloud-discovery-anomaly-detection-policy
httpsz//docs.microsoft.com/en-us/security/benchmark/azure/overview

NEW QUESTION # 329

You have a Microsoft 365 ES subscription and an Azure subscripts You need to evaluate the existing environment to increase the
overall security posture for the following components:

* Windows 11 devices managed by Microsoft Intune

* Azure Storage accounts

* Azure virtual machines

‘What should you use to evaluate the components? To answer, select the appropriate options in the answer area.

Answer:

Explanation:

Explanation

Selection 1: Microsoft 365 Defender (Microsoft Defender for Endpoint is part of it).

Selection 2: Microsoft Defender for Cloud.

Selection 3: Microsoft Defender for Cloud.

https:/docs.microsoft.conm/en-us/learn/modules/design-strategy- for-secure-paas-iaas-saas-services/8-specify-secu

NEW QUESTION # 330

You are planning the security requirements for Azure Cosmos DB Core (SQL) API accounts. You need to recommend a solution to
audit all users that access the data in the Azire Cosmos DB accounts. Which two configurations should you include in the
recommendation? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Enable Microsoft Defender for Cosmos DB.

B. Enable Microsoft Defender for Identity.

C. Disable local authentication for Azre Cosmos DB.

D. Send the Azure Cosmos DB logs to a Log Analytics workspace.

E. Send the Azure Active Directory (Azure AD) sign-in logs to a Log Analytics workspace.

Answer: D,E

Explanation:
Explanation
https://docs.microsoft.comven-us/azure/cosmos-db/audit-control-plane-logs

NEW QUESTION # 331

You are designing a security strategy for providing access to Azure App Service web apps through an Azure Front Door instance.
Youneed to recommend a solution to ensure that the web apps only allow access through the Front Door instance.

Solution: You recommend access restrictions based on HTTP headers that have the Front Door ID.

Does this meet the goal?

o A. Yes
e B.No

Answer: A
Explanation:

Explanation
https/docs.microsoft.com/en-us/azure/frontdoor/front-door-fag#how-do--lock-down-the-access-to-my-backend

NEW QUESTION # 332
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