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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q30-Q35):

NEW QUESTION # 30

An organization is experiencing an increased number of'issues. A technician notices applications that are not installed by default.
Users are reporting an increased number of system prompts for software licensing. Which of the following would the security team
most likely do to remediate the root cause?

A. Remove users from the local admin group.

B. Enable stricter UAC settings on Windows.

C. Inplement stronger controls to block suspicious websites.
D. Deploy an internal PKI to filter encrypted web traffic.

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

If unauthorized or non-standard applications are appearing on systens and users are receiving licensing prompts, it's likely users are
installing software themselves. Removing users from the local administrators group will prevent them from installing software without
approval and reduce the likelihood of introducing unapproved or malicious programns.

A: Deploying a PKI helps with secure commumications but doesn't address user software installation rights.

C: Blocking suspicious websites is helpful but doesn't prevent local installations.

D: Stricter UAC may add prompts but can still be bypassed by admin users.

Reference:

CompTIA A+ 220-1102 Objective 2.2: Compare and contrast access control methods and user privilege settings.

Study Guide Section: Principle of least privilege and managing local admin rights

NEW QUESTION # 31
Which of'the following malware types typically has very high computing resource usage?

A. Cryptominer

B. Trojan

C. Rootkit

D. Boot sector virus

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Cryptominersexploit system resources to mine cryptocurrency, often without user consent, leading to high CPU and GPU usage.
FromQuentin Docter - CompTIA A+ Conplete Study Guide:

"Cryptomining malware can cause significant performance degradation by monopolizing system resources like CPU and GPU to
mine digital currency.”

NEW QUESTION # 32
Users are reporting that an unsecured network is broadcasting with the same name as the normal wireless network. They are able to
access the internet but cannot connect to the file share servers. Which of the following best describes this issue?

A. Unreachable DNS server

B. Rogue wireless access point

C. Incorrect IP address

D. Virtual local area network misconfiguration
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Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

This scenario describes a rogue access point - a malicious or unauthorized wireless access point that uses the same SSID as the
legitimate network. Users may connect to it unknowingly, which can result in limited network access, data interception, or redirection
of traffic. The inability to reach internal file servers supports this being an unauthorized AP with no connection to internal resources.
A: A DNS issue would impact name resolution, not connectivity to file servers directly.

B: VLAN issues generally affect segmentation, not mimic SSID problems.

C: Anincorrect IP address could cause connectivity issues, but not in the presence of a malicious AP broadcasting the same SSID.
Reference:

CompTIA A+ 220-1102 Objective 2.4: Compare and contrast wireless and physical security threats.

Study Guide Section: Rogue access points and their detection

NEW QUESTION # 33
A help desk technician needs to remove RAM from retired workstations and upgrade other workstations that have applications that
use more memory with this RAM. Which of the following actions would the technician most likely take?

A. Demagnetize memory for security.

B. Plug in the power supply to ground each workstation.
C. Use antistatic bags for storage and transport.

D. Install memory in identical pairs.

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

RAM is an electrostatic-sensitive component. When removing or transporting RAM modules, they should be stored in antistatic
bags to protect against electrostatic discharge (ESD), which can damage the memory. This is a standard best practice in hardware
handling,

A). Demmagnetization is not applicable to RAM.

C). Plugging in power to ground is not safe or recommended for static protection.

D). Installing identical memory pairs is applicable for dual-channel configuration, but not directly related to transporting or handling
RAM.

Reference:

CompTIA A+ 220-1102 Objective 4.3: Explain environmental impacts and procedures.

Study Guide Section: ESD safety practices and component handling procedures

NEW QUESTION # 34
A town clerk wants to work from home and access documents on a town hall server. What should a technician set up?

A. VPN
B. VNC
C.RDP
D. SSH

Answer: A

Explanation:

AVPN (Virtual Private Network)creates a secure tunnel between the clerk's home device and the town server, ensuring private and
authenticated access.

FromQuentin Docter - CompTIA A+ Conmplete Study Guide:

"VPNss are essential for remote access to internal resources, providing secure connections over public networks."

NEW QUESTION # 35
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