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GIAC Cyber Incident Leader GCIL Sample Questions (Q46-Q51):

NEW QUESTION # 46
Which of'the following is a key metric used to measure the effectiveness of an incident management process?
Response:

A. The number of employees involved in the response team

B. The number of cybersecurity incidents per year

C. The time taken to detect, respond, and recover from an incident
D. The total cost of IT infrastructure
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Answer: C

NEW QUESTION # 47

Which steps should be taken after an incident is resolved?
(Select two.)

Response:

A. Keeping vulnerabilities unpatched for further observation

B. Ignoring the incident since it has been resolved

C. Conducting post-mortem analysis and improvement planning

D. Updating security policies and controls based on lessons learned

Answer: C,D

NEW QUESTION # 48

An organization detects multiple failed login attempts on a cloud-based customer portal. Further investigation reveals that a large
number of login attempts originated from an automated botnet using previously leaked credentials. What should be the first step in
mitigating the attack?

Response:

A. Tmplement CAPTCHA or bot mitigation solutions on the login page
B. Block IP addresses associated with suspicious login attempts

C. Require all users to change their passwords immediately

D. Enable multi-factor authentication (MFA) for all accounts

Answer: A

NEW QUESTION # 49

What are signs that a ransomware attack may be occurring?
(Select two.)

Response:

A. Faster system performance

B. Increased CPU and network activity without user action
C. Reduction in spam emails received

D. Unusual file extensions appearing on documents

Answer: B,D

NEW QUESTION # 50
Which of the following best describes a ransonmware attack?
Response:

A. An attack that locks or encrypts a victimi's files and demands payment for decryption
B. A phishing attack that tricks users into resetting their credentials

C. An attack that only impacts cloud-based services

D. A cyberattack that passively observes a target's network activity

Answer: A

NEW QUESTION # 51
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