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HA #152
Which resource can a customer use to ensure that the Cortex XDR agent will operate correctly on their CentOS 07 servers?

e A Release Notes
e B. Compatibility Matrix
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¢ C. LIVE community
¢ D. Admmistrator Guide

IEf#: B

R -

A customrer can use the Compatibility Matrix to ensure that the Cortex XDR agent will operate correctly on their CentOS 7 servers.
The Compatibility Matrix provides detailed information on supported operating systems, versions, and other system requirements for
the Cortex XDR agent.

H #153
What is the primary purpose of Cortex XSIAM's machine learning led design?

A. To group alerts into incidents for manual analysis

B. To rely heavily on human-driven detection and remediation
C. To effectively handle the bulk of incidents through automation
D. To facilitate alert and log management without automation

EfE: C

R -

The primary purpose of Cortex XSIAM's machine learning-led design is to automate the handling of the bulk of incidents. By
leveraging machine learning, it can automatically classify, group, and respond to incidents, reducing the need for manual intervention
and increasing efficiency in incident management.

R #154
Which two actions are required to add indicators to the whitelist? (Choose two.)

e A. Select the indicators and click "Delete and Whitelist" in the Indicators page.
¢ B. Upload an external file named "whitelist" to the Indicators page.

¢ C. Upload an external file named "whitelist" to the Whitelist page.

¢ D. Click "New Whitelisted Indicator" in the Whitelist page.

IEf#E: AL D

fi e«
Reference: https:/xsoar.pan.dev/docs/reference/playbooks/tim---review-indicators-manually- for-whitelisting

H #155
Which two entities can be created as a BIOC? (Choose two.)

A. event log
B. alert log

C. registry
D. file

EfE: C. D

R
https://docs.paloaltonetworks.com/cortex/cortex-xdr/cortex-xdr-pro-admin/investigation-and-response/cortex- xdr-
ndicators/working-with-biocs/create-a-bioc-rule. html

R #156

An Administrator is alerted to a Suspicious Process Creation security event from multiple users.

The users believe that these events are false positives Which two steps should the administrator take to confirm the false positives
and create an exception? (Choose two )



A. In the Cortex XDR security event, review the specific parent process, child process, and command line arguments

B. With the Malware Security profile, disable the "Prevent Malicious Child Process Execution” module

C. Within the Malware Security profile add the specific parent process, child process, and command line argument to the
child process whitelist

¢ D. Contact support and ask for a security exception.

Eﬁ: A\ C
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