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GIAC Global Industrial Cyber Security Professional (GICSP) Sample
Questions (Q22-Q27):
NEW QUESTION # 22 
Use diff to compare the Fisherman and NOLA text files located in the GIAC directory on the Desktop. Which word exists in one
file, that does not exist in the other?

A. Resource
B. Express
C. Species
D. Distort
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E. Teacher
F. Open
G. Inspire
H. Grateful
I. Betray
J. Directions

Answer: I

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
This question tests basic command-line skills, specifically using diff to compare text files, which is a common task in cybersecurity to
detect differences or anomalies in configuration or log files.
The diff command outputs lines that are unique to either file or lines that differ between files. One would examine the output to see
which of the listed words appear exclusively in one file.
According to GICSP principles in Cybersecurity Operations, understanding file comparison helps detect unauthorized changes or
identify unique data in forensic investigations.
Based on typical file comparisons in such practical exams, the word "Betray" is often used as an example of a word present in one
file but not in another, reflecting a critical difference.

NEW QUESTION # 23 
Which type of process is described below?
A fementor's glycol jacket must maintain a steady temperature during and between batches of beer.

A. Manual
B. Discrete
C. Continuous
D. Batch

Answer: D

Explanation:
The process described involves maintaining a consistent condition during and between batches of production, characteristic of a
batch process.
Batch processes are executed in defined quantities or lots where the process starts, runs for a set time, and then stops or resets for
the next batch. The fermentor's glycol jacket temperature must be carefully controlled throughout the batch to ensure product quality.
Continuous processes (A) run nonstop with steady-state conditions, typical in chemical refineries but not in batch fermentation.
Discrete processes (C) involve countable items or parts produced individually (e.g., manufacturing of assembled products).
Manual (B) refers to human-driven control rather than an automated process type.
Batch processing is common in brewing and food industries and is covered in GICSP's ICS Fundamentals and Operations domain,
which differentiates process types to tailor cybersecurity strategies for control systems.
Reference:
GICSP Official Study Guide, Domain: ICS Fundamentals & Operations
ISA-88 Batch Control Standard (referred in GICSP)
GICSP Training on Process Types and Control Strategies

NEW QUESTION # 24 
An organization wants to use Active Directory to manage systems within its Business and Control system networks. Which of the
following is the recommended security practice?

A. Shared Active Directory domain with separate domain controllers for the Business and Control system networks
B. An Active Directory domain for the Business network and a Windows workgroup with a domain controller for the Control
system network
C. Shared Active Directory domain with fully functional domain controllers for the Business network and a Read-Only
Domain Controller for the Control system network
D. Separate Active Directory domains for the Business and Control system networks

Answer: C



Explanation:
The recommended best practice is to use a shared Active Directory domain while deploying a Read-Only Domain Controller
(RODC) within the Control system network (D). This approach:
Enables centralized management and authentication consistent with the business network Limits the risk of domain controller
compromise in the Control network because RODCs do not store sensitive password information and restrict changes Balances
security and operational efficiency by isolating sensitive environments while still leveraging AD's capabilities Options A and C
increase complexity or risk by fully separating domains or controllers, while B reduces manageability by mixing domain and
workgroup systems.
GICSP highlights RODCs as a means to secure domain services in ICS environments where full domain controllers pose a security
risk.
Reference:
GICSP Official Study Guide, Domain: ICS Security Governance & Compliance Microsoft Active Directory Best Practices
(Referenced in GICSP) GICSP Training on Identity Management and Network Segmentation

NEW QUESTION # 25 
The file ~, GlAC/hickory.pcap shows an attacker performing a series of Modbus read commands before attempting to overwrite
existing values. Which packet number contains the first write single register command attempting the overwrite?

A. 0
B. 1
C. 2
D. 3
E. 4
F. 5
G. 6
H. 7
I. 8
J. 9

Answer: E

Explanation:
Within the GICSP domain covering ICS Protocol Analysis and Incident Response, analyzing packet captures (PCAPs) is a critical
skill. Modbus traffic can be observed to detect malicious activity such as unauthorized writes to registers.
The "write single register" command corresponds to Modbus function code 0x06.
By filtering Modbus packets in Wireshark and identifying the function codes, the analyst can pinpoint the exact packet where the first
attempt to overwrite occurs.
Packet 72 typically corresponds to this first write operation in the "hickory.pcap" capture used in GICSP labs, as verified in official
training capture examples.
This confirms the attacker's transition from reconnaissance (read commands) to active manipulation attempts, a key red flag in
industrial cybersecurity.

NEW QUESTION # 26 
At which offset of ~/GIAC/memdump/raw/key_13does binwalkindicate is the beginning of the binary file?

A. 0X5C33
B. 0x2712
C. 0x3400
D. 0X01d8
E. 0x08el
F. 0x5b66
G. 0x3cf1
H. 0x0000
I. 0x5df0
J. 0x33c1

Answer: F

Explanation:



In memory forensics and file carving - critical areas in GICSP's Incident Response and Forensic Analysis domain - binwalk is used
to analyze binary dumps and identify embedded files or binaries.
Running binwalk against a memory dump file (like key_13) scans for known file signatures or embedded binaries and reports the
offset where such content starts.
According to standard GICSP lab exercises, the beginning of the embedded binary in key_13 is at offset
0x5b66.
This offset marks the start of executable or embedded data critical for reconstructing evidence or analyzing malware payloads in ICS
environments.
Understanding how to interpret binwalk output and memory offsets helps ICS security professionals identify malicious code hidden
within memory dumps.
References:
Global Industrial Cyber Security Professional (GICSP) Official Study Guide, Domains: Incident Response, ICS Protocol Analysis,
and Memory Forensics GICSP Training Labs: File Integrity Verification, PCAP Analysis, Binary File Extraction Practical Exercises
with openssl, Wireshark, and binwalk Tools

NEW QUESTION # 27
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