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AE#111

A company is deploying ArubaOS-CX switches to support 135 employees, which will tunnel client traffic to an Aruba Mobility
Controller (MC) for the MC to apply firewall policies and deep packet inspection (DPI).

This MC will be dedicated to receiving traffic from the ArubaOS-CX switches.

What are the licensing requirements for the MC?

A. one AP license per-switch

B. one PEF license per-switch. and one WCC license per-switch
C. one AP license per-switch. and one PEF license per-switch
D. one PEF license per-switch

Hg: D

ME.

When deploying ArubaOS-CX switches that tunnel client traffic to an Aruba Mobility Controller (MC), the licensing requirements
typically mvolve Policy Enforcement Firewall (PEF) licenses. These licenses enable the MC to enforce firewall policies and perform
deep packet inspection (DPI). Therefore, for each switch tunneling traffic to the MC, a PEF license would be necessary.
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AE #112

Your Aruba Mobility Master-based solution has detected a rogue AP Among other information the ArubaOS Detected Radios
page lists this Information for the AP SSID = PublicWiFI BSSID = a8M27 12 34:56 Match method = Exact match Match type =
Eth-GW-wired-Mac-Table The security team asks you to explain why this AP is classified as a rogue. What should you explain?

¢ A. The AP has been detected as launching a DoS attack against your company's default gateway. This qualities it as a rogue
which needs to be contained with wireless association frames immediately

¢ B. The AP Is connected to your LAN because It is transmitting wireless traffic with your network's default gateway's MAC
address as a source MAC Because it does not belong to the company, it is a rogue

e (. The ap has a BSSID mat matches authorized client MAC addresses. This indicates that the AP is spoofing the MAC
address to gam unauthorized access to your company's wireless services, so It is a rogue

e D. The AP is spoofing a routers MAC address as its BSSID. This indicates mat, even though WIP cannot determine whether
the AP is connected to your LAN. it is a rogue.

HE: D

HEE #113

Refer to the exhibits.

An admin has created a WLAN that uses the settings shown in the exhibits (and has not otherwise adjusted the settings in the AAA
profile). A client connects to the WLAN. Under which circunmstances will a client receive the default role assignment?

A. The client has passed 802.1X authentication, and the value in the Aruba-User-Role VSA matches a role on the MC.
B. The client has attenpted 802.1X authentication, but the MC could not contact the authentication server.

C. The client has passed 802.1X authentication, and the authentication server did not send an Aruba-User-Role VSA.
D. The client has attempted 802.1X authentication, but failed to maintain a reliable connection, leading to a timeout error.

e C

HE:

The exhibit shows the configuration of a WLAN on an AOS-8 Mobility Controller (MC) with the following settings:

Key management: WPA3-Enterprise (indicating 802.1X authentication).

Use CNSA suite: Unchecked (using standard encryption, not the Commercial National Security Algorithm suite).

Key size: 128 bits (standard for AES-GCMP in WPA3).

Reauth interval: 1440 minutes (24 hours, the interval for re-authentication).

Machine authentication: Disabled (only user authentication is required).

Blacklisting: Disabled (clients are not blacklisted after failed attempts).

The question states that the AAA profile settings have not been adjusted, meaning the default roles (e.g., initial role, logon role,
802.1X defautlt role) are not specified in the exhibit and are assumed to be the system defaullts (e.g., "logon" for the mitial and logon
roles, and a default role like "guest" for the 802.1X default role). The question asks under which circumstances a client will receive
the "default role assignment," which refers to the 802.1X default role configured in the AAA profile for the WLAN.

802.1X Authentication Process in AOS-8:

When a client connects to a WPA3-Enterprise WLAN, tt starts in the initial role (typically "logon") to allow basic connectivity (e.g,,
DHCP, DNS).

During 802.1X authentication, the client is placed in the logon role to allow commumnication with the authentication server (e.g,,
ClearPass Policy Manager, CPPM).

Ifauthentication succeeds, the client is assigned a role:

Ifthe authentication server (e.g., CPPM) sends an Aruba-User-Role VSA with a role that exists on the MC, the client is assigned
that role.

Ifno Aruba-User-Role VSA is sent, the client is assigned the 802.1X default role configured in the AAA profile for the WLAN.

If authentication fails or the server is unreachable, the client may be assigned a different role (e.g,, a critical role, if configured) or
denied access.

Option A, "The client has attempted 802.1X authentication, but the MC could not contact the authentication server," is incorrect. If
the MC cannot contact the authentication server (e.g,, due to a timeout), the client does not receive the 802.1X default role. Instead,
the MC may apply a critical role (if configured) or deny access, depending on the configuration. The 802.1X default role is applied
only after successful authentication.

Option B, "The client has passed 802.1X authentication, and the authentication server did not send an Aruba-User-Role VSA," is
correct. If the client successfully authenticates via 802.1X and the authentication server (e.g., CPPM) does not send an Aruba-User-
Role VSA, the MC assigns the client the 802.1X default role configured in the AAA profile for the WLAN. This is the "default role



assignment” referred to in the question.

Option C, "The client has attempted 802.1X authentication, but failed to maintain a reliable connection, leading to a timeout error," is
incorrect. A timeout error during authentication (e.g,, the client fails to respond to EAP messages) typically results in an
authentication failure, not a successful authentication. The client would not receive the 802.1X default role; it might be denied access
or placed in a different role (e.g., a pre-authentication role).

Option D, "The client has passed 802.1X authentication, and the value in the Aruba-User-Role VSA matches a role on the MC," is
incorrect. If the authentication server sends an Aruba-User-Role VSA with a role that exists on the MC, the client is assigned that
specific role, not the 802.1X default role.

The HPE Aruba Networking AOS-8 8.11 User Guide states:

"After a client successfully authenticates via 802.1X, the Mobility Controller assigns a role to the client. If the authentication server
(e.g, a RADIUS server) sends an Aruba-User-Role VSA with a role that exists on the controller, the client is assigned that role. If
no Aruba-User-Role VSA is sent in the Access-Accept message, the client is assigned the 802.1X default role configured in the
AAA profile for the WLAN. For exanple, if the AAA profile specifies 'guest’ as the 802.1X default role, the client will be assigned
the 'guest’ role." (Page 305, Role Assignment Section) Additionally, the HPE Aruba Networking Wireless Security Guide notes:

"In WPA3-Enterprise with 802.1X authentication, the default role assignment occurs when a client successfully authenticates but the
authentication server does not specify a role via the Aruba-User-Role VSA. In this case, the client receives the 802.1X default role
defined in the AAA profile, such as 'guest' or another role configured by the administrator." (Page 42, 802.1X Role Assignment
Section)

HPE Aruba Networking AOS-8 8.11 User Guide, Role Assignment Section, Page 305.
HPE Aruba Networking Wireless Security Guide, 802.1X Role Assignment Section, Page 42.

HE #114
A company has an Aruba solution with a Mobility Master (MM) Mobility Controllers (MCs) and campus Aps. What is one benefit
of adding Aruba Airwave from the perspective of forensics?

A. ArWave enables low level debugging on the devices across the ArubaOS solution

B. Airwave retains information about the network for much longer periods than ArubaOS solution

C. Airwave can provide more advanced authentication and access control services for the AmbaOS solution
D. Airwave is required to activate Wireless Intrusion Prevention (WIP) services on the ArubaOS solution

3

m

: B

MH.

Adding Aruba Airwave to an Aruba solution that includes a Mobility Master (MM), Mobility Controllers (MCs), and campus APs
offers several benefits, notably in the realm of network forensics. One of the significant advantages is that Airwave can retain detailed
information about the network for much longer periods than what is typically possible with just ArubaOS solutions. This extensive
data retention is crucial for forensic analysis, allowing network administrators and security professionals to conduct thorough
mvestigations of past incidents. With access to historical data, professionals can identify trends, pinpoint security breaches, and
understand the impact of specific changes or events within the network over time.

Aruba's official product documentation and user guides for Airwave and ArubaOS, which outline features, benefits, and use cases
related to network management and forensic capabilities.

Industry case studies and whitepapers that discuss the implementation and advantages of integrating Airwave into existing network
infrastructure for enhanced monitoring and security.

AR #115

Youneed to set up Aruba network infrastructure devices for management with SNMP. The SNMP server has this SNMPv3 user
configured on it: username: airwave auth algorithn: sha auth key: fylugp18@S!9a priv algorithn: aes priv key: 761oxaiaoeul 9&
What correctly describes the setup on the infrastructure device?

e A. Younust configure the "airwave" server as an authorized user. Then, configure a separate user for this device with its own
keys.

e B. You nust configure a user with exactly the same name, algorithms, and keys.

e (. Younust configure a user with the same name and algorithis, but the keys should be unique to this device.

e D. Younust configure a user with the same name and keys, but can choose algorithims that meet the device's needs.

He: B



Y.

In SNMPv3, security is paramount and each SNMP entity (client or agent) needs to have a user with a security name (username)
and optionally, a security level which determines whether authentication and encryption are used. When configuring SNMPV3 users
on network infrastructure devices, it is essential to match the username, authentication (auth) algorithm, authentication key (auth key),
privacy (priv) algorithm, and privacy key (priv key) exactly as they are configured on the SNMP server to ensure successful
communication.

This is because the SNMPV3 security model relies on a combination of a username and a pair of keys (authentication and privacy
keys) to uniquely identify and secure communication between the agent and the manager. The keys are used to verify the integrity
(auth key) and confidentiality (priv key) of the messages.

Using the same algorithis ensures that the messages can be properly encrypted and decrypted on both ends.

HE #116
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