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P& #57
A customer is concerned about me unprotected traffic between an AOS-CX switch and a gateway, running on AOStO. What is a
feasible option to protect this traffic?

e A Implement an [PSec tunnel to protect PAPI between the AOS-CX switches and the gateway

¢ B. no action is needed, an RSA certificate already encrypts the traffic

e C. Implement an MDS HMAC finction lo protect PAPI between the AOS-CX switches and the gateway
e D. Implement a GRE tunnel to protect PAPI between the AOS-CX switches and the gateway

BE: A

fil R -

According to the Aruba Documentation Portall, PAPI (Port Aggregation Protocol) is a protocol that allows muiltiple physical ports
to be aggregated into a single logical port for increased bandwidth and performance.

PAPI can be used between AOS-CX switches and gateways, or between AOS-CX switches and other devices.
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Option A: Implement an IPSec tunnel to protect PAPI between the AOS-CX switches and the gateway This is because option A
shows how to implement an IPSec tunnel between two devices using the interface command and the ipsec command. An IPSec
tunnel can provideencryption and authentication for PAPI traffic between two devices, such as an AOS-CX switch and a gateway?.
Therefore, option A is a feasible option to protect this traffic.

I hope this helps you. If you need more information, please let me know.

I:
https//www.arubanetworks.com/techdocs/AOS-CX/10.06/HTML/5200-7727/Content/Chp_prev_traf loss/Act g
httpsy/community.arubanetworks.com/blogviewer?blogkey=9891c43a-e0df-42db-9c0b-06d6565al fa

il RE #58

You are doing tests in your lab and with the following equipment specifications

* API has a radio that generates a 10 dBm signal

* AP2 has a radio that generates a 11 dBm signal

* API has an antenna with a gain of 9 dBi

* AP2 has an antenna with a gain of 12 dBi.

* The anterma cable for AP1 has a 2 dB loss

* The antermna cable for AP2 has a 3 dB loss

‘What would be the calculated Equivalent Isotropic Radiated Power (EIRP) for APT?

A. 30 dBm
B.-12 dBm
C.17dBm
D. 26 dBm

ZR: C
fRRER

EIRP = Transmitter power + Anternna gain - Cable loss
EIRP for AP1 =10 dBm+ 9 dBi- 2 dB=17 dBm

PR #59
What is an Aruba-recommended best practice for hardening that only applies to Aruba CX 6300 series switches with dedicated
management ports?

A. Manually enable Enhanced Security Mode from a console session.

B. Create a dedicated management VRF, and assign the management port to it.
C. Disable all management services on the default VRF.

D. Implement a control plane ACL to limit access to approved IPs and/or subnets

Z%: B

fEERE B«

This is an Aruba-recommended best practice for hardening that only applies to Aruba CX 6300 series switches with dedicated
management ports. A dedicated management port is a physical port that is used exclusively for out-of-band management access to
the switch. A dedicated management VREF is a virtual routing and forwarding instance that isolates the management traffic from other
traffic on the switch. By creating a dedicated management VRF and assigning the management port to it, the admmistrator can
enhance the security and performance of the management access to the switch. The other options are incorrect because they either
do not apply to switches with dedicated management ports or do not follow Aruba-recommended best practices.

P& #60
Which feature supported by SNMPV3 provides an advantage over SNMPv2¢?

A. Transport mapping

B. Community strings
C. GetBulk
D. Encryption

ZE: D



fE AR A«

Encryption is a feature supported by SNMPV3 that provides an advantage over SNMPv2¢. Encryption protects the confidentiality
and integrity of SNMP messages by encrypting them with a secret key. SNMPv2c¢ does not support encryption and relies on
community strings for authentication and authorization, which are transmitted in clear text and can be easily intercepted or spoofed.
Transport mapping, community strings, and GetBulk are features that are common to both SNMPv2c and SNMPv3. References:
httpss//www.arubanetworks.com/techdocs/ArubaOS 86 Web Help/Content/arubaos-solutions/snmp/snmp.htm
httpss//www.arubanetworks.com/techdocs/ArubaOS 86 Web Help/Content/arubaos-solutions/snmp/snmpv3.htm

R #61
When setting up an Aruba CX VSX pair, which information does the Inter-Switch Link Protocol configuration use in the
configuration created?

e A MAC tables
e B.UDLD

e C.QSVI

e D.RPVST+

BE: A

fE R A -

The Inter-Switch Link Protocol (ISL) is a protocol that enables the synchronization of data and state information between two VSX
peer switches. The ISL uses a version control mechanism and provides backward compatibility regarding VSX synchronization
capabilities. The ISL can span long distances (transceiver dependent) and supports different speeds, such as 10G, 25G,

40G, or 100G. One of the data components that the ISL synchronizes is the MAC table, which is a database that stores the MAC
addresses of the devices connected to the switch and the corresponding ports or VLANs. The ISL ensures that both VSX peers
have the same MAC table entries and can forward traffic to the correct destination. The ISL also synchronizes other data
components, such as ARP table, LACP states for VSX LAGs, and MSTP states.
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