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R #19
In addition to creating a Security policy, how can an Al Access Security be used to prevent users from uploading financial
mformation to ChatGPT?

A. Configure an Enterprise DLP rule to block uploads containing financial information.

B. Apply File Blocking to stop file uploads containing financial information.

C. Apply a vulnerability profile to stop attempts to exploit system flaws or gain unauthorized access to financial systemns.
D. Add the ChatGPT domains using URL Filtering to block uploads containing financial information.

Ef#: A

iR

Palo Alto Networks Al Access Security integrates with Enterprise Data Loss Prevention (DLP) capabilities to control sensitive data
within Al applications like ChatGPT. The most effective way to prevent users from uploading financial information is to:

* Define an Enterprise DLP rule:This rule would be configured to identify content that matches patterns or keywords associated with
financial information (e.g,, credit card numbers, bank account details, tax identifiers, financial statements).

* Apply the DLP rule to the Al Access Security policy:This policy would be specifically configured to inspect traffic to and from
ChatGPT. When the DLP rule detects a user attempting to upload content containing financial information, it can take a defined
action, such as blocking the upload.

Let's analyze why the other options are incorrect based on official documentation:

* A. Apply File Blocking to stop file uploads containing financial information. While File Blocking can prevent the upload of certain
file types, it is not content-aware. It cannot inspect thecontentof a file to determine if it contains financial information. Therefore, it's
not a granular or effective solution for this specific requirement.

* C. Add the ChatGPT domains using URL Filtering to block uploads containing financial information. URL Filtering controls access
to specific websites or categories of websites. While you could potentially block access to ChatGPT entirely, it does not provide the
capability to inspect the content being uploaded to a permitted domain and prevent the transfer of sensitive financial data.

* D. Apply a vulnerability profile to stop attempts to exploit system flaws or gain unauthorized access to financial

systes. Vulnerability profiles are designed to detect and prevent attempts to exploit known security vulnerabilities in systems. They
are not designed to inspect the content of user uploads for sensitive data like financial information. While importantfor overall
security, they do not directly address the requirement of preventing financial data uploads to ChatGPT.



Therefore, configuring an Enterprise DLP rule within Al Access Security is the correct and most effective method to prevent users
from uploading financial information to ChatGPT by inspecting the content of the uploads.

H #20

How can role-based access control (RBAC) for Prisma Access (Managed by Strata Cloud Manager) be used to grant each
member of a security team full administrative access to manage the Security policy in a single tenant while restricting access to other
tenants in a multitenant deployment?

¢ A. Add the teamto the Child Tenant, select Prisma Access & NGFW Configuration, and set the role to Security
Admunistrator.

¢ B. Add the teamto the Child Tenant, select All Apps & Services, and set the role to Security Administrator.

¢ (. Add the teamto the Parent Tenant, select the Prisma Access Configuration Scope, and set the role to Security
Admmnistrator.

¢ D. Add the teamto the Parent Tenant, select Prisma Access & NGFW Configuration, and set the role to Security
Admmnistrator.

EfE: A
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In amultitenant deployment, access control must be configured at theChild Tenantlevel to ensure that security administrators have full
control over Security policyonly within their assigned tenantwhile restricting access to other tenants. By selectingPrisma Access &
NGFW Configuration, the assigned users gain full admmnistrative accessonly for security policy managementwithin the designated
tenant, aligning with RBAC best practices for controlled access inPrisma Access Managed by Strata Cloud Manager.

HE#21
Which two statements apply when a customer has a large branch office with employees who all arrive and log in within a five-minute
time period? (Choose two.)

A. DNS results are cached for 300 seconds.

B. Maximum number of TCP DNS retries is 3.

C. Maximum pending TCP DNS requests is 64.

D. DN results are only cached for frequently used hostnames.

Ef#: B. C
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When a large branch office experiences a high volume of employees logging in within a short time frame, the following apply:

* Maximum pending TCP DNS requests is 64- This means that Prisma Access can queue up to 64 pending DNS requests over
TCP before dropping additional requests. If more requests are received simultaneously, some may fail or experience delays.

* Maximum number of TCP DNS retries is 3- Ifa DNS request fails over TCP, Prisma Access will attempt to retry the request up
to three times before failing over to another method or returning an error.

HRE #22

A company has four branch offices between Canada Central and Canada East which use the same [PSec termination node and have
QoS configured with customized bandwidth per site. An engineer wants to onboard a new branch office on the same IPSec
termination node.

What is the QoS behavior for the new branch office?

A. Automatically distributed to 20% for each site
B. Automatically distributed to 25% for each site
C. Cannot be added to existing QoS configuration
D. Unallocated until manually assigned

EM: D
L

‘When onboarding a new branch office to anexisting IPSec termination nodeinPrisma Access, theQoS bandwidth is not automatically
assigned. Instead, the newly added branchremains unallocateduntil the administratormanually assigns bandwidthwithin theQoS



configuration settings. This ensures that customized bandwidth per siteremains intact and allows forfine-tuned traffic
managementbased on business needs.

HP#23

A user connected to Prisma Access reports that traffic intermittently is denied after matching a Catch- All Deny rule at the bottom
and bypassing HIP-based policies. Refreshing VPN connection restores the access.

What are two reasons for this behavior? (Choose two.)

¢ A Firewall loses user mapping due to missed HIP report checks.

¢ B. "Collect HIP data' needs to be enabled in the configuration.

¢ C. HIP-enforced policy is scheduled for certain hours of the day.

¢ D. User mapping is learned from sources other than gateway authentication.

_EE%: A\ D
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User mapping learned from sources other thangateway authenticationcan cause intermittent access issues if it conflicts with the
expected user identity used in HIP-based policies. If the firewall is associatingthe user with an outdated or incorrect mapping, traffic
may not match the intended security policies, leading todenials by the Catch-All Deny rule.

Ifthefirewall loses user mapping due to missed HIP report checks, the user may temporarily lose access to policies that require a
validHost Information Profile (HIP)match. When the VPN connection is refreshed, the HIP check is re-mitiated, restoring access
until the issue repeats.
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