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Microsoft Security Operations Analyst Sample Questions (Q368-Q373):

NEW QUESTION # 368

You need to configure the Azure Sentinel integration to meet the Azure Sentinel requirements.
‘What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Reference:
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NEW QUESTION # 369

You have a Microsoft Sentinel workspace named swsl.

You plan to create an Azure logic app that will raise an incident in an on-premises IT service management system when an incident is
generated in swsl.

Youneed to configure the Microsoft Sentinel connector credentials for the logic app. The solution must meet the following
requirements:

* Minimize administrative effort.

* Use the principle of least privilege.

How should you configure the credentials? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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NEW QUESTION # 370

You are informed of a new common vulnerabilities and exposures (CVE) vulnerability that affects your environment.

You need to use the Microsoft Defender portal to request remediation from the team responsible for the affected systemns if there is a
documented active exploit available.

‘Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

Answer:

Explanation:

Explanation:

* From Vulnerability Management, select Weaknesses, and search for and select the CVE.

* Select Go to related security recommendations.

* Create the remediation request.

According to Microsoft Defender Vulnerability Management documentation, the correct workflow for responding to a new CVE in
your organization-especially when there is an active exploit-is to begin your investigation within the Vulnerability Management section
of the Microsoft Defender portal.

* From Vulnerability Management, select Weaknesses -Microsoft explains that all known CVEs are listed under Weaknesses in the
Defender portal. You search by CVE ID (for example, CVE-2024-xxxx) to view its details, exploitability data, and the devices
affected.

* Select Go to related security recommendations - After opening the CVE details, the portal shows associated security
recommendations that describe how to remediate the issue (such as updating software, removing an at-risk version, or applying a
patch). Selecting Go to related security recommendations links the CVE directly to actionable remediation guidance.

* Create the remediation request -Finally, Microsoft Defender for Endpoint allows security teams to formally request remediation



from IT administrators or system owners. You can create a remediation request directly fiom the recommendation page, assigning it
to the responsible group and specifying a due date.

This sequence aligns with Microsoft's recommended remediation workflow for CVEs as described in Defender Vulnerability
Management documentation and ensures that remediation actions are tracked and executed efficiently through the portal.

# Therefore, the correct order is:

(1) From Vulnerability Management # Weaknesses # search CVE # (2) Go to related security recommendations # (3) Create
remediation request.

NEW QUESTION # 371

Your network contains an on-premises Active Directory Domain Services (AD DS) domain that syncs with an Azure AD tenant.
You have a Microsoft Sentinel workspace named Sentinell .

You need to enable User and Entity Behavior Analytics (UEBA) for Sentinell and collect security events from the AD DS domain.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer

area and arrange them in the correct order.
Actions Answer Area
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Answer:

Explanation:
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Explanation:
Actions Answer Area
From Sentinel1, collect the AD DS security events by using the Legacy 1 Jo the AD DS domain, deploy Microsoft Defender for Identity
Agent connector
2 For Sentinel1 h\"qule the Microsoft Defender for Identity connector
For the AD DS domain, configure Windows Event Forwarding
For Sentinel1, enable UEBA
For Sentinel1. configure the WindgWs Farwarged Events connector

To enable User and Entity Behavior Analytics (UEBA) in Microsoft Sentinel and collect Active Directory Domain Services (AD
DS) security events, the integration relies on Microsoft Defender for Identity (MDI).

Defender for Identity monitors on-premises domain controllers and provides deep identity-based telemetry that Sentinel consumes
for behavioral analytics and threat detection.

Here's the correct sequence explained step-by-step:

* Deploy Microsoft Defender for Identity on the AD DS domain

* Defender for Identity sensors must be installed on each domain controller (or dedicated server) in your on-premises AD DS
environment.

* This step enables continuous monitoring of AD activities like logons, Kerberos authentications, and LDAP queries.

* Microsoft documentation states:

"To collect and analyze AD DS activities for UEBA, deploy Microsoft Defender for Identity sensors in your domain controllers."
* Configure the Microsoft Defender for Identity connector in Microsoft Sentinel

* In the Sentinel workspace (Sentinell ), go to Data connectors # Microsoft Defender for Identity # Connect.

* This connector ingests identity-related alerts and telemetry from Defender for Identity into Sentinel's Log Analytics workspace.
* Tt allows Sentinel to correlate identity-based security data with other sources for threat detection and investigation.



* Enable UEBA in Microsoft Sentinel

* After integrating MDI, enable UEBA in Sentinel's configuration settings.

* UEBA uses identity data (from MDI and Azure AD) and other logs to build behavioral baselines and detect anomalies such as
lateral movement or privilege escalation.

* Microsoft documentation notes:

"To start analyzing user and entity behaviors, enable UEBA after connecting identity data sources such as Defender for Identity."
Other actions listed (such as using legacy connectors or Windows Event Forwarding) are outdated or unnecessary when using MDI
and Sentinel's built-in connectors.

NEW QUESTION # 372
You have a Microsoft 365 ES subscription that uses Microsoft Defender 36S.
Your network contains an on-premises Active Directory Domain Services (AD DS) domamn that syncs with Azure AD.
Youneed to identify the 100 most recent sign-in attempts recorded on devices and AD DS domain controllers.
How should you complete The KQL query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Answer Area
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NEW QUESTION # 373
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