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NEW QUESTION # 473 
A high volume of failed RDP authentication attempts was logged on a critical server within a one- hour period. All of the attempts
originated from the same remote IP address and made use of a single valid domain user account. Which of the following would be
the most effective mitigating control to reduce the rate of success of this brute-force attack?

A. Enabling a user account lockout after a limited number of failed attempts
B. Installing a third-party remote access tool and disabling RDP on all devices
C. Implementing a firewall block for the remote system's IP address
D. Increasing the verbosity of log-on event auditing on all devices

Answer: A

NEW QUESTION # 474 
Which of the following describes how a CSIRT lead determines who should be communicated with and when during a security
incident?

A. Management level members of the CSIRT should make that decision
B. Subject matter experts on the team should communicate with others within the specified area of expertise
C. The lead should review what is documented in the incident response policy or plan
D. The lead has the authority to decide who to communicate with at any t me

Answer: C

Explanation:
Explanation
The incident response policy or plan is a document that defines the roles and responsibilities, procedures and processes,
communication and escalation protocols, and reporting and documentation requirements for handling security incidents. The lead
should review what is documented in the incident response policy or plan to determine who should be communicated with and when
during a security incident, as well as what information should be shared and how. The incident response policy or plan should also be
aligned with the organizational policies and legal obligations regarding incident notification and disclosure.

NEW QUESTION # 475 
A security analyst is reviewing events that occurred during a possible compromise. The analyst obtains the following log:

Which of the following is most likely occurring, based on the events in the log?

A. An adversary is escalating privileges.
B. An adversary is performing a vulnerability scan.
C. An adversary is attempting to find the shortest path of compromise.
D. An adversary is performing a password stuffing attack.

Answer: B

Explanation:
Based on the events in the log, the most likely occurrence is that an adversary is performing a vulnerability scan. The log shows
LDAP read operations and EDR enumerating local groups, which are indicative of an adversary scanning the system to find
vulnerabilities or sensitive information. The final entry shows SMB connection attempts to multiple hosts from a single host, which



could be a sign of network discovery or lateral movement.

NEW QUESTION # 476 
A junior security analyst opened ports on the company's firewall, and the company experienced a data breach. Which of the
following most likely caused the data breach?

A. Nation-state
B. Environmental hacktivist
C. Accidental insider threat
D. Organized crime group

Answer: C

NEW QUESTION # 477 
A cybersecurity analyst is doing triage in a SIEM and notices that the time stamps between the firewall and the host under
investigation are off by 43 minutes. Which of the following is the most likely scenario occurring with the time stamps?

A. The host with the logs is offline.
B. The cybersecurity analyst is looking at the wrong information.
C. The NTP server is not configured on the host.
D. The firewall is using UTC time.

Answer: C

Explanation:
The most likely scenario occurring with the time stamps is that the NTP server is not configured on the host.
NTP is the Network Time Protocol, which is used to synchronize the clocks of computers over a network.
NTP uses a hierarchical system of time sources, where each level is assigned a stratum number. The most accurate time sources,
such as atomic clocks or GPS receivers, are at stratum 0, and the devices that synchronize with them are at stratum 1, and so on.
NTP clients can query multiple NTP servers and use algorithms to select the best time source and adjust their clocks accordingly1. If
the NTP server is not configured on the host, the host will rely on its own hardware clock, which may drift over time and become
inaccurate. This can cause discrepancies in the time stamps between the host and other devices on the network, such as the firewall,
which may be synchronized with a different NTP server or use a different time zone. This can affect the security analysis and
correlation of events, as well as the compliance and auditing of the network23. References: How the Windows Time Service Works,
Time Synchronization - All You Need To Know, Firewall rules logging: a closer look at our new network compliance and ...
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......
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