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Fortinet FCP - FortiAnalyzer 7.6 Analyst Sample Questions (Q13-Q18):
NEW QUESTION # 13 
After a generated a repot, you notice the information you were expecting to see in not included in it. However, you confirm that the
logs are there:
Which two actions should you perform? (Choose two.)

A. Disable auto-cache.
B. Increase the report utilization quota.
C. Test the dataset.
D. Check the time frame covered by the report.

Answer: C,D

Explanation:
When a generated report does not include the expected information despite the logs being present, there are several factors to check
to ensure accurate data representation in the report.
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Option A - Check the Time Frame Covered by the Report:
Reports are generated based on a specified time frame. If the time frame does not encompass the period when the relevant logs
were collected, those logs will not appear in the report.
Ensuring the time frame is correctly set to cover the intended logs is crucial for accurate report content.
Option D - Test the Dataset:
Datasets in FortiAnalyzer define which logs and fields are pulled into the report. If a dataset is misconfigured, it could exclude certain
logs. Testing the dataset helps verify that the correct data is being pulled and that all required logs are included in the report
parameters.

NEW QUESTION # 14 
Which two statements about playbook execution are true? (Choose two)

A. You can run the default debugging playbook to investigate playbook errors.
B. The Playbook Monitor provides troubleshooting logs
C. Even I the playbook status is Failed, individual tasks may have succeeded.
D. FortiAnalyzer will not commit changes made by a Failed playbook

Answer: B,D

NEW QUESTION # 15 
Exhibit. Assume these are all the events that exist on the FortiAnalyzer device. How many events will be added to the incident
created after running this playbook?



A. No events will be added.
B. Seven events will be added
C. Eleven events will be added.
D. Four events will be added.

Answer: D

Explanation:
In the exhibit, we see a playbook in FortiAnalyzer designed to retrieve events based on specific criteria, create an incident, and
attach relevant data to that incident. The "Get Event" task configuration specifies filters to match any of the following conditions:
Severity = High
Event Type = Web Filter
Tag = Malware
Analysis of Events:
In the FortiAnalyzer Event Monitor list:
We need to identify events that meet any one of the specified conditions (since the filter is set to
"Match Any Condition").
Events Matching Criteria:
Severity = High:
There are two events with "High" severity, both with the "Event Type" IPS.
Event Type = Web Filter:
There are two events with the "Event Type" Web Filter. One has a "Medium" severity, and the other has a "Low" severity.
Tag = Malware:
There are two events tagged with "Malware," both with the "Event Type" Antivirus and "Medium" severity.
After filtering based on these criteria, there are four distinct events:
Two from the "Severity = High" filter.
One from the "Event Type = Web Filter" filter.
One from the "Tag = Malware" filter.

NEW QUESTION # 16 
When managing incidents on FortiAnlyzer, what must an analyst be aware of?

A. You can manually attach generated reports to incidents.
B. Severity incidents rated with the level High have an initial service-level agreement (SLA) response time of 1 hour.
C. The status of the incident is always linked to the status of the attach event.
D. Incidents must be acknowledged before they can be analyzed.

Answer: A

Explanation:
In FortiAnalyzer's incident management system, analysts have the option to manually manage incidents, which includes attaching
relevant reports to an incident for further investigation and documentation. This feature allows analysts to consolidate information,
such as detailed reports on suspicious activity, into an incident record, providing a comprehensive view for incident response.
Let's review the other options to clarify why they are incorrect:
* Option A: You can manually attach generated reports to incidents
* This is correct. FortiAnalyzer allows analysts to manually attach reports to incidents, which is beneficial for providing additional



context, evidence, or analysis related to the incident. This functionality is part of the incident management process and helps
streamline information for tracking and resolution.
* Option B: The status of the incident is always linked to the status of the attached event
* This is incorrect. The status of an incident on FortiAnalyzer is managed independently of the status of any attached events. An
incident can contain multiple events, each with different statuses, but the incident itself is tracked separately.
* Option C: Severity incidents rated with the level High have an initial service-level agreement (SLA) response time of 1 hour
* This is incorrect. While incidents have severity levels, specific SLA response times are typically set according to the organization's
incident response policy, and FortiAnalyzer does not impose a default SLA response time of 1 hour for high-severity incidents.
* Option D: Incidents must be acknowledged before they can be analyzed
* This is incorrect. Incidents on FortiAnalyzer can be analyzed even if they are not yet acknowledged. Acknowledging an incident is
often part of the workflow to mark it as being actively addressed, but it is not a prerequisite for analysis.
* According to FortiAnalyzer documentation, analysts can attach reports to incidents manually, making option A correct. This
feature enables better tracking and documentation within the incident management system on FortiAnalyzer.

NEW QUESTION # 17 
Exhibit. What is the analyst trying to create?

A. The analyst is trying to create a report in the playbook.
B. The analyst is trying to create a trigger variable to the used in the playbook.
C. The analyst is trying to create a SOC report in the playbook.
D. The analyst is trying to create an output variable to be used in the playbook.

Answer: D

Explanation:
In the exhibit, the playbook configuration shows the analyst working with the "Attach Data" action within a playbook. Here's a
breakdown of key aspects:
Incident ID: This field is linked to the "Playbook Starter," which indicates that the playbook will attach data to an existing incident.
Attachment: The analyst is configuring an attachment by selecting Run_REPORT with a placeholder ID for report_uuid. This
suggests that the report's UUID will dynamically populate as part of the playbook execution.
Option B - Creating an Output Variable:
The field Attachment with a report_uuid placeholder suggests that the analyst is defining an output variable that will store the report
data or ID, allowing it to be attached to the incident. This variable can then be referenced or passed within the playbook for further
actions or reporting.

NEW QUESTION # 18
......
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