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NEW QUESTION # 50 
A company experiences lateral movement attacks within the internal network. Which feature helps mitigate this risk?
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A. NAT rules
B. Static routes
C. Internal segmentation with NGFW
D. QoS policies

Answer: C

Explanation:
Internal segmentation using NGFWs enforces security policies between internal zones, limiting lateral movement. This approach
applies inspection and access control within the network, unlike NAT or routing, which do not provide security enforcement.

NEW QUESTION # 51 
A global manufacturing organization has a strategic plan for rapid growth through mergers and acquisitions Several components the
organization has purchased are deemed large deployments with existing IP address schemas and allocations that conflict with the
parent organization. The manufacturing organization needs access to the resources before a re-IP initiative can be completed.
All of the deployments include a variety of IoT devices Leadership requires protection of vulnerable assets and identification of any
known CVEs associated with the IoT devices. The governance, risk and compliance (GRC) team requires comprehensive non-
repudiable logs to identify all IoT devices reporting "Critical (9 0+) CVE scores" for mandatory remediation.
Throughput needs to exceed the current 1 Gbps trending rate, and with expected growth will soon scale to 5 Gbps.
Segmentation is a mandatory requirement with enclaves based on region, device type, and function.
In which two ways should the organization architect for isolation of IoT with groupings based on the device types? (Choose two.)

A. Dynamic address groups
B. Device-ID based policies
C. Vendor OUI-based policy
D. CVE risk scoring-based policy

Answer: A,B

NEW QUESTION # 52 
Which factor must be taken into consideration when determining whether an NGFW edge architecture or a SASE architecture is
appropriate to recommend to a customer planning to implement a Zero Trust Network Access (ZTNA) solution?

A. ZTNA can be implemented regardless of the whether an NGFW or SASE solution is selected
B. ZTNA revolves around an agent on the endpoint and does not influence the overall NGFW or SASE architecture
C. ZTNA requires User-ID and Group-ID information that is not available in Prisma SD-WAN
D. ZTNA is a component of SASE and can only be implemented with Prisma Access

Answer: A

Explanation:
Zero Trust Network Access is a security approach that can be implemented using either traditional NGFW-based architectures or
SASE solutions. The key consideration is how identity, policy enforcement, and segmentation are applied, not the deployment model
itself, since both architectures are capable of supporting ZTNA principles.

NEW QUESTION # 53 
A firewall must block known vulnerabilities and exploits in real time. Which security profile is MOST relevant?

A. Vulnerability Protection
B. URL Filtering
C. DNS Security
D. WildFire

Answer: A

Explanation:
Vulnerability Protection detects and blocks exploit attempts targeting known vulnerabilities. It provides inline prevention, whereas
WildFire focuses on unknown threats and URL filtering focuses on web access control.



NEW QUESTION # 54 
A company requires segmentation between development, testing, and production environments.
What is the BEST design?

A. Same zone for all
B. VLAN only
C. Static routes
D. Separate zones with security policies

Answer: D

Explanation:
Using separate zones with enforced security policies ensures proper segmentation and control between environments. VLANs alone
do not provide security enforcement without firewall policies.

NEW QUESTION # 55
......
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