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The Google Professional-Cloud-Security-Engineer Exam consists of multiple-choice questions, and candidates have two hours to
complete it. Professional-Cloud-Security-Engineer exam covers various topics, including cloud security concepts, network security,
data protection, compliance, and incident management. Candidates must demonstrate their understanding of these topics by
answering questions based on real-world scenarios.

Google Professional-Cloud-Security-Engineer Exam is a valuable certification for cloud security professionals and engineers. It
demonstrates the candidate's expertise in securing Google Cloud Platform solutions and provides a competitive edge in the job
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and knowledgeable cloud security professionals and engineers.
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format, thus you can study Google Professional-Cloud-Security-Engineer dumps on your preferred smart device such as your
smartphone or in hard copy format.

Google Professional-Cloud-Security-Engineer exam is a certification provided by Google Cloud that is aimed at professionals who
want to master the complex world of cloud security. Google Cloud Certified - Professional Cloud Security Engineer Exam
certification is designed to validate the skills and knowledge required to implement and manage security solutions in the Google
Cloud Platform. Professional-Cloud-Security-Engineer Exam covers a wide range of topics, including network security, application
security, data encryption, identity and access management, and security operations. Professional-Cloud-Security-Engineer exam
follows a scenario-based format and tests the candidate's ability to identify security risks, design and implement security solutions,
and monitor and manage security incidents.

Google Cloud Certified - Professional Cloud Security Engineer Exam Sample
Questions (Q17-Q22):
NEW QUESTION # 17 
An employer wants to track how bonus compensations have changed over time to identify employee outliers and correct earning
disparities. This task must be performed without exposing the sensitive compensation data for any individual and must be reversible
to identify the outlier.
Which Cloud Data Loss Prevention API technique should you use to accomplish this?

A. Redaction
B. CryptoReplaceFfxFpeConfig
C. Generalization
D. CryptoHashConfig

Answer: C

Explanation:
By bucketing or generalizing, we achieve a reversible pseudonymised data that can still yield the required analysis.
https://cloud.google.com/dlp/docs/concepts-bucketing

NEW QUESTION # 18 
A company has been running their application on Compute Engine. A bug in the application allowed a malicious user to repeatedly
execute a script that results in the Compute Engine instance crashing. Although the bug has been fixed, you want to get notified in
case this hack re-occurs.
What should you do?

A. Log every execution of the script to Stackdriver Logging. Configure BigQuery as a log sink, and create a BigQuery
scheduled query to count the number of executions in a specific timeframe.
B. Log every execution of the script to Stackdriver Logging. Create a User-defined metric in Stackdriver Logging on the logs,
and create a Stackdriver Dashboard displaying the metric.
C. Create an Alerting Policy in Stackdriver using a Process Health condition, checking that the number of executions of the
script remains below the desired threshold. Enable notifications.
D. Create an Alerting Policy in Stackdriver using the CPU usage metric. Set the threshold to 80% to be notified when the
CPU usage goes above this 80%.

Answer: C

Explanation:
To monitor and get notified in case the script causing the Compute Engine instance to crash is executed again, you should create an
Alerting Policy in Stackdriver (now known as Google Cloud Monitoring). The Process Health condition can be set to monitor the
number of executions of the script and ensure it remains below the desired threshold. By enabling notifications, you will be alerted if
this threshold is exceeded.
Step-by-Step:
Log Script Executions: Ensure that the script execution is logged.
Create a User-Defined Metric: Go to Google Cloud Console > Logging > Logs-based Metrics, and create a new user-defined
metric that counts the number of times the script executes.
Set Up Alerting Policy:
Navigate to Google Cloud Console > Monitoring > Alerting.
Click on "Create Policy".
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Add a condition and select "Logs-based Metric".
Configure the condition to trigger when the number of script executions exceeds the threshold.
Configure Notifications: Add notification channels (email, SMS, etc.) to the alerting policy.
Save and Test: Save the policy and test to ensure notifications are received when the script is executed beyond the threshold.
Reference:
Google Cloud Logging User-defined Metrics
Google Cloud Monitoring Alerting Policies

NEW QUESTION # 19 
A manager wants to start retaining security event logs for 2 years while minimizing costs. You write a filter to select the appropriate
log entries.
Where should you export the logs?

A. Cloud Pub/Sub topics
B. StackDriver logging
C. Cloud Storage buckets
D. BigQuery datasets

Answer: B

Explanation:
https://cloud.google.com/logging/docs/exclusions

NEW QUESTION # 20 
Applications often require access to "secrets" - small pieces of sensitive data at build or run time. The administrator managing these
secrets on GCP wants to keep a track of "who did what, where, and when?" within their GCP projects.
Which two log streams would provide the information that the administrator is looking for? (Choose two.)

A. System Event logs
B. VPC Flow logs
C. Admin Activity logs
D. Agent logs
E. Data Access logs

Answer: C,E

Explanation:
Reference:
https://cloud.google.com/kms/docs/secret-management

NEW QUESTION # 21 
A customer's internal security team must manage its own encryption keys for encrypting data on Cloud Storage and decides to use
customer-supplied encryption keys (CSEK).
How should the team complete this task?

A. Encrypt the object, then use the gsutil command line tool or the Google Cloud Platform Console to upload the object to
Cloud Storage.
B. Generate an encryption key in the Google Cloud Platform Console, and upload an object to Cloud Storage using the
specified key.
C. Use the gsutil command line tool to upload the object to Cloud Storage, and specify the location of the encryption key.
D. Upload the encryption key to a Cloud Storage bucket, and then upload the object to the same bucket.

Answer: A

Explanation:
Reference:
https://cloud.google.com/storage/docs/encryption/customer-supplied-keys
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