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GIAC Cloud Security Automation Sample Questions (Q27-Q32):
NEW QUESTION # 27 
What are effective strategies for container security?
Select all that apply
Response:

A. Use minimal base images.
B. Run containers with root privileges whenever possible.
C. Implement image vulnerability scanning.
D. Always use the latest container images without reviewing them.

Answer: A,C

NEW QUESTION # 28 
What is the primary advantage of using automated remediation in cloud security?
Response:

A. Reducing infrastructure costs
B. Reducing the need for monitoring tools
C. Increasing manual intervention
D. Immediate response to security incidents

Answer: D

NEW QUESTION # 29 
What are two common security risks associated with container environments?
(Choose Two)
Response:

A. Privilege escalation
B. Container sprawl
C. Insecure container images
D. Lack of scalability

Answer: A,C

NEW QUESTION # 30 
Which tools are commonly used in Azure and AWS to track work items, code, test, build, and release in the CI/CD pipeline?
(Select all that apply)
Response:

A. GitHub Actions
B. AWS CodePipeline
C. Azure DevOps
D. Jenkins

Answer: B,C

NEW QUESTION # 31 
Which two techniques help ensure regulatory compliance in a DevSecOps environment?
(Choose Two)
Response:

A. Automating compliance checks
B. Implementing compliance as code



C. Delaying policy enforcement
D. Limiting monitoring capabilities

Answer: A,B

NEW QUESTION # 32
......
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