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Questions (Q154-Q159):
NEW QUESTION # 154 
Which consideration should be taken into account before deploying Cortex XSOAR?

A. Whether communication with internal or external applications is required
B. Which endpoint protection software to integrate with Cortex XSOAR
C. How to configure network firewalls for optimal performance
D. Which cybersecurity framework to implement for Secure Operations Center (SOC) operations
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Answer: A

Explanation:
Before deploying Cortex XSOAR, it's important to consider whether communication with internal or external applications is
required. This ensures that integrations and data flows between Cortex XSOAR and other tools or systems in the environment can
be properly configured, enabling seamless automation and orchestration of security operations.

NEW QUESTION # 155 
What should be configured for a Cortex XSIAM customer who wants to automate the response to certain alerts?

A. Incident scoring
B. Playbook triggers
C. Correlation rules
D. Data model rules

Answer: B

Explanation:
To automate the response to certain alerts in Cortex XSIAM, playbook triggers should be configured.
Playbooks allow automated workflows to be executed based on specific conditions or alerts, enabling faster and more consistent
responses to security events.

NEW QUESTION # 156 
A Cortex XSOAR customer has a phishing use case in which a playbook has been implemented with one of the steps blocking a
malicious URL found in an email reported by one of the users.
What would be the appropriate next step in the playbook?

A. Disable the user's email account.
B. Email the user to confirm the reported email was phishing.
C. Change the user's password.
D. Email the CISO to advise that malicious email was found.

Answer: B

Explanation:
Reference: https://www.paloaltonetworks.com/blog/security-operations/playbook-of-the-week-phishing-for- trouble-with-cortex-
xsoar/

NEW QUESTION # 157 
Which technology allows a customer to integrate Cortex Xpanse with third-party applications or services, assets, and IP ranges
while leveraging investigation capabilities?

A. Webhook
B. REST API
D KPI
C. POSTMAN

Answer: B

Explanation:
The REST API allows a customer to integrate Cortex Xpanse with third-party applications, services, assets, and IP ranges while
leveraging its investigation capabilities. The REST API provides programmatic access to Cortex Xpanse's features, enabling
seamless integration with external systems for enhanced data exchange and analysis.

NEW QUESTION # 158 
Which task allows the playbook to follow different paths based on specific conditions?



A. Manual
B. Conditional
C. Automation
D. Parallel

Answer: B

NEW QUESTION # 159
......
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