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Fortinet NSE 6 - FortiEDR 7.0 Administrator Sample Questions (Q14-Q19):

NEW QUESTION # 14
Which two criteria are required for ntegrating FortiEDR with the Fortinet Security Fabric? (Choose two answers)

A. A valid API user with access to connectors
B. Central manager connected to FCS

C. Core with core-only functionality

D. A Forensics add-on license
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Answer: A,B

Explanation:

The correct answers are A and C .

For Fortinet Security Fabric correlation through FortiAnalyzer or FortiAnalyzer Cloud, the FortiEDR guide states that FortiEDR can
integrate with FortiAnalyzer/FortiAnalyzer Cloud "to correlate data between FortiEDR and the Fortinet Security Fabric and issue
eXtended detection alerts." To complete this, you must configure an eXtended Detection Source connector and enable eXtended
Detection rules and FortiEDR Threat Hunting event collection.

The prerequisites include connectivity from the FortiEDR Central Manager to Fortinet Cloud Services (FCS) . The same
prerequisite list also requires either a FortiAnalyzer administrator account with JSON API access enabled or, for FortiAnalyzer
Cloud, a valid FortiCloud API user with read/write access to the FortiAnalyzer Cloud portal.

Option B is wrong because a Forensics add-on license is not listed as a requirement for this integration.

Option D is badly worded and not correct. A Jumpbox with connectivity to FortiAnalyzer is required, and the guide points to
FortiEDR Core setup for Jumpbox configuration, but the answer option says Core with core- only functionality , which is not the
stated requirement.

NEW QUESTION # 15
You added three new applications to FortiEDR using only the Path attribute. What are two expected outcomes of this configuration?
(Choose two answers)

A. Allinstances of these applications will be blocked, regardless of location.
B. These applications will be blocked only if the file name also matches.

C. Only applications in the specified directory paths will be blocked.

D. These applications will be disabled until explicitly enabled.

Answer: C,D

Explanation:

The correct answers are A and B.

The FortiEDR 7.0.0 Administration Guide states that newly added applications are disabled by default , which means they are not
blocked unless enabled. The guide further explains that the default state can be changed by enabling the Enable Default application
state option in the Application Control Manager settings. Therefore, option A is correct.

Option B is also correct because Application Control allows an application to be defined by Hash or by any combination of File
Name / Path / Signer . The guide says that the Path field specifies the path to the executable file of the application to be blocked.
‘When using path-based matching, the enforcement is tied to the specified path criteria, not to every possible location of the same file.
Option C is wrong because the file name does not also need to match when only the Path attribute is used.

Option D is wrong because blocking all instances regardless of location applies when only the File Name field is used, not when the
match is path-specific. The guide explicitly states that if only the File Name field is filled, the application is blocked no matter where
the executable appears.

NEW QUESTION # 16
Refer to the exhibit.

Connectivity TestAppNew.exe incident

‘What observation can you make about the Connectivity TestAppNew.exe incident? (Choose one answer)

¢ A. Arule assigned action is set to block but the policy is in simulation mode.
¢ B. The incident was handled automatically by the communication control policy.



¢ (. The incident has not been handled by a console administrator.
¢ D. The incident was archived from the console unhandled.

Answer: C

Explanation:

The correct answer is B .

In the exhibit, the incident status clearly shows Unhandled at the incident level and also on the event rows.

The FortiEDR guide explains that every detected security event is initially marked as unread and unhandled

, and these statuses help multiple FortiEDR Central Manager users track whether anyone has read and handled the message.
The guide also states that when a FortiEDR Central Manager user marks a security event as Handled , all users see it as handled.
The process is performed by selecting the event and clicking Handle Incident or the flag icon, then saving the incident handling
details.

So the valid observation from the exhibit is that the incident has not been handled by a console admmnistrator .

Option A is not supported by the exhibit. There is no visible evidence that the policy is in Simulation mode.

Option C is wrong because the incident is still visible, not archived or deleted. Option D is wrong because the status is explicitly
Unhandled ; it was not handled automatically by a Communication Control policy.

NEW QUESTION # 17
What action does an on-premises reputation server take when it receives a hash request that is not found in its local database?
(Choose one answer)

A. Stores them locally and waits for endpoint input

B. Requests the missing hashes from the cloud reputation service
C. Automatically blocks applications with unknown hashes

D. Ignores them until manually updated

Answer: B

Explanation:

The correct answer is C .

The FortiEDR 7.0.0 Admistration Guide states that for on-premises deployments, the on-premise reputation service requests
missing hashes from the cloud reputation service . Ifa proxy is not enabled, it requests the missing hashes from the cloud reputation
service through the manager nginx . Ifa proxy is enabled, the on-premises reputation service requests the missing hashes through the
Pproxy.

So, when the local reputation database does not contain the requested hash, the on-premises reputation server does not ignore the
request, wait for endpoint input, or automatically block the application. It queries the cloud reputation service for the missing hash
reputation data.

NEW QUESTION # 18
A playbook is configured with two actions: terminate process and isolate device. The terminate process action fails because the
process is protected by Windows. What is the expected behavior for the second action, isolate device? (Choose one answer)

A. The playbook execution pauses and requires administrator intervention.
B. The playbook continues and executes the second action.

C. The playbook generates a notification email and execution stops.

D. The playbook execution stops because the action fails.

Answer: B

Explanation:

The correct answer is D .

The FortiEDR guide confirs that Playbook actions are automatic incident response actions configured under Security Settings >
Playbooks and applied based on security event classification. It also confirns that actions such as Terminate Process and device
isolation actions can be configured as playbook responses. For scheduled-query-triggered events, the guide states that FortiEDR
can automatically apply the Playbook action assigned to the Collector Group that the triggering device belongs to.

For isolation, the guide shows that isolation actions such as Isolate device with NAC are configured under the Investigation section



of Playbooks, and similar isolation actions are triggered automatically when selected for the relevant classification.

The uploaded guide does not provide a specific line saying "if terminate process fails, continue to the next action." Based on
FortiEDR playbook behavior, configured actions are executed independently. A failure to terminate a protected Windows process
does not automatically cancel the remaining playbook actions.

Therefore, the next configured action, isolate device , is still executed.

Options A , B, and C are wrong because the playbook does not pause for administrator intervention, does not stop merely because
an email is generated, and does not cancel all remaining configured actions because one action failed.

NEW QUESTION # 19
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