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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q316-Q321):
NEW QUESTION # 316 
Identify the virtualization level that creates a massive pool of storage areas for different virtual machines running on the hardware.

A. Fabric virtualization
B. Storage device virtualization
C. File system virtualization
D. Server virtualization

Answer: B

NEW QUESTION # 317 
Which of the following VPN topologies establishes a persistent connection between an organization's main office and its branch
offices using a third-party network or the Internet?

A. Star
B. Point-to-Point
C. Hub-and-Spoke
D. Full Mesh

Answer: C

Explanation:
The Hub-and-Spoke VPN topology is designed to establish a persistent connection between a central hub, typically an
organization's main office, and its various branches. This topology is efficient for organizations with many branch offices that need to
communicate with the main office but not necessarily with each other directly. It uses a third-party network or the Internet to create
these connections, allowing for secure communication over potentially insecure networks like the Internet. The hub-and-spoke
model reduces the number of tunnels required compared to other topologies, such as full mesh, which needs a direct tunnel between
each site.
References: The information aligns with the VPN topologies described in Cisco's documentation, which details that a hub-and-spoke
topology usually represents an intranet VPN that connects an enterprise's main office with branch offices using persistent
connections12.

NEW QUESTION # 318 
Which of the following layers is closest to the end user?

A. Presentation layer
B. Session layer
C. Application layer
D. Physical layer

Answer: C

NEW QUESTION # 319 
Which biometric technique authenticates people by analyzing the layer of blood vessels at the back of their eyes?

A. Retina Scanning
B. Vein Structure Recognition
C. Iris Scanning
D. Fingerprinting
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Answer: A

Explanation:
The biometric technique that authenticates individuals by analyzing the layer of blood vessels at the back of their eyes is Retina
Scanning. This method uses the unique patterns of the retinal blood vessels for identification, which are stable and distinctive to each
person. Retina scanning involves shining a low-intensity light source through an optical coupler to scan the retina's unique
patterns123.

NEW QUESTION # 320 
Which type of training can create awareness among employees regarding compliance issues?

A. Physical security awareness training
B. Security policy training
C. Training on data classification
D. Social engineering awareness training

Answer: B

Explanation:
Security policy training is designed to create awareness among employees regarding compliance issues. This type of training typically
includes information on the organization's security policies, the importance of compliance, and the consequences of non-compliance.
It helps ensure that employees understand their role in maintaining the security and integrity of the organization's data and systems.
Security policy training is essential for enforcing the organization's security strategy and ensuring that employees are aware of the
policies they need to follow.

NEW QUESTION # 321
......
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