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F5 BIG-IP Administration Control Plane Administration F5CAB4
Prüfungsfragen mit Lösungen (Q37-Q42):
37. Frage 
The BIG-IP Administrator suspects unauthorized SSH login attempts on the BIG-IP system.
Which log file would contain details of these attempts? (Choose one answer)

A. /var/log/ltm
B. /var/log/audit
C. /var/log/messages
D. /var/log/secure
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Antwort: D

Begründung:
Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents:
On BIG-IP systems, authentication and authorization events are logged in /var/log/secure. This includes:
Successful and failed SSH login attempts
Invalid user authentication attempts
PAM (Pluggable Authentication Module) authentication failures
Access denials related to secure services
Why the other options are incorrect:
/var/log/messages contains general system messages and service events, not detailed authentication failures.
/var/log/audit records administrative configuration changes (who changed what and when), not login attempts.
/var/log/ltm logs traffic-management (TMM) and application-related events.
Therefore, the correct log file for investigating unauthorized SSH login attempts is /var/log/secure.

38. Frage 
New Syslog servers have been deployed in an organization. The BIG-IP Administrator must reconfigure the BIG-IP system to send
log messages to these servers. In which location in the Configuration Utility can the BIG-IP Administrator make the needed
configuration changes to accomplish this?

A. System > Configuration > Device3
B. System > Logs > Audit2
C. System > Logs > Configuration
D. System > Configuration > Local Traffic

Antwort: C

Begründung:
Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents: Managing how a
BIG-IP communicates with external management services like Syslog is a core Control Plane task. The Configuration Utility
organizes these settings under the "System" menu. Specifically, to define remote logging destinations and formats, the administrator
must navigate to System > Logs > Configuration to ensure the Control Plane correctly forwards system events to external collectors

39. Frage 
Administrative user accounts have been defined on the remote LDAP server and are unable to log in to the BIG-IP device. Which
log file should the BIG-IP Administrator check to find the related messages?28

A. /var/log/ltm
B. /var/log/messages
C. /var/log/secure
D. /var/log/user.log

Antwort: C

Begründung:
Comprehensive and Detailed Explanation From BIG-IP A34dministration Control Plane Administration documents: Authentication
and authorization events are handled by the system's PAM (Pluggable Authentication Modules). For Control Plane security auditing,
all login attempts-whether local or remote (LDAP/RADIUS/TACACS+)-and SSH-related security events are recorded in
/var/log/secure. This is the primary log for troubleshooting administrative access issues

40. Frage 
A BIG-IP Administrator needs to view the CPU utilization of a particular Virtual Server. Which section of the Configuration Utility
should the administrator use for this purpose?

A. Statistics > Analytics > Process CPU Utilization234
B. Statistics > Module Statistics > Traffic Summary1
C. Statistics > Module Statistics > Local Traffic > Virtual Addresses
D. Statistics > Module Statistics > Local Traffic > Virtual Servers567



Antwort: D

Begründung:
Comprehensive and Detailed Exp11lanation From BIG-IP Administration Control Plane Administration documents: Monitoring
specific object health is a core function of the Control Plane. While the dashbo12ard provides a global overview, granular
per13formance data-such as the CPU overhead a specific Virtual Server is placing on the Traffic Management Microkernel
(TMM)-is found under the Module Statistics. Navigating to Statistics > Module Statistics > Local Traffic > Virtual Servers allows an
administrator to report on the current status and resource consumption of individual traffic objects.

41. Frage 
When looking at this BIG-IP prompt: root@virtual-bigip1] Peer Time Out of Sync What does the message indicate? (Choose one
answer)

A. That one of the NTP sources has a skewed clock
B. That the peer BIG-IP is unreachable for the device group
C. That there was a time synchronization issue between the BIG-IP device and its peer
D. That the local time is correct, but the remote time is incorrect

Antwort: C

Begründung:
Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents:
On BIG-IP systems that participate in a Device Service Cluster (DSC), each device compares the remote device's system time to its
own system time. If the difference is outside the ConfigSync time threshold (commonly referenced as 3 seconds by default), BIG-IP
updates the shell prompt to show "Peer Time Out of Sync", and ConfigSync operations may fail until time is corrected (typically by
fixing NTP reachability/configuration, or in some cases adjusting the threshold). (cdn.studio.f5.com) This message is specifically
about time drift between peers in the trust domain/DSC-not basic reachability (so B is not what it means), and it does not prove
which side is "correct" (so C is too specific). It also doesn't directly mean an NTP source is "skewed" (A can be a cause, but the
prompt message itself indicates the peer-to-peer time mismatch condition). (cdn.studio.f5.com)

42. Frage
......
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