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What is a limitation of the Network Security Groups (NSGs) in Azure?

A. NSGs operate at the application layer, limiting their effectiveness in the network layer.
B. NSGs allow the filtering of inbound traffic only.
C. NSGs cannot be applied to individual virtual machines.
D. NSGs are applied only to vNICs.

Answer: D

Explanation:
A limitation of NSGs is that they are applied only at the subnet level or to network interfaces (vNICs), not directly to other
resources like load balancers or application gateways. This means granular application-layer filtering is not supported, and NSGs
primarily operate at Layers 3 and 4.

NEW QUESTION # 83 
Which Azure service is directly involved in building, testing, deploying, and managing applications and services through Microsoft-
managed data centers?
Response:

A. Azure Active Directory
B. Azure DevOps
C. Azure Cosmos DB
D. Azure ExpressRoute

Answer: B

NEW QUESTION # 84 
How does Azure ExpressRoute contribute to achieving predictable latency for network traffic?

A. By using public internet connections for enhanced routing flexibility
B. By establishing dedicated private connections to Azure data centers
C. By prioritizing Azure ExpressRoute traffic over other network traffic
D. By relying on load balancing to dynamically optimize latency

Answer: B

Explanation:
Azure ExpressRoute provides dedicated private connections between on-premises infrastructure and Azure data centers, bypassing
the public internet. This results in more predictable latency, higher reliability, and better security, making it ideal for mission-critical
workloads.

NEW QUESTION # 85 
Which additional features does Azure Firewall Premium offer compared to Azure Firewall Standard?

A. Antivirus detection and AI prevention capabilities
B. Enhanced URL filtering and web categories
C. Content filtering and threat intelligence integration
D. Advanced DDoS protection and VPN diagnostics

Answer: D

Explanation:
Azure Firewall Premium includes advanced features not available in the Standard tier, such as enhanced URL filtering and web
categories, TLS inspection, IDPS (intrusion detection and prevention system), and support for private certificate authorities. These
enable more granular and secure traffic inspection and control.

NEW QUESTION # 86 



What is a key distinction between Azure Firewall and FortiGate VM in terms of their primary functions?

A. Azure Firewall is a cloud-native network security service, while FortiGate VM is a network virtual appliance (NVA) that
provides comprehensive security functions.
B. Azure Firewall and FortiGate VM have identical primary functions, and no features differentiation.
C. Azure Firewall focuses on network traffic inspection, while FortiGate VM is primarily a web application firewall.
D. Azure Firewall is designed exclusively for application layer filtering, while FortiGate VM is suitable for both on-premises
and cloud environments.

Answer: A

Explanation:
Azure Firewall is a cloud-native, fully managed network security service designed to control and log network traffic using Azure
policies. In contrast, the FortiGate VM is a network virtual appliance (NVA) that delivers comprehensive security features, including
firewalling, IPS, antivirus, VPN, and application control, suitable for both on-premises and cloud deployments.

NEW QUESTION # 87
......
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