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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q248-Q253):

NEW QUESTION # 248

Independent contractors often work from a business's lobby. Although the business has Wi-Fi.

contractors often plug in their laptops to Ethernet ports in the lobby. Which of the following should a security engineer do to most
efficiently address a potential security concern with this network setup?

A. Install signage telling external users not to use Ethernet ports.

B. Configure WPA3 encryption on the Wi-Fi router.

C. Use a protocol analyzer to check for malicious traffic on the network.

D. Disable lobby ports and restrict external users to the guest wireless network.
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Answer: D

Explanation:
Disabling the lobby Ethernet ports and forcing contractors onto a segmented guest Wi-Fi network prevents unauthorized or
unmanaged devices from connecting directly to the internal network, efficiently addressing the security risk.

NEW QUESTION # 249
A support technician must install software that allows a user to deliver a project status presentation to external stakeholders. Which
of the following software types should the technician install?

A. Secure file transfer
B. WinRM

C.RMM

D. Videoconferencing

Answer: D

Explanation:

The user needs to deliver a project status presentation to external stakeholders, which implies hosting a meeting with screen sharing,
invitations, and attendee management. Quentin Docter defines videoconferencing as screen-sharing software that allows more than
one person to share screens and includes

"additional finctionality, such as calendar invite, call-in numbers, and attendee management." He lists Microsoft Teams, WebEx,
Zoom, and GoToMeeting as examples and states these tools "are often used to present ideas and collaborate between groups of
people." That exactly matches presenting to external stakeholders.

The other options don't fit the requirement: WinRM is a Windows remote management protocol (administration, not presentations),
RMM is used by IT providers to manage many systems remotely (not stakeholder presentations), and secure file transfer is for
moving files rather than delivering a live presentation. Since videoconferencing platforms commonly provide screen sharing, chat, and
meeting controls designed for external audiences, Videoconferencing (C) is the correct software type.

NEW QUESTION # 250
Which of'the following operating systens is used to join a domain?

A. Windows 11 Pro
B. Windows 11 SE
C. Windows 11 Home
D. Windows 10 Home

Answer: A

Explanation:

Domain join capability is a key Windows edition differentiator. In Quentin Docter's Windows editions comparison, Home explicitly
"lacks support for... joining to a domain," while Pro "can join a Windows server domain." This applies across Windows 10/11
edition families: Home is positioned for consumers and does not include domain-join features, whereas Pro includes the business
feature set.

The All-in-One guide states the same concept: "Windows Home systens cannot become part of a domain; to do that, you'll need
something like Windows Pro." The Mike Meyers Lab Manual reinforces that Pro is the baseline edition for domain membership in
business environments.

Given the answer choices, Windows 11 Pro is the correct selection for joining a domain.

NEW QUESTION # 251
A technician must install a legacy business application on a new computer. The new computer does not meet the application' s
requirements. Which of the following steps should the technician take to ensure the application installs and runs correctly?

A. Run the installation in safe mode to avoid driver conflicts.

B. Increase the swap file size to manage potential memory issues.

C. Use an application compatibility toolkit to address any software conflicts.
D. Use a virtual machine to emulate an older OS.



Answer: D

Explanation:

The correct answer is A. Use a virtual machine to emulate an older OS, because virtualization is the most reliable method for running
legacy applications that are incompatible with modern operating systems or hardware. When a new computer does not meet an
application's requirements-such as OS version, driver support, or system libraries-the issue is typically software compatibility, not
system performance.

According to the Quentin Docter - CompTIA A+ Conplete Study Guide, virtualization allows technicians to install an older
operating system inside a virtual machine (VM) while still using modern hardware. This approach isolates the legacy application in a
controlled environment that exactly matches its original requirements, without compromising the security or stability of the host OS.
The Travis Everett & Andrew Hutz - All-in-One Exam Guide explains that virtual machines are a preferred solution when
organizations must maintain access to older business-critical software that cannot be updated.

Running installers in Safe Mode or increasing swap space does not resolve OS-level incompatibility issues.

The Mike Meyers / Mark Soper Lab Manual further reinforces that compatibility toolkits can help with mnor application issues, but
they cannot fully emulate missing OS components or deprecated system calls.

Virtualization provides complete compatibility by recreating the expected environment.

Therefore, using a virtual machine with an older OS is the most effective and examcorrect solution.

NEW QUESTION # 252
Which of'the following methods involves requesting a user’s approval via a push notification to verify the user's identity?

A. SMS

B. Hardware token
C. Authenticator
D. Call

Answer: C

Explanation:

Authenticator apps, such as Google Authenticator or Microsoft Authenticator, can be configured to sendpush notificationsto users
for approval when logging in. This is a form of multi-factor authentication.

FromAll-in-One Exam Guide:

"Push-based two-factor authentication uses an authenticator app to send a notification to a mobile device. The user must approve
the login attempt in real time, ensuring the request is valid."

NEW QUESTION # 253
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