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A #281

HOTSPOT

You have a Microsoft 365 subscription that contains a Microsoft 365 group named Group1. Groupl is configured as shown in the
following exhibit.

An external user named User! has an email address of user1(@outlook.com

You need to add Userl to Groupl.

‘What should you do first, and which portal should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

fEE -

Explanation:

Box 1: Invite User1 to collaborate with your organization as a guest.

To manage guest users of a Microsoft 365 tenant via the Admin Center portal, go through the following steps.

Navigate with your Web browser to https//admin. microsoft.com

On the left pane, click on "Users", then click "Guest Users".

On the "Guest Users" page, to create a new guest user, click on either the "Add a guest user" link on the top of the page or click on
"Go to Azure Active Directory to add guest users" link at the bottom of the page. Both of these links will take you to the Azure
Active Directory portal, which is located at https://aad.portal.azure.

com

On the "New user" page in the Microsoft Azure portal, you must choose to either "Create user” or "[nvite user”. If you choose the
"Create user" option, this will create a new user in your organization, which will have a login address with format
username(@tenantdomain,dot,com. If you choose the "Invite user" option, this will invite a new guest user to collaborate with your
organization. The user will be emailed an email invitation which they can accept in order to begin collaborating, For the purpose of
creating a guest user, you must choose the "Invite user" option.

Box 2: The Microsoft Entra admin center

Microsoft Entra admin center unites Azure AD with family of identity and access products Microsoft Entra admin center gives
customers an entire toolset to secure access for everyone and everything in multicloud and multiplatform environments. The entire
Microsoft Entra product family is available at this new admin center, including Azure Active Directory (Azure AD) and Microsoft
Entra Permissions Management, formerly known as CloudKnox.

Starting this month, waves of customers will begin to be automatically directed to entra.microsoft.com from Microsoft 365 in place
ofthe Azure AD admin center (aad.portal.azure.com).

Reference:

https/stefanos.cloud/kb/how-to-manage-microsoft-365-guest-users

https//m365admin.handsontek .net/microsoft-entra-admin-center-unites-azure-ad-with- family-of-identity-and- access-products
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You have a Microsoft 365 E5 subscription that contains devices onboarded to Microsoft Defender for Endpoint. You integrate
Microsoft Defender for Cloud Apps with Defender for Endpoint. You need identify which cloud apps and services were used most
during the last 30 days What should you do?

A. Generate a Cloud Discovery snapshot report.
B. Generate a monthly security summary report
C. Generate a Cloud Discovery executive report
D. Create a threat analytics alert notification.

EfE: B

M #283
‘Which role should you assign to User1?

Available Choices (select all choices that are correct)



A. Security Reader

B. Hygiene Management

C. Security Admmnistrator
D. Records Management

Ef: C

fEE N -

A user named Userl must be able to view all DLP reports from the Microsoft 365 admin center.

Users with the Security Reader role have global read-only access on security-related features, including all information in Microsoft
365 security center, Azure Active Directory, Identity Protection, Privileged Identity Management, as well as the ability to read Azure
Active Directory sign-in reports and audit logs, and in Office 365 Security & Compliance Center.

Reference:

httpsz/docs.microsoft.com/en-us/azure/active-directory/users- groups-roles/directory-assign-admin-roles

Topic 5, Litware, IrkLitware, Irk. is a consulting company that has a

main office in Montreal and a branch office in Seattle?

Ltware collaborates with a third-party company named A Datum Corporation.

The network of Litware contains an Active Directory domain named litware.com. The domain contains three organizational units
(OUs) named LitwareAdmins, Montreal Users, and Seattle Users and the users shown in the following table.

The domain contains 2,000 Windows 10 Pro devices and 100 servers that run Windows Server 2019.

Litware has a pilot Microsoft 365 subscription that includes Microsoft Office 365 Enterprise E3 licenses and Azure AD Premium P2
licenses.

The subscription contains a verified DNS domain named litware.com

Azre AD Connect is installed and has the following configurations:

* Password hash synchronization is enabled.

* Synchronization is enabled for the Utware Admins OU only.

Users are assigned the roles shown in the following table.

Self-service password reset (SSPR) is enabled.

The Azure AD tenant has Security defaults enabled.

Litware identifies the following issues:

* Adminl cannot create conditional access policies.

* Admind receives an error when attempting to use SSPR.

* Users access new Office 365 service and feature updates before the updates are reviewed by Admin2.
Litware plans to implement the following changes:

* Implement Microsoft Intune.

* Implement Microsoft Tears.

* Implement Microsoft Defender for Office 365.

* Ensure that users can install Office 365 apps on their device.

* Convert all the Windows 10 Pro devices to Windows 10 Enterprise ES.

* Configure Azare AD Connect to sync the Montreal Users OU and the Seattle Users OU.

Litware identifies the following technical requirements:

* Administrators must be able to specify which version of an Office 365 desktop app will be available to users and to roll back to
previous versions.

* Only Admin2 must have access to new Office 365 service and feature updates before they are released to the company.
* Litware users must be able to invite A Datum users to participate in the following activities:

0 Join Microsoft Teans channels,

0 Join Microsoft Teans chats,

0 Access shared files.

* Just in time access to critical administrative roles must be required.

* Microsoft 365 incidents and advisories must be reviewed monthly.

* Office 365 service status notifications must be sent to Admin2.

* The principle of least privilege must be used.

E R #284
HOTSPOT
You have a Microsoft 365 subscription that contains the users shown in the following table.

You need to configure a dynamic user group that will include the guest users in any department that contains the word Support.
How should you complete the membership rule? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



RN -

Explanation

Box 1: -eq "Guest"

Dynamic membership rules for groups in Azure Active Directory

Supported expression operators

The following table lists all the supported operators and their syntax for a single expression. Operators can be used with or without
the hyphen (-) prefix. The Contains operator does partial string matches but not itemin a collection matches.

* Equals

_eq

* Contains

-contains

* Etc.

Box 2: -contains "Support”

Incorrect:

*-in

Ifyou want to compare the value of a user attribute against multiple values, you can use the -in or -notln operators.
Reference:

https:/leam.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership

E R #285

You have 2,500 Windows 10 devices and a Microsoft 365 E5 tenant that contains two users named Userl and User2. The devices
are not enroliment in Microsoft Intune.

In Microsoft Endpoint Manager, the Device limit restrictions are configured as shown in the following exhibit.

In Azure Active Directory (Azure AD), the Device settings are configured as shown in the following exhibit.
From Microsoft Endpoint Manager, you add User2 as a device enroliment manager (DEM).

For each of the following statement, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

IEf#:
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