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EXIN CDFOM Priifungsplan:

Thema Einzelheiten

¢ Project Management: Covers project execution including management principles, organizational structures,
Thema 1 and project phases.

e The Data Centre Organization: Addresses organizational structure, roles and responsibilities, shift
Therma 2 management, performance management, training, career development, and succession planning,

¢ Managing Safety & Statutory Requirements: Focuses on workplace safety compliance, including safety
Thema 3 policies, training, Permit to Work systens, PPE, emergency preparedness, and safety audits.



https://www.zertpruefung.ch/CDFOM_exam.html

¢ Service Level Management: Covers creating and managing service agreements, including SLAs with
measurable metrics, service reporting, customer satisfaction measurement, and continuous improvement
processes.

Thema 4

¢ Data Centre Operations: Focuses on daily operational activities and procedures supporting continuous
Thema 5 facility functioning,
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EXIN Certified Data Center Facilities Operations Manager CDFOM
Priifungsfragen mit Losungen (Q54-Q59):

54. Frage
Data center operators complain about receiving too many non-alarm conditions.
What is the best response?

A. Retrain staff on how to monitor the data center equipment

B. Conduct a review of alarm information

C. Upgrade the monitoring system software to the latest version

D. Instruct data center operators to ignore the non-alarm notifications

Antwort: B

Begriindung;

‘When operators receive excessivenon-alarm notifications, this indicates that:
* Thresholds are not well-configured

* Events are misclassified

* Alarm definitions are incorrect

* Monitoring profiles require tuning

EPI's monitoring best practices state that the correct response is to:

Review alarm information and adjust definitions, thresholds, and filtering.
This ensures that:

* Only relevant alarms reach operators

* Noise is minimized

* Operators maintain focus on true issues

* SLA-related metrics are accurately monitored

Why other options are incorrect:

* A: Training is secondary and will not fix incorrect alarm settings.

* C: Ignoring notifications is dangerous and violates operational control.

* D: Upgrading software may not resolve the underlying configuration problem
Thus,Bis correct.

EPI DCFOM-Aligned Reference Concepts (Paraphrased)

* Monitoring systerms muist generate actionable alarms, not noise.

* Alarm thresholds and event filters must be reviewed and optimized regularly.

55. Frage
The organization is implementing an information security management system (ISMS).
What is the common process model to follow?
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A. PDCA
B. SMART
C. PCI-DSS
D. ROI

Antwort: A

Begriindung;

The ISMS framework (aligned with ISO 27001) follows thePDCA cycle:
P - Plan

D- Do

C - Check

A - Act

This model ensures:

* Continuous improvement

* Systematic risk management

* Documented policies and controls

* Regular audits and corrective actions

Why other options are incorrect:

* A - SMART: For objective setting, not ISMS.

* B - PCI-DSS: A security compliance standard, not a process model.
* C - ROI A financial metric, unrelated.

Thus,Dis correct.

EPI DCFOM-Aligned Reference Concepts (Paraphrased)

* ISMS implementation is based on PDCA methodology.

* Ensures continuous improvement of security controls.

56. Frage
In what situation can an individual applying for a security job be exempted froma background screening?

A. The individual is holding a professional security training certificate
B. The individual must be screened with no exception.

C. The individual is well-experienced in law enforcement.

D. The individual has previously worked in a similar position

Antwort: B

Begriindung;

EPI's physical security framework requiresmandatory background screeningforallindividuals assigned to security roles, regardless of:
* previous experience

* certifications

* law enforcement background

* length of employment

Security personnel have privileged access to sensitive areas and are responsible for enforcing access control, incident response, and
compliance. Therefore:

* No exemptionsare permitted.

* Prior experience or certification doesnotreplace a formal background check.

* Even previous law enforcement staff must undergo screening,

Thus, the correct answer isC.

EPI DCFOM-Aligned Reference Concepts (Paraphrased)

* Background screening is mandatory for all security personnel.

* No exceptions are permitted, regardless of experience or qualifications.

57. Frage
Job descriptions need to be created.
What is the main purpose for doing so?

e A To provide employees a view on their salary development
¢ B. To provide employees with an understanding of their career progression



¢ C. To provide employees with information on possible early retirement
¢ D. To provide employees with clarity on their job scope

Antwort: D

Begrindung;

In EPT's organizational framework, ajob descriptionis a core document used to clearly define:
* Responsibilities

* Tasks

* Required skills

* Reporting relationships

* Expected deliverables

* Operational boundaries

The primary purpose is to ensureclarity of job scope, which enables:

* Alignment of responsibilities

* Prevention of role ambiguity

* Proper expectation setting

* Performance evaluation transparency

* Workforce planning

While job descriptions may indirectly influence salary, promotions, or career paths, these arenottheir primary purpose.
Thus, the correct answer isB.

EPI DCFOM-Aligned Reference Concepts (Paraphrased)

* Job descriptions define job scope, tasks, and responsibilities.

* They support clarity and alignment within the organizational structure.

58. Frage
What describes the term predictive maintenance?

A. Routine, time or count-based maintenance

B. Maintenance performed upon detection of potential issues

C. Scheduled maintenance based on history of failure within the site

D. Just-in-time maintenance based on monitoring equipment performance

Antwort: D

Begrindung;

Predictive maintenance is defined as:

"Maintenance executed based on real-time or trend-based performance monitoring to intervene just before failure occurs."”
Predictive maintenance uses:

* Condition monitoring

* Vibration analysis

* Sensor data

* Temperature, load, and performance metrics

* Trend analysis

* Analytics predicting impending failure

This allows maintenance to be performedjust-in-time, preventing unplanned downtime.

Why other options are incorrect:

* Adescribes preventive maintenance (routine/time-based).

* Cdescribes reliability-centered or historical pattern scheduling,

* Dis close but refers more to condition-based maintenance, which is a subset; predictive maintenance specifically uses monitoring to
forecast failure, not just detect issues.

Thus,Bis the most correct definition.

EPI DCFOM-Aligned Reference Concepts (Paraphrased)

* Predictive maintenance relies on monitoring equipment conditions and performance trends.

* It reduces downtime and optimizes maintenance schedules.
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