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Risk Management: Risk management is the systematic process of identifying, evaluating, and implementing
FH 1 strategies to reduce or control the impact of potential uncertainties on organizational goals.

Self Confidence: Self-confidence is the belief in one’s abilities, competence, and value, reflecting a sense of
A2 -

assurance and inner strength.

Security Breaches: Security breaches occur when unauthorized access or violations of security protocols
FH 3 are detected or imminent, potentially compromising data or system integrity.

Continuous Improvement Process (CI, CIP): A continuous or continual improvement process (CIP or CI)
=X 4 mnvolves ongoing, systematic efforts to enhance products, services, or operational processes to achieve

higher efficiency and effectiveness over time.

Cybersecurity: Cybersecurity, also known as IT security or computer security, involves safeguarding
=5 computer systems, networks, and data from unauthorized access, theft, damage, or disruption to ensure the

mtegrity and availability of digital information.

Compliance: Regulatory compliance refers to an organization’s commitment to understanding and adhering
=M o6 to applicable laws, policies, and regulations to operate within established legal and ethical standards.
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HE #36
‘Which action must top management take to provide evidence of its commitment to the establishment, operation and improvement of
the ISMS?

A. Ensuring information security objectives are established

B. Implementing the actions from internal audits

C. Commumnicating feedback from interested parties to the organization
D. Producing a risk assessment report

HE: A
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Clause 5.1 (Leadership and Commitment) requires top management to demonstrate leadership by:

* "ensuring the nformation security policy and the information security objectives are established and are compatible with the
strategic direction of the organization;"

* "ensuring the integration of the ISMS requirements into the organization's processes;"

* "ensuring that the resources needed for the ISMS are available;"

Among the options, the one explicitly mandated isensuring that information security objectives are established. Risk assessments (C)
and implementing audit actions (D) are responsibilities of management but not the direct leadership evidence required in Clause 5.1.
Communicating interested party feedback (A) is relevant but not specifically cited as leadership evidence. Thus, the verified answer
isB.

HE #37
Which of'the following is required to be considered when selecting appropriate information security risk treatment options?

A. Only risk controls in Annex A of ISO/IEC 27001
B. Criteria for performing risk assessments

C. Criteria for accepting identified risks

D. Only risk controls in ISO/IEC 27002
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Clause 6.1.3 (c) requires organizations to:

"compare the controls determined in 6.1.3 b) with those in Annex A and verify that no necessary control has been omitted; and
prepare a Statement of Applicability." It also requires organizations to select risk treatment options considering "the organization's
risk acceptance criteria." This shows thatrisk acceptance criteriaare a findamental factor when selecting risk treatment options.
Options C and D are incorrect because Annex A and ISO/IEC 27002 are reference sets, not the sole sources of controls -
organizations can design their own. Criteria for performing risk assessments (B) are part of 6.1.2 (risk assessment process), not risk
treatiment.

Thus, the correct requirement isA: Criteria for accepting identified risks.

EE #38
Which action is an organization required to take to ensure that personnel are competent to perform their assigned tasks within the
ISMS?

e A, Hold up-to-date records on training, skills, experience and qualifications
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¢ B. Ensure that the controls for compliance with legal and contractual requirements are implemented
¢ (. Identify products which could be used in the organization to improve ISMS performance and effectiveness
¢ D. Ensure all personnel are trained to ISO/IEC 27001 Foundation level

HE: A

Y.

Clause 7.2 (Competence) requires the organization to:

* "determine the necessary competence of person(s) doing work under its control that affects its information security performance;"
* "ensure that these persons are conmpetent on the basis of appropriate education, training, or experience;"

* "retain appropriate documented information as evidence of competence." This makesholding up-to-date records on training, skills,
experience, and qualifications(D) the correct answer. Option A is irrelevant to competence. Option B is incorrect since ISO does
not require Foundation- level training - competence is context-based. Option C is related to compliance but does not ensure
individual competence.

Thus, the verified correct answer isD.

HEE #39
Who is required to ensure that staff are supported so that they can contribute to the information security management system?

A. Auditors who audit each area of operation

B. Top management of the organization

C. Management responsible for each area of operation
D. ISO/IEC 27001 practitioners within the organization

H¥e: B
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Clause 5.1 (Leadership and Commitment) requires that:

"Top management shall demonstrate leadership and commitment with respect to the information security management system by...
ensuring that the resources needed for the ISMS are available... and supporting persons to contribute to the effectiveness of the
ISMS." This makes it explicit thattop managementhas the responsibility to ensure personnel are supported so they can contribute to
the ISMS. Option B (line management) may provide local support, but ultimate accountability rests with top management. Auditors
(C) only evaluate compliance, not provide support.

Practitioners (D) help implement, but they don't bear formal responsibility under the standard.

Thus, the verified answer isA: Top management of the organization.

EE #40
‘Which statement about the conduct of audits is true?

A. The certificate issued affer a successful re-certification audit in typical schemes lasts for one year

B. Third party audits are conducted by a customer of the organization

C. One of the focus areas for a surveillance audit is the output from internal audits and management reviews
D. During Stage 1 of a certification audit, evidence is collected by observing activities

He. C

LR

Clause 9.2 (Internal Audit) and Clause 9.3 (Management Review) highlight that audit outputs and management reviews are key
mputs for evaluating ISMS performance. Surveillance audits, conducted by Certification Bodies, check ongoing compliance and
effectiveness. ISO certification schemes (per ISO/IEC

17021) require surveillance audits to verify whether corrective actions and continuous improvements are being made. A critical focus
area is theresults of internal audits and management reviews, ensuring that the organization maintains its ISMS between certification
cycles.

Option A is incorrect - third-party audits are performed by independent Certification Bodies, not customers.

Option B is incorrect - certificates are typically valid forthree yearswith annual surveillance. Option D is incorrect - Stage 1 is
primarily adocumentation and readiness review, not evidence observation.

Therefore, the verified correct answer isC.
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