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Refer to the exhibits.
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‘Which shows the configuration of endpoint policies.
Based on the configuration, what will happen when someone logs in with the user account student on an endpoint in the trainingAD
domain?

A. B. FortiClient EMS will assign the Training policy

B. FortiClient EMS will assign the Default policy

C. FortiClient EMS will assign the Sales policy

D. FortiClient EMS will assign the Training policy for on-fabric endpomts and the Sales policy for the off fabric endpoint

Ef: A

fEEL:

Based on the configuration shown in the exhibits:

* There are three endpoint policies configured: Training, Sales, and Default.

* The "Training” policy is assigned to the "traningAD. training lab" group.

* The "Sales" policy is assigned to "All Groups" and "trainingAD. training. lab/student."

* The "Default” policy has no specific groups assigned.

‘When someone logs in with the user account "student” on an endpoint in the "traningAD" domain:

* The "Training” policy is specifically assigned to the "trainingAD.training, lab" group.

* The "Sales" policy includes "trainingAD. training. lab/student" but not the general "traningAD. training,
lab" group.

* The system will prioritize the most specific match for the group.

Therefore, FortiClient EMS will assign the "Tramning” policy to the "student" account logging into the
"trainingAD" domain as it matches the group "traningAD.training lab" directly.

References

* FortiClient EMS 7.2 Study Guide, Endpoint Policy Configuration Section

* FortiClient EMS Documentation on Group Policy Assignment and Matching

B #24
‘Which component or device shares device status information through ZTNA telemetry?

e A. FortiClient
e B. FortiClient EMS

e C. FortiGate
e D. FortiGate Access Proxy

Ef#: A



fEERA -
FortiClient communicates directly with FortiClient EMS to continuously share device status information through ZTNA telemetry.

H #25
Which two statements are true about ZTNA? {Choose two.)

A. ZTNA manages access through the client only.
B. ZTNA manages access for remote users only.
C. ZTNA provides role-based access.

D. ZTNA provides a security posture check.

.EE%: C\ D

R -

ZTNA (Zero Trust Network Access) is a security architecture that is designed to provide secure access to network resources for
users, devices, and applications. It is based on the principle of "never trust, always verify," which means that all access to network
resources is subject to strict verification and authentication.

Two functions of ZTNA are:

ZTNA provides a security posture check: ZTNA checks the security posture of devices and users that are attempting to access
network resources. This can include checks on the device's software and hardware configurations, security settings, and the
presence of malware.

ZTNA provides role-based access: ZTNA controls access to network resources based on the role of the user or device. Users and
devices are granted access to only those resources that are necessary for their role, and all other access is denied. This helps to
prevent unauthorized access and minimize the risk of data breaches.

B #26
Which two are benefits of using multi-tenancy mode on FortiClient EMS? (Choose two.)

A. Tt provides granular access and segmentation.

B. The fabric connector must use an IP address to connect to FortiClient EMS.
C. Separate host servers manage each site.

D. Licenses are shared among sites

IEf#: A. B

fi .-

* Understanding Multi- Tenancy Mode:

* Multi-tenancy mode allows multiple independent sites or tenants to be managed from a single FortiClient EMS instance.
* Evaluating Benefits:

* Licenses can be shared among sites, making it cost-effective (B).

* It provides granular access and segmentation, allowing for detailed control and separation between tenants (D).
* Eliminating Incorrect Options:

* Separate host servers managing each site (A) is not a feature of multi-tenancy mode.

* The fabric connector's use of an IP address (C) is unrelated to multi-tenancy benefits.

References:

FortiClient EMS multi-tenancy configuration and benefits documentation from the study guides.

B #27

An administrator must add an authentication server on FortiClient EMS in a different security zone that cannot allow a direct
connection.

Which solution can provide secure access between FortiClient EMS and the Active Directory server?

A. Configure a slave FortiClient EMS on a virtual machine.

B. Configure an Active Directory connector between FortiClient EMS and the Active Directory server.
C. Configure Active Directory and install FortiClient EMS on the same VM.

D. Configure and deploy a FortiGate device between FortiClient EMS and the Active Directory server.

IEf#: D



fiR .-

* Requirement:

* The administrator needs to add an authentication server on FortiClient EMS in a different security zone that cannot allow a direct
connection.

* Solution Analysis:

* The goal is to securely connect FortiClient EMS and the Active Directory server despite being in different security zones.

* Evaluating Options:

* Installing FortiClient EMS on the same VM as Active Directory (option B) is not practical due to security zone separation.

* Configuring a slave FortiClient EMS on a virtual machine (option C) does not address the need for secure communication.

* Configuring an Active Directory connector (option D) may not be sufficient without secure routing,

* Conclusion:

* Deploying a FortiGate device between FortiClient EMS and the Active Directory server ensures secure and controlled access
between the two zones.

References:

FortiClient EMS and FortiGate configuration and deployment documentation from the study guides.
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