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¢ Risk Management Prograns for Cryptoasset and Blockchain: This section measures expertise of

Conpliance Managers and Risk Officers in developing and implementing risk management frameworks
=x 1 specifically for the crypto sector. It includes procedures for assessing crypto-related financial crime risks,
designing controls, monitoring compliance, and adapting to emerging threats within the cryptoasset
ecosystem
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¢ AML Foundations for Cryptoasset and Blockchain: This section of the exam measures skills of Anti-

Money Laundering (AML) Officers and Crypto Compliance Specialists. It covers foundational knowledge
FH 2 of AML principles tailored to the cryptoasset and blockchain environment, introducing the regulatory
landscape, typologies of financial crime, and the evolving risks associated with cryptoassets.

¢ Cryptoasset and Blockchain: This domain targets Blockchain Analysts and Crypto Risk Managers. It
focuses on understanding cryptoasset technologies, blockchain fimdamentals, and their operational

FH 3 characteristics. Candidates learn about cryptoasset transaction flows, wallets, exchanges, smart contracts,

and the challenges these present to financial crime prevention.
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AE#7
What is "layering” in the context of money laundering using cryptoassets?

A. Splitting transactions into smaller amounts to evade reporting thresholds
B. Freezng illicit accounts

C. Moving illicit fnds through complex transactions to obscure origin

D. Converting crypto into fiat currency

2
m

: C

o

MH.
Layering involves creating complex transaction chains to disguise the illicit origin of funds. In crypto, this may involve multiple wallet
hops, cross-chain swaps, and the use of privacy-enhancing technologies.

A2 #72
A firm using blockchain analytics finds an address that sent finds through multiple hops before reaching a darknet market wallet. This
is an example of:

A. Transaction batching
B. Direct exposure

C. Mixing

D. Indirect exposure

He:. D

Y.
Indirect exposure occurs when funds pass through one or more intermediary wallets before reaching a known illicit destination. This
requires enhanced monitoring to capture risks that are not directly linked but are part of the transaction chain.

HEE#73
In the context of forensic cryptocurrency investigations, which statement best describes how attribution data are collected?

e A, Taken from business-maintained records.
¢ B. Obtaned automatically from the darknet.
e C. Derived from public and non-public sources.
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¢ D. Gathered froma publicly available blockchain.
¥e: C

Y.

Attribution data involves linking blockchain addresses to real-world entities, which is derived from a combination of public sources
(blockchain explorers, public databases) and non-public sources (law enforcement databases, commercial analytics, exchange
records).

Relying solely on blockchain data (C) or darknet sources (D) is insufficient. Business records (A) are part of non-public sources.
DFSA and FATF AML guidance underscore the multi-source approach for effective forensic attribution.

EE #74
Which statement regarding cryptocurrencies, digital assets, and blockchain is correct?

A. Cryptocurrencies use encryption techniques operating independently from a central bank.
B. Cryptocurrencies, blockchain, and digital assets can all be used as a means of payment.
C. Digital assets can only operate on a blockchain.

D. Cryptocurrencies and blockchain are the same and are terms used interchangeably.

HE: A

L

Cryptocurrencies are digital currencies secured by cryptography, operating independently from any central bank or government.
Blockchain is the underlying distributed ledger technology supporting cryptocurrencies and other digital assets.

Cryptocurrencies and blockchain are not the same (B). Digital assets can exist off-blockchain (C), such as tokenized assets on
centralized databases. While cryptocurrencies can be used as payment, blockchain itselfis a technology, not a payment method (D).

HE#75

A customer who runs a cryptoasset automated teller machine (ATM) comes into a financial institution and deposits a larger than
usual amount. When asked about the deposit, the customer answers there has been broader adoption of cryptoassets in the region
where the ATM is located. Which additional information about the business would indicate high risk for money laundering? (Select
Two.)

A. The cryptoasset ATM was recently licensed.

B. The cryptoasset ATM supports a variety of cryptoassets.

C. The region is located within a high-risk jurisdiction.

D. The region is neighboring with a narcotic-producing jurisdiction.
E. The volume and the number of users increase.

He. CDb

ME:

Money laundering risk increases if the business operates in or near high-risk jurisdictions (D) or regions associated with narcotics
production (C), as these are common sources of illicit funds.

An increase in volume and users (A) or supporting various cryptoassets (B) alone does not necessarily increase ML risk. Recent
licensing (E) may indicate regulatory compliance, potentially lowering risk.

AE#76
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