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Google Cloud Certified - Professional Security Operations Engineer (PSOE)
Exam 38 %€ Security-Operations-Engineer & 5% & (Q127-Q132):

R #127

You use Google Security Operations (SecOps) curated detections and YARA-L rules to detect suspicious activity on Windows
endpoints. Your source telemetry uses EDR and Windows Events logs. Your rules match on the principal.user.userid UDM field.
You need to ingest an additional log source for this field to match all possible log entries from your EDR and Windows Event logs.
‘What should you do?

e A Ingest logs from Windows PowerShell.
e B. Ingest logs from Windows Procmon.

e C. Ingest logs from Microsoft Entra ID.

e D. Ingest logs from Windows Sysmon.

EfE: D

L2

To ensure the principal.user.userid field captures all relevant activity, you should ingest logs from Windows Sysmon. Sysmon
provides detailed system activity, including process creation, network connections, and user context, which complements EDR and
Windows Event logs, allowing YARA-L rules to match across all endpoint telemetry.

HR #128

Your organization uses Google Security Operations (SecOps) for security analysis and nvestigation. Your organization has decided
that all security cases related to Data Loss Prevention (DLP) events must be categorized with a defined root cause specific to one of
five DLP event types when the case is closed in Google SecOps. How should you achieve this?

e A Create case tags in Google SecOps SOAR where each tag contains a unique definition of each of the five DLP event
types, and have analysts assign themto cases manually.

¢ B. Create a Google SecOps SOAR playbook that automatically assigns case tags where each tag contains the unique
definition of one of the five DLP event types.

e (. Customize the Case Name format to include the DLP event type.

e D. Customize the Close Case dialog and add the five DLP event types as root cause options.

IEf#: D



RN -

Comprehensive and Detailed 150 to 250 words of Explanation From Exact Extract Google Security Operations Engineer
docurrents:

The Google Security Operations (SecOps) SOAR platform provides a native feature to enforce data collection at the end of an
incident's lifecycle. The most effective and standard method to ensure analysts "must be categorized" is to customize the Close Case
dialog,

This built-in feature allows an administrator to modify the pop-up window that appears when an analyst clicks the "Close Case"
button in the UI. For this use case, the administrator would add a new custom field, such as a dropdown list titled "DLP Root
Cause." This field would then be populated with the "five DLP event types" as the selectable options.

Crucially, this new field can be marked as mandatory. This configuration forces the analyst to select one of the five predefined root
causes before the case can be successfully closed. This method ensures 100% compliance with the requirerment, captures structured
data for later reporting and metrics, and is the standard, low-maintenance solution. Using tags (Option B) is not mandatory and is
prone to human error. Customizing the case name (Option A) is not a structured data field and is not enforceable.

(Reference: Google Cloud documentation, "Google SecOps SOAR overview"; "Customize case closure reasons”; "Case and Alert
Customizations")

HM #129
Your company is taking a more proactive approach to security. You want to generate an alert when a binary hash first appears in
your environment. What should you do?

e A Enable the Applied Threat Intelligence - Curated Prioritization rule set in curated detections.

¢ B. Navigate to the Alerts & IOCs page in Google Security Operations (SecOps). Create a filter that targets hashes and
specifies a first_seen time value excluding the current date.

e C. Create a table by using the Google Security Operations (SecOps) statistics in search to examine file-related events for the
current day. Verify that the first seen_time value predates the current day.

e D. Write a rule to examine file-related events that join with derived context for hashes in the entity graph. Compare the
timestamp of the hash with the first seen_time field.

iFfE: D

A :

To generate an alert when a binary hash first appears, you should write a detection rule for file- related events that joins with derived
context for hashes in the entity graph and compare against the first seen time field. This ensures the rule triggers only when the hash
is newly observed in your environment, providing proactive detection of potentially malicious binaries.

HR #130

You have identified a new threat actor group that has several IOCs in Google Threat Intelligence.

You want to use some of these IOCs in several detection rules in Google Security Operations (SecOps) to help identify suspicious
activity. You want to use the most effective approach. What should you do?

¢ A. Configure a new data feed in Google SecOps that includes the IOCs. Update the YARA-L logic to reference the new
10Cs against applicable UDM fields.

¢ B. Identify the detection rules that apply to the new IOCs, and update the YARA-L logic to reference the threat actor group.

e C. Add the IOCs to a new or existing reference list, and update the YARA-L logic of detection rules to include the reference
list.

e D. Save the IOCs in a new collection in Google Threat Intelligence. Share this list with other members of the security team to
facilitate their searches and rule creation.

IEf: C
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The most effective approach is to add the IOCs to a reference list in Google SecOps and then update the YARA-L logic of your
detection rules to reference that list. This centralizes the IOCs for reuse across multiple rules, simplifies maintenance, and ensures
consistency in detection logic without duplicating IOC entries in multiple places.

HR #131
Your organization has recently onboarded to Google Cloud with Security Command Center Enterprise (SCCE) and is now



integrating it with your organization's SOC. You want to automate the response process and integrate with the existing SOW
ticketing system. How should you implement this functionality?

¢ A. Configure the SCC notifications feed to use Pub/Sub for alerts. Create a Cloud Run function to trigger when an event
arrives in the topic and generate a ticket by calling the API endpoint in the SOC ticketing system

¢ B. Use the SCC notifications feed to send alerts to Pub/Sub. Ingest these feeds using the relevant SIEM connector.

¢ C. Disable the generic posture finding playbook in Google Security Operations (SecOps) SOAR and enable the playbook for
the ticketing system. Add a step in your Google SecOps SOAR playbook to generate a ticket based on the event type.

¢ D. Evaluate each event within the SCC console. Create a ticket for each finding in the ticketing system, and include the
remediation steps.

Ef#: A

TR

The correct solution is to configure the SCC notifications feed to Pub/Sub and then use a Cloud Run function triggered by new
events in the topic to call the SOC ticketing system's API. This automates ticket creation for findings, integrates seamlessly with the
existing SOC process, and minimizes manual intervention while ensuring timely response.

B #132
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