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1.\Wnich phase of vulrarability management doals with the actions taken for cormecting the descovared
sulmerability?

A, Witigalion

B. Assessment

C. Remuediation

0. Venfication

Angwer: T

2 How s apphcation whitefisting diffarent frem appscation biacklistang?

At allows all applicatons olher than the undesirble applications

8. 1L allcws execiton of tnusted applicaions in a unified anvirsamend

C. 10 afaws exaculion of untiusted applications & an isolated envionment
. 11 rejects afl applications olhar than the afowed appications

Answor: O

J.John, he netwark adminsstrator ard ha wanis b anabbe the NetFlow featizne in Claco routaes 10 calact
ared manilor he [P nebaork Sraffic passing through [he roulér.

‘Which command will John use to enable MeiFlew on an infertace?

A Router[Canfig-if) 7 IP roula - cachis Row

8. Router# Notmon enable

€. Router IP rowte

0. Routerd netflow enabia

Answer A

4 Sean has built 2 site-to-site VPN architocture botween the: head office and the branch offico of his
commpany. When uders in the branch offica and head offics try Lo commumicala with each olher, the taffe
mencapsulaled, As the raflic passes though the gateway, it & encapsudated again, The haadér and
payload both are encapsifated. This second encapsulation occurs only in Ihe

implamentation of & VPN

A Full bash Mode

B, Poinl-to-Poinl Mode

€. Transport kade

D. Tunnel Mode

Answoer: D

5. Sophie has been working as 4 Windows rabeork administrator at an MNC gver he past T ypears, She
wanis io chock whather SMB1 is enabled or disabled.

‘Which ef the loliewing command afows Sophie to do s0?

A Gel-WindowsOplionalF satures -Onling FesturoMames SMB1Prolocol

8. Get-WindowsOptionalF eature -Online -FeatireMName SME1Pretocol

. Get-Winddws DptionalFeatung -Onling -FealureMames SMB1Pralocal

. Gat-Wingows DptionatFealures -Oniéine -Featureiame SMB1Prolocol

Angwers: B
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examreceive the EC-Council Certified Network Defender (CND) certification.

EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q204-Q209):

NEW QUESTION # 204
‘Which of the following is a network interconnectivity device that translates different communication protocols and is used to connect
dissimilar network technologies?

A. Gateway
B. Switch
C. Bridge
D. Router

Answer: A

NEW QUESTION # 205
Which of the following protocols permits users to enter a user-friendly computer name into the Windows browser and to map
network drives and view shared folders?

A. RADIUS
B. VoIP
C. NetBEUI
D. ARP

Answer: C

Explanation:

NetBIOS Extended User Interface (NetBEUI) is a Microsoft proprietary protocol. NetBEUI is usually used in single LANs
comprising one to two hundred clients. It is a non-routable protocol. NetBEUI was developed by IBM for its LAN Manager
product and has been adopted by Microsoft for its Windows NT, LAN Manager, and Windows for Workgroups products. It
permits users to enter a user-friendly computer name into the Windows browser and to map network drives and view shared
folders. Answer option C is incorrect. Voice over Internet Protocol (VoIP) is a general term for a family of transmission technologies
for delivery of voice commumications over IP networks such as the Internet or other packet-switched networks. Other terms
frequently encountered and synonymous with VoIP are IP telephony, Internet telephony, Voice over Broadband (VoBB),
broadband telephony, and broadband phone. VoIP systems employ session control protocols to control the set-up and tear-down
of calls as well as audio codecs that encode speech, allowing transmission over an [P network as digital audio via an audio stream
Answer option A is incorrect. RADIUS is a client/server protocol that runs in the application layer, using UDP as transport. The
Remote Access Server, the Virtual Private Network server, the Network switch with port-based authentication, and the Network
Access Server are all gateways that control access to the network, and all have a RADIUS client component that communicates
with the RADIUS server. The RADIUS server is usually a background process running on a UNIX or Windows NT machine.
RADIUS serves three fimctions: To authenticate users or devices before granting them access to a network To authorize those users
or devices for certain network services To account for usage of those services Answer option D is incorrect. Address Resolution
Protocol (ARP) is a computer networking protocol used to determine a network host's Link Layer or hardware address when only
its Internet Layer (IP) or Network Layer address is known. This finction is critical in local area networking as well as for routing
mternetworking traffic across gateways (routers) based on IP addresses when the next-hop router must be determined.

NEW QUESTION # 206
Which of the following is a Windows in-built feature that provides filesystentlevel encryption in the OS (starting from Windows
2000), except the Home version of Windows?

e A Disk Utility
e B.EFS
e C. FileVault
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e D. BitLocker
Answer: B

Explanation:

The Encrypting File System (EFS) is a Windows built-in feature that provides filesystenlevel encryption, ntroduced in version 3.0
of NTFS. It enables files to be transparently encrypted to protect confidential data from attackers with physical access to the
computer. EFS is available in all versions of Windows from Windows 2000 onwards, except the Home versions. This feature allows
users to encrypt files on a per-file, per-directory, or per-drive basis, and some EFS settings can be mandated via Group Policy in
Windows domain environments.

NEW QUESTION # 207
‘Which of the following IP class addresses are not allotted to hosts?Each correct answer represents a complete solution. Choose all

that apply.

A. Class D
B. Class A
C.Class E
D. Class C
E. Class B

Answer: A,C

Explanation:

Class addresses D and E are not allotted to hosts. Class D addresses are reserved for multicasting, and their address range can
extend from 224 to 239. Class E addresses are reserved for experimental purposes. Their addresses range from 240 to 254.
Answer option A is incorrect. Class A addresses are specified for large networks. It consists of up to 16,777,214 client devices
(hosts), and their address range can extend from 1 to 126. Answer option B is incorrect. Class B addresses are specified for
medium size networks. It consists of up to 65,534 client devices, and their address range can extend from 128 to 191. Answer
option E is incorrect. Class C addresses are specified for small local area networks (LANSs). It consists of up to 245 client devices,
and their address range can extend from 192 to

223.

NEW QUESTION # 208

Martin is a professional hacker. He is performing reconnaissance on an organization to hack a few target systems. As a part of this
method, he needs to determine what hosts are available on the network, what services those hosts are offering, what operating
systems they are running, what type of packet filters/firewalls, etc. To obtain such information, Martin decided to use autormated
tools.

Which of'the following tool must be employed by Martin?

A. Burp Suite
B. Zendio

C. Nmap

D. FOCA

Answer: C

Explanation:

Nmap (Network Mapper) is a security scanner used to discover hosts and services on a computer network, thus building a "map" of
the network. It is designed to scan large networks rapidly, although it works fine against single hosts. Nmap uses raw IP packets in
novel ways to determine what hosts are available on the network, what services (application name and version) those hosts are
offering, what operating systems (and OS versions) they are running, what type of packet filters/firewalls are in use, and dozens of
other characteristics. It is highly flexible, allowing for a wide range of advanced techniques, such as network inventory, managing
service upgrade schedules, and monitoring host or service uptime. Therefore, for the reconnaissance purposes described in the
question, Nmap is the appropriate tool for Martin to employ.

NEW QUESTION # 209
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