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Microsoft Cybersecurity Architect Sample Questions (Q186-Q191):
NEW QUESTION # 186 
Your company uses Microsoft Defender for Cloud and Microsoft Sentinel. The company is designing an application that will have
the architecture shown in the following exhibit.
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You are designing a logging and auditing solution for the proposed architecture. The solution must meet the following requirements-.
* Integrate Azure Web Application Firewall (WAF) logs with Microsoft Sentinel.
* Use Defender for Cloud to review alerts from the virtual machines.
What should you include in the solution? To answer, select the appropriate options in the answer area. NOTE:
Each correct selection is worth one point.

Answer:

Explanation:

Explanation
Graphical user interface Description automatically generated

NEW QUESTION # 187 
You are planning the security requirements for Azure Cosmos DB Core (SQL) API accounts. You need to recommend a solution to
audit all users that access the data in the Azure Cosmos DB accounts. Which two configurations should you include in the
recommendation? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Enable Microsoft Defender for Cosmos DB.
B. Send the Azure Active Directory (Azure AD) sign-in logs to a Log Analytics workspace.



C. Send the Azure Cosmos DB logs to a Log Analytics workspace.
D. Enable Microsoft Defender for Identity.
E. Disable local authentication for Azure Cosmos DB.

Answer: A,D

NEW QUESTION # 188 
Your company has an Azure subscription that has enhanced security enabled for Microsoft Defender for Cloud.
The company signs a contract with the United States government.
You need to review the current subscription for NIST 800-53 compliance.
What should you do first?

A. From Microsoft Sentinel, configure the Microsoft Defender for Cloud data connector.
B. From Defender for Cloud, review the Azure security baseline for audit report.
C. From Defender for Cloud, review the secure score recommendations.
D. From Defender for Cloud, add a regulatory compliance standard.

Answer: D

Explanation:
https://docs.microsoft.com/en-us/azure/defender-for-cloud/update-regulatory-compliance-packages#what-regulat

NEW QUESTION # 189 
Your company has a Microsoft 365 E5 subscription, an Azure subscription, on-premises applications, and Active Directory Domain
Services (AD DSV You need to recommend an identity security strategy that meets the following requirements:
* Ensures that customers can use their Facebook credentials to authenticate to an Azure App Service website
* Ensures that partner companies can access Microsoft SharePoint Online sites for the project to which they are assigned The
solution must minimize the need to deploy additional infrastructure components. What should you include in the recommendation? To
answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:



NEW QUESTION # 190 
Your company has an on-premises network and an Azure subscription.
The company does NOT have a Site-to-Site VPN or an ExpressRoute connection to Azure.
You are designing the security standards for Azure App Service web apps. The web apps will access Microsoft SQL Server
databases on the network.
You need to recommend security standards that will allow the web apps to access the databases. The solution must minimize the
number of open internet-accessible endpoints to the on-premises network.
What should you include in the recommendation?

A. virtual network NAT gateway integration
B. a private endpoint
C. virtual network integration
D. hybrid connections

Answer: D

Explanation:
Explanation
https://docs.microsoft.com/en-us/azure/app-service/app-service-hybrid-connections

NEW QUESTION # 191
......
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