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Fortinet NSE 8 - Written Exam (NSE8 812) Sample Questions (Q63-Q68):

NEW QUESTION # 63
Refer to the exhibit showing a firewall policy configuration.

1A L: __f'_, < 'I-I,"IL'.. ;!..
To prevent unauthorized access of their cloud assets, an administrator wants to enforce authentication on firewall policy ID 1.

‘What change does the administrator need to make?

e D
Answer: C

Explanation:
The firewall policy in the exhibit allows all traffic from the internal network to the cloud. To enforce authentication on this traffic, the



administrator needs to add the auth-on-demand option to the policy. This option will force all users to authenticate before they are
allowed to access the cloud.

The following is the correct configuration:

config firewall policy

edit 1

set sreintf "internal”

set dstintf "'wanl"

set srcaddr "all"

set dstaddr "all"

set service "all"

set action accept

set auth-on-demand enable

References:

Configuring firewall authentication | FortiGate / FortiOS 7.4.0 - Fortinet Document Library Firewall policy configuration | FortiGate /
FortiOS 7.4.0 - Fortinet Document Library

NEW QUESTION # 64
Refer to the exhibit.

L -
To facilitate a large-scale deployment of SD-WAN/ADVPN with FortiGate devices, you are tasked with configuring the FortiGate
devices to support mjecting of IKE routes on the ADVPN shortcut tunnels.

Which three commands must be added or changed to the FortiGate spoke config vpn ipsec phasei-mterface options referenced in
the exhibit for the VPN interface to enable this capability? (Choose three.)

A. set mode-cfg-allow-client-selector enable
B. set mode-cfg enable

C. set add-route enable

D. set net-device disable

E. set ike-version 1

Answer: A,CD

Explanation:

Ais correct because net-device disable prevents the VPN interface from being added to the routing table as a connected route. This
allows IKE routes to be mjected instead. D is correct because add-route enable enables IKE route njection on the VPN interface.
E is correct because mode-cfg-allow-client-selector enable allows the VPN interface to accept IKE routes from any peer that
matches the phase 1 configuration. Reference: https:/docs. fortinet. comvdocument/fortigate/7.0. 1/administration- guide/490352/advpn
https//docs.fortinet.convdocument/fortigate/7.0. 1 /administration-guide/4903 52 /advpn-configuration

NEW QUESTION # 65
On a FortiGate Configured in Transparent mode, which configuration option allows you to control Multicast traffic passing through
the?



config system settingFf
A. set multicast-skip-policy disable
end

config system settings
B. set multicast-forwardsenable
end

config system settings
C. set multicast=forward disable
end

config system settings
D. set multicast-skip-policy enable
end
A. Option D
B. Option A

C. Option B
D. Option C

Answer: B

Explanation:

‘When multicast-skip-policy is enabled, no check is performed based on multicast policy. A multicast packet received on an interface
is flooded unconditionally to all interfaces (except the incoming interface) belonging to the same forwarding domain. Multicast
packets are forwarded even when there is no multicast policy or the multicast policy is set to deny. To forward multicast traffic
based on multicast policy, multicast-skip-policy must be disabled. In transparent mode, there is a per-VDOM configuration to skip
policy check and forward all multicast traffic. This command is only available in transparent mode, and is disabled by default.

NEW QUESTION # 66

A customer is planning on moving their secondary data center to a cloud-based laaS. They want to place all the Oracle-based
systems Oracle Cloud, while the other systems will be on Microsoft Azure with ExpressRoute service to their main data center.
They have about 200 branches with two internet services as their only WAN connections. As a security consultant you are asked to
design an architecture using Fortinet products with security, redundancy and performance as a priority.

Which two design options are true based on these requirements? (Choose two.)

e A. Use FortiGate VM for IPSEC over ExpressRoute, as traffic is not encrypted by Azure.

¢ B. Two ExpressRoute services to the main data center are required to implement SD-WAN between a FortiGate VM in
Aazure and a FortiGate device at the data center edge

e C. Branch FortiGate devices must be configured as VPN clients for the branches' internal network to be able to access
Oracle services without using public IPs.

e D. Systenms running on Azure will need to go through the main data center to access the services on Oracle Cloud.

Answer: C,D

Explanation:

a) Systens running on Azure will need to go through the main data center to access the services on Oracle Cloud. This is because
the Oracle Cloud is not directly connected to the Azure Cloud. The traffic will need to go through the main data center in order to
reach the Oracle Cloud.

¢) Branch FortiGate devices must be configured as VPN clients for the branches' internal network to be able to access Oracle
services without using public IPs. This is because the Oracle Cloud does not allow direct connections from the internet. The traffic



will need to go through the FortiGate devices in order to reach the Oracle Cloud.

The other options are not correct.

b) Use FortiGate VM for IPSEC over ExpressRoute, as traffic is not encrypted by Azure. This is not necessary. Azure does encrypt
traffic over ExpressRoute.

d) Two ExpressRoute services to the main data center are required to implement SD-WAN between a FortiGate VM in Azure and
a FortiGate device at the data center edge. This is not necessary. A single ExpressRoute service can be used to implement SD-
WAN between a FortiGate VM in Azure and a FortiGate device at the data center edge.

NEW QUESTION # 67
Refer to the exhibit.

FortiManager is configured with the Jinja Script under CLI Templates shown in the exhibit.
‘Which two statements correctly describe the expected behavior when running this template? (Choose two.)

A. The Jinja template will automatically map the interface with "WAN" role on the managed FortiGate.
B. The template will work if you change the variable format to {{ WAN }}.

C. The template will work if you change the variable format to S(WAN).

D. The template will fail because this configuration can only be applied with a CLI or TCL script.

E. The administrator must first manually map the interface for each device with a meta field.

Answer: B.E

NEW QUESTION # 68
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