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HH #24
Secrets stored in the etcd is not secure at rest, you can use the etcdctl command utility to find the secret value for e.g:-
ETCDCTL_API=3 etcdctl get /registry/secrets/default/cks-secret --cacert="ca.crt" --cert="server.crt" --key="server.key" Output

Using the Encryption Configuration, Create the manifest, which secures the resource secrets using the provider AES-CBC and
identity, to encrypt the secret-data at rest and ensure all secrets are encrypted with the new configuration.

Ef#:

A -
ETCD secret encryption can be verified with the help of etcdct] command line utility.
ETCD secrets are stored at the path /registry/secrets/$namespace/$secret on the master node.


https://drive.google.com/open?id=1ureVAYuIRpdE7lFSitd0aBnQU_zfNjv0
https://www.passtest.jp/CKS-mondaishuu.html
https://www.it-passports.com/CKS.html
https://www.passtest.jp/Linux-Foundation/CKS-shiken.html

The below command can be used to verify if the particular ETCD secret is encrypted or not.
# ETCDCTL_API=3 etcdctl get /registry/secrets/default/secret1 [...] | hexdump -C

HP #25

You are building a microservice architecture on Kubernetes- You are using Docker images from a public registry for your
applications. One of the microservices is responsible for managing sensitive user data. To minimize the base image footprint and
enhance security, you need to create a custom base image that iS as minimal as possible while still containing the required
dependencies for your service.

What are the steps you would take to create a custom base image for this microservice? How would you ensure the custom base
image is secure, and how would you incorporate it into your deployment process? Provide a step-by-step guide with code

examples.
IEf#:
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Solution (Step by Step) :

1. Choose a Minimal Base Image:

- Select a base image like Alpine Linux, which is known for its small size and security features.

- Use a multi-stage build to minimize the size of the final image.

- Exanple:

docket-file

FROM alpine:3.16 as builder

# Install required dependencies

RUN apk update && apk add --no-cache python3 python3-dev build-base

2. Security Best Practices: - Use a non-root user inside the container. - Enable security options in your Dockerfile like '-no-cache' to
minimize potential vulnerabilities. - Harden the base image: - Remove unnecessary packages and services. - Disable unnecessary
pons and protocols. - Set appropriate permissions for files and directories. - Example: dockeflle FROM alpine:3.16 as builder
USER nonrootuser RUN apk update && apk add 0--no-cache python3 python3-dev build-base # ... rest of the Dockerfile 3.
Deployment Process: - Build the custom base image. - Push the base image to a private registry. - Update the deployment YAML
file to use the new base image. - Exanple:

4. Testing and Monitoring; - Regularly scan the base image for vulnerabilities. - Monitor the container for suspicious activity -
Employ security tools like Falco and Clair-

B #26

You need to implement a secure network policy that allows commumication only between specific pods within a namespace. For
example, you want to allow communication between pods that have the label 'app=frontend' and pods that have the label
'app=backend', but block all other communication within the namespace.

Efi#:
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Solution (Step by Step) :

1. Create a NetworkPolicy:

- Define a NetworkPOlicy that allows commumnication between 'frontend' and 'backend' pods, but blocks other communication
within the namespace.

2. Create a Frontend Pod: - Create a Pod with the label 'app=frontend'.

3. Create a Backend Pod: - Create a Pod With the label 'app=backend'.

4. Apply the YAML files: - Apply the created YAML files using ' kubectl apply -f'5. Verify the Network Policy: - Try to connect
from the '"frontend-pod' to the 'backend-pod' (e.g., using' kubectl exec -it frontend-pod bash' and 'curl backend-pod:80')- It should
succeed. - Try to connect from the 'frontend-pod' to another pod in the namespace that doesn't have the Sapp-backend' label. This
connection should be blocked.

B #27
You are tasked with securing a Kubernetes cluster that runs sensitive workloads. You need to implement a mechanism to enforce
least privilege access for all pods in the cluster.



Ef#:
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Solution (Step by Step) :

1. Create a Service Account with Limited Permissions:

- Create a new ServiceAccount with mmnimal permissions:

2. Create a Role with Limited Permissions: - Create a Role that only grants the necessary permissions for the pods:
3. Bind the Role to the Service Account: - Bind the Role to the Service Account:
4. Configure PodS to use the Service Account - Update your Deployment YAML to use the Service Account:

HM #28

You are responsible for securing the Kubernetes clusters supply chain. Your organization utilizes a private Docker registry to host
container images. Currently, images are built and pushed to this registry without any validation or signing. How can you implement a
policy to ensure that only signed and verified images are deployed to the cluster?

Ef#:
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Solution (Step by Step) :

1. Set Up a Signing Authority:

- Choose a trusted entity (e.g., a dedicated server or a dedicated user account) to act as the signing authority.
- Generate a private and public key pair using tools like 'openssr or 'gpg

- Store the private key securely and ensure only authorized individuals have access.

2. Configure Image Signing;

- Create a script or integrate signing into your image build process.

- when building an image, use the private key from the signing authority to sign the image.

- The signing process embeds a digital signature within the image manifest.

3. Integrate Image Verification

- Configure the Kubernetes cluster to enforce image signature verification.

- Utilize tools like 'admission webhookS to inspect incoming images.

- The webh00k will check if the image has a valid signature from the trusted authority.

- Ifthe signature is invalid or missing, the deployment will be blocked.

4. Example Implementation (using 'cosign'):

5. Integrate with CI/CD pipelines: - Integrate image signing and verification into your autormated CI/CD pipelines. - This ensures
consistency and prevents accidental deployment of unsigned images.
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