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Cisco Supporting Cisco Devices for Field Technicians Sample Questions

(Q23-Q28):

NEW QUESTION # 23

NVRAM

RAM

ROM

Flash Memory

Refer to the exhibit. Drag and drop the functions from the left onto the corresponding internal memory components on the right.

bootstrap code, post code, ROM monitor NVRAM
staftup configuration RAM
runningconfiguration ROM

Cisco 10S software, backup configuration flash memory




Answer:

Explanation:
I ]
1
bootstrap code, post code, ROM monitor : startup configuration |
I 1
I ]
U
: startup configuration running configuration
U
T —
running configuration bootstrap code, post code, ROM monitor
||
Cisco 10S software, backup configuration : : Cisco 10S software, backup configuration
! |
Explanation:
NVRAM # Startup configuration
RAM # Running configuration

ROM # Bootstrap code, POST code, ROM monitor

Flash memory # Cisco 1OS software, backup configuration

Each memory type ina Cisco device serves a specific flinction in the boot process and runtime operation.

NVRAM retains configuration across reboots, RAM is volatile and holds active configs, ROM handles nitial boot tasks, and flash
stores the operating system

This content is covered thoroughly in'""Cisco Equipment and Related Hardware'in the FLDTEC curriculum. Here's the breakdown:
ROM (Read-Only Memory)

* Stores bootstrap code, POST (Power-On Self-Test), and ROM Monitor.

* These are essential for the device's initial power-on operations and recovery modes.

NVRAM (Non-Volatile RAM)

* Holds thestartup configuration file, which is loaded during the boot process.

* Content remains intact after a reboot or power cycle.

RAM (Random Access Memory)

* Stores therunning configurationand current operational state of the router or switch.

* Also used for routing tables, ARPcache, and packet buffers.

* Data is lost when the device is powered off or rebooted.

Flash Memory

* Contains theCisco 10S image, system files, and can storebackup configurations.

* It is a non-volatile storage, so it retains data after reboots.

NEW QUESTION # 24
Drag and drop the tools from the left onto the corresponding primary functions on the right.

Answer:

Explanation:

In theFLDTEC curriculum, technicians are trained on physical tools essential for support in the field. These tools and their uses are
explained as follows:

* Flash Card Reader:Used with removable CompactFlash cards commonly found i older Cisco routers and switches. These cards
hold the IOS image or config files.

* USB Thurmb Drive:Used for transferring IOS files or configs directly to and from Cisco devices that support USB storage.
Convenient for portable backups.

* RJ-45 Ethernet Loopback Connector:A diagnostic tool that loops the signal back into the port. Helps verify port fnctionality by
simulating a live Ethernet connection.

* RJ-45 Coupler:Allows two patch cables to be connected, effectively extending the reach of a cable - useful in setups where a



single cable is not long enough.

NEW QUESTION # 25
How many bits are borrowed from the default host portion of the address to create subnets in a Class B network with a subnet
mask 255.255.255.0?

A. 3 bits
B. 3 bits
C. 8 bits
D. 5 bits

Answer: C

Explanation:

In a Class B network, the default subnet mask is 255.255.0.0, which allocates:

* 16 bits for the network portion

* 16 bits for the host portion

When the subnet mask is changed t0255.255.255.0, it becomes:

* 24 bits for the network portion

* 8 bits for the host portion

This indicates that8 bitshave been borrowed from the host portion to create additional subnets. Borrowing bits allows for the division
of the original network into smaller sub-networks, enhancing organization and security within the network.

Reference:Supporting Cisco Devices for Field Technicians (FLDTEC) - Cisco 10S Software Basics

NEW QUESTION # 26
‘Which management option is best suited for standalone Cisco Secure Firewall deployments?

A. Cisco Secure Firewall Management Center
B. Cisco Defense Orchestrator

C. Cisco Secure Firewall Device Manager

D. Cisco Security Manager

Answer: C

Explanation:

For standalone Cisco Secure Firewall deployments, theCisco Secure Firewall Device Manager (FDM)is the most appropriate
management option. FDM is a browser-based, on-box management tool that allows administrators to configure and manage a single
firewall device without the need for external management infrastructure. It provides an intuitive interface for basic configurations,
policy management, and monitoring,

In contrast:

* Cisco Secure Firewall Management Center (FMC)is designed for centralized management of multiple firewall devices.

* Cisco Defense Orchestrator (CDO)is a cloud-based solution for managing security policies across various devices.

* Cisco Security Manageris an older platform primarily used for managing ASA devices.

Reference:Supporting Cisco Devices for Field Technicians (FLDTEC) - Cisco Equipment and Related Hardware

NEW QUESTION # 27
Which layer of the OSI model provides error detection and defines how access to the media is controlled?

A. Physical layer

B. Data link layer

C. Presentation layer
D. Network layer

Answer: B

Explanation:
The Data Link Layer (Layer 2) of the OSI model is responsible for node-to-node data transfer and plays a crucial role in error
detection and media access control. It ensures that data frames are transmitted to the correct device on a local network segment.



This layer is divided into two sublayers:

* Logical Link Control (LLC):Manages frame synchronization, flow control, and error checking.

* Media Access Control (MAC):Controls how devices on the network gain access to the medium and permission to transmit data.
Together, these sublayers ensure reliable data transmission by detecting and possibly correcting errors that may occur in the Physical
Layer. They also manage how devices share the transmission medium, preventing collisions and ensuring orderly communication.
Reference:Supporting Cisco Devices for Field Technicians (FLDTEC) - Cisco IOS Software Basics

NEW QUESTION # 28
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