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Exam Forum

Hundreds of applicants who register themselves for the Google Cloud Certified - Professional Security Operations Engineer (PSOE)
Exam (Security-Operations- Engineer) certification exam, lack updated practice test questions to prepare successfully in a short time.
As a result of which, they don't crack the Google Cloud Certified - Professional Security Operations Engineer (PSOE) Exam
(Security-Operations- Engineer) examination which causes a loss of time and money and sometimes loss of the encouragement to
take the test for the second time. Itcertkey can save you from facing these issues with its real Google Security-Operations- Engneer
Exam Questions.

Google Cloud Certified - Professional Security Operations Engineer (PSOE)
Exam Sample Questions (Q94-Q99):

NEW QUESTION # 94

You are responsible for identifying suspicious activity and security events at your organization.

You have been asked to search in Google Security Operations (SecOps) for network traffic associated with an active HTTP
backdoor that runs on TCP port 5555. You want to use the most effective approach to identify traffic originating from the server that
is running the backdoor. What should you do?

A. Detect on events where network.ip_protocol is TCP.

B. Detect on events where principal.port is 5555.

C. Detect on events where network. ApplicationProtocol is HTTP.
D. Detect on events where target.port is 5555.

Answer: B

Explanation:

The backdoor is running on TCP port 5555 on the server, meaning the server is the source of the traffic. In Google Security
Operations (SecOps), the field principal.port represents the source port of the traffic, while target.port represents the destination.
Since you want to identify traffic originating from the compromised server, filtering on principal.port = 5555 is the most effective
approach.

NEW QUESTION # 95

You have identified a new threat actor group that has several IOCs in Google Threat Intelligence.

You want to use some of these IOCs in several detection rules in Google Security Operations (SecOps) to help identify suspicious
activity. You want to use the most effective approach. What should you do?

e A Save the IOCs in a new collection in Google Threat Intelligence. Share this list with other members of the security team to
facilitate their searches and rule creation.

e B. Add the IOCs to a new or existing reference list, and update the YARA-L logic of detection rules to include the reference
list.

e C. Identify the detection rules that apply to the new IOCs, and update the YARA-L logic to reference the threat actor group.

¢ D. Configure a new data feed in Google SecOps that includes the IOCs. Update the YARA-L logic to reference the new
10Cs against applicable UDM fields.

Answer: B

Explanation:

The most effective approach is to add the IOCs to a reference list in Google SecOps and then update the YARA-L logic of your
detection rules to reference that list. This centralizes the IOCs for reuse across muiltiple rules, simplifies maintenance, and ensures
consistency in detection logic without duplicating IOC entries in multiple places.

NEW QUESTION # 96

You have been tasked with developing a new response process in a playbook to contain an endpoint. The new process should take
the following actions:

* Send an email to users who do not have a Google Security Operations (SecOps) account to request approval for endpoint
containment.

* Automatically continue executing its logic after the user responds.

You plan to implement this process in the playbook by using the Gmail integration. You want to minimize the effort required by the
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SOC analyst. What should you do?

A. Use the 'Send Email action to send an email requesting approval to contain the endpoint, and use the

"Wait For Thread Reply' action to receive the result. The analyst manually contains the endpoint.

B. Set the containment action to 'Manual and assign the action to the appropriate tier. Contact the user by email to request
approval. The analyst chooses to execute or skip the containment action.

C. Set the containment action to "Manual' and assign the action to the user to execute or skip the containment action.

D. Generate an approval link for the containment action and include the placeholder in the body of the

'Send Email action. Configure additional playbook logic to manage approved or denied containment actions.

Answer: D

Explanation:

This scenario describes an automated external approval, which is a key feature of Google Security Operations (SecOps) SOAR.
The solution that "minimizes the effort required by the SOC analyst" is one that is fully automated and does not require the analyst to
wait for an email and then manually resume the playbook.

The correct method (Option D) is to use the platform's built-in capabilities (often part of the "Flow" or

"Siemplify" integration) to generate a unique approval link (or "Approve" / "Deny" links). These links are tokenized and tied to the
specific playbook's execution. This link is then inserted as a placeholder into the email that is sent to the non-SecOps user via the
"Send Email" (Gmail integration) action.

The playbook is then configured with conditional logic (e.g., a "Wait for Condition") to pause execution until one of the links is
clicked. When the external user clicks the "Approve" or "Deny" link in their email, it sends a secure signal back to the SOAR
platform. The playbook automatically detects this response and continues down the appropriate conditional path (e.g,, "if approved,
execute endpoint containment"). This process is fully automated and requires zero analyst intervention, perfectly meeting the
requirements.

Options A, B, and C all require manual analyst action, which violates the core requirement of minimizing analyst effort.

(Reference: Google Cloud documentation, "Google SecOps SOAR Playbooks overview"; "Gmail integration documentation; "Flow
mntegration - Wait for Approval”)

NEW QUESTION # 97

Your organization uses Google Security Operations (SecOps). You need to identify the most commonly occurring processes and
applications across your organization's large number of servers so you can implement baselines and exclusion lists on a regular basis.
You want to use the most efficient approach. What should you do?

e A. Use the UDM lookup feature to identify relevant process-related UDM fields and values.

e B. Runa UDM search, and review aggregations for relevant process-related UDM fields.

¢ C. Review the Google SecOps SIEM Rules & Detections, and identify the most common processes appearing in alerts that
are marked as false positives.

¢ D. Generate a Google SecOps SIEM dashboard based on relevant UDM fields, such as processes, that provides the counts
for process names and files.

Answer: B

Explanation:
The most efficient method is to run a UDM search and use aggregations on process-related UDM fields. This allows you to quickly

identify the most common processes and applications across all servers, providing accurate data to establish baselines and exclusion
lists without relying only on alerts or dashboards.

NEW QUESTION # 98

You are a security analyst at an organization that uses Google Security Operations (SecOps).

You notice suspicious login attempts on several user accounts. You need to determine whether these attempts are part ofa
coordinated attack as quickly as possible. What action should you take first?

A. Look for correlations across impacted users in the Risk Analytics dashboard.

B. Use UDM Search to query historical logs for recent [OCs associated with the suspicious login attempts.
C. Remove user accounts that have repeated invalid login attempts.

D. Enable default curated detections to automatically block suspicious IP addresses.

Answer: A



Explanation:

The fastest way to assess whether suspicious login attempts are part of a coordinated attack is to use the Risk Analytics dashboard
in Google SecOps. This dashboard correlates activity across multiple users, accounts, and entities, allowing you to quickly identify
shared patterns or indicators of compromise across affected accounts.

NEW QUESTION # 99
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