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HEE#78
An administrator is copying records between DNS zones. What records can be selected for copying? (Select all that apply.)

e A. Allrecords of multiple selected types (for example, A Records and PTR Records)
e B. Allrecords
e (. Allrecords of a single type (for example, A Records)
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¢ D. Individually selected records
HE. ACD

dE:

Comprehensive and Detailed In-Depth Explanation:Copying DNS records in NIOS (Data Management > DNS > Zones):

* Process:Select source zone, choose records, copy to target zone.

* B:«Copy all of one type (e.g., A records) via filter. Correct.

* C:Select mutiple types (e.g., A and PTR) using multi-select. Correct.

* DiIndividually pick records (e.g,, "hostl A") via checkboxes. Correct.

* AAll records" isn't an option-copying requires specificity (type or selection). Incorrect.

* Practical Example:In an INE lab, copy A and PTR records from "lab.com' to "test.com," test resolution, and troubleshoot
mismatches. References:Infoblox NIOS Administrator Guide - DNS Record Management; INE Course Content: NIOS DDI DNS
Troubleshooting,

BE#79

An administrator manages the zone example.com in an Infoblox Grid. The new domain marketing.example.

com will have its own set of name servers that are not part of the same Infoblox Grid. Which type of zone should the administrator
configure in NIOS for marketing.example.com?

A. External zone

B. Delegated zone
C. Subzone

D. Authoritative zone

HE:. B

Y.

Comprehensive and Detailed In-Depth Explanation:Configuring a subdomain like marketing.example.com in NIOS:

* Scenariozexample.com is authoritative on the Grid, but marketing.example.comuses external name servers (not Grid-managed).
* B (Delegated Zone):A delegation zone adds NS records pointing to external servers (e.g., nsl.

marketing.com), handing off resolution. Correct.

* AtAuthoritative means the Grid hosts the zone's records-not true here. Incorrect.

* C:Subzone isn't a NIOS term+implies authoritative control, not delegation. Incorrect.

* DiExternal zone isn't a configuration option-confuses forward zones. Incorrect.

* Practical Example:In an INE lab, you'd delegate marketing.example.com with NS records, test resolution, and troubleshoot DNS
handoffReferences:Infoblox NIOS Administrator Guide - DNS Delegation; INE Course Content: NIOS DDI DNS
Troubleshooting,

EAE #80
‘What configuration can a Grid Master be? (Select all that apply.)

A. A Grid Candidate Failover node
B. A High Availability pair

C. A single appliance

D. A virtual appliance

Hg:. B,CD

MY

Comprehensive and Detailed In-Depth ExplanationThe Grid Master (GM) manages the NIOS Grid's database and coordination.
Its possible configurations are:

* A (Virtual Appliance):A GM can be a vNIOS instance (e.g., on VMware), fully supported for virtualized deployments. Correct.
* B (Single Appliance):A standalone physical NIOS appliance (e.g., IB-4000) can serve as GM.

Common in smaller Grids. Correct.

* C (High Availability Pair):A GM can be an HA pair (two appliances sharing a VIP), ensuring redundancy. Correct.

* D (Grid Candidate Failover Node):Misnomer-Grid Master Candidate (GMC) is a separate role, not the GM itself. A GMC can
be promoted to GM, but it's not a GM configuration. Incorrect.

* Setup:Configured via Grid Manager (Grid > Grid Properties).



* Practical Example:In an INE lab, you'd deploy a vNIOS GM, test HA failover, and troubleshoot sync, exploring deployment
options.References:Infoblox NIOS Administrator Guide - Grid Master Setup; INE Course Objective: NIOS DDI Grid

Deployment.

HAE #81
An Infoblox Grid is using remote authentication for a group named Infoblox- Admins. Where are the permissions for the accounts in
Infoblox- Admins defined?

A. Individual user accounts on the Grid

B. Group permissions on the Grid

C. Group definitions on the external server

D. Individual user accounts on the external server

]

o
M

: B

Y.

Comprehensive and Detailed In-Depth Explanation:When NIOS uses remote authentication (e.g., RADIUS, LDAP, or Active
Directory), user authentication is handled by the external server, butpermissions are defined within the NIOS Grid. For a group like
"Infoblox- Admins," the external server verifies user credentials and group membership, but the Grid Manager assigns permissions
(e.g., read/write access to DNS zones) to the group itself. This centralizes access control within NIOS, ensuring consistency across
the Grid.

Options A and B are incorrect because the external server manages authentication, not NIOS-specific permissions. Option D is
wrong as permissions are group-based, not individually assigned on the Grid. The INE course covers Grid admmistration, including
authentication setup.References:Infoblox NIOS Administrator Guide - Authentication; INE Course Objective: NIOS DDI Grid
Deployment.

AE #82
Which of the following transport protocols are supported by scheduled NIOS Grid Backup? (Select all that apply.)

A. SFTP
B. HTTPS
C. SCp
D. FTP

HE. ABCD

dE:

Comprehensive and Detailed In-Depth ExplanationNIOS Grid Backup allows scheduled exports of the configuration database
(DNS, DHCP, Grid settings) to an external server. Supported protocols ensure flexibility and security:

* A (SFTP):Secure File Transfer Protocol (SSH-based) is supported for encrypted backups to remote servers (port 22). Widely
used for secure transfers. Correct.

* B (SCP):Secure Copy Protocol (also SSH-based) is supported, offering a simple, secure file transfer option (port 22). Correct.
* C (FTP):File Transfer Protocol (unencrypted, port 21) is supported for legacy systens, though less secure. Correct.

* D (HTTPS):Web-based secure transfer (port 443) is supported, allowing backups to HTTP servers with SSL/TLS encryption.
Correct.

* Setup:In Grid Manager (Grid > Grid Manager > Backup), you configure the protocol, server IP, and credentials.

* Practical Example:In an INE lab, you'd schedule a backup using SFTP to a remote server, test restoration, and troubleshoot
connectivity issues, reinforcing Grid deployment skills.

* Note:All four are explicitly supported per NIOS documentation, making this a comprehensive list.

References:Infoblox NIOS Administrator Guide - Grid Backup; INE Course Objective: NIOS DDI Grid Deployment.
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