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with no time to attend to study. It doesn't matter. Our CWAP-405 learning materials can help you squeeze your time out and allow
you to improve your knowledge and skills while having work experience. And there are three versions of our CWAP-405 Exam
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CWNP Certified Wireless Analysis Professional Sample Questions (Q95-
Q100):

NEW QUESTION # 95

You suspect an interfere may exist in a BSS that is experiencing sporadic problems. You want to identify and locate the device. The
actual device identify is not known.

‘What tool should be used for this purpose?

A. Throughput tester
B. Spectrum analyzer
C. Cable tester

D. Protocol analyzer

Answer: B
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NEW QUESTION # 96
What is encrypted within the third message of the 4- Way Handshake?

A. PMK
B. PTK
C. GMK
D. GIK

Answer: D

Explanation:

The GTK (Group Temporal Key) is encrypted within the third message of the 4-Way Handshake. The 4- Way Handshake is a
process that establishes a secure connection between a STA (station) and an AP (access point) using WPA2 (Wi-Fi Protected
Access 2), which is a security protocol that uses AES-CCMP (Advanced Encryption Standard-Counter Mode CBC-MAC
Protocol) as its encryption algorithm The 4- Way Handshake consists of four messages that are exchanged between the STA and
the AP. The first message is sent by the AP to the STA, containing the ANonce (Authenticator Nonce), which is a random number
generated by the AP. The second message is sent by the STA to the AP, containing the SNonce (Supplicant Nonce), which is a
random number generated by the STA, and the MIC (Message Integrity Code), which is a value that verifies the integrity of the
message. The third message is sent by the AP to the STA, containing the GTK,, which is a key that is used to encrypt and decrypt
multicast and broadcast data frames, and the MIC. The GTK is encrypted with the KEK (Key Encryption Key), which is derived
fromthe PTK (Pairwise Temporal Key).

The PTK is a key that is used to encrypt and decrypt unicast data frames, and it is derived from the PMK (Pairwise Master Key),
the ANonce, and the SNonce. The fourth message is sent by the STA to the AP, containing only the MIC, to confirm the
conpletion of the 4-Way Handshake. The other options are not correct, as they are not encrypted within the third message of the 4-
Way Handshake. The PMK is a key that is derived from a passphrase or obtained from an authentication server, and it is not
transmitted in any message of the 4-Way Handshake. The PTK is a key that is derived from the PMK, the ANonce, and the
SNonce, and it is not transmitted in any message of the 4-Way Handshake. The GMK (Group Master Key) is a key that is
generated by the AP and used to derive the GTK, and it is not transmitted in any message of the 4-Way Handshake. References:
[Wireless Analysis Professional Study Guide CWAP-405], Chapter 8: Security Analysis, page 211-213

NEW QUESTION # 97
What is an AIFS?

A. A medium access method introduced by 802.1in, but never implemented

B. A form of aggregation performed at the PHY layer based on 802.lie UP values interpreted from DSCP values

C. A variable Interframe Space introduced by 802.lie to help prioritize medium access for different Access Categories
D. The shortest period of time a STA can sleep

Answer: C

Explanation:

An AIFS is a variable interframe space introduced by 802.11¢ to help prioritize medium access for different Access Categories
(ACs). An interframe space is a period of time that a STA (station) has to wait before attempting to access the medium. An AIFS is
a type of interframe space that varies depending on the AC of'the traffic. An AC is a logical queue that corresponds to a QoS
(Quality of Service) level for different types of traffic. There are four ACs defined by 802.11e: AC_VO (Voice), AC_VI (Video),
AC_BE (Best Effort), and AC_BK (Background). Each AC has a different AIFSN (Arbitration Interframe Space Number) value,
which determines how long it has to wait before attempting to access the medium A lower AIFSN value means a higher priority and
a shorter waiting time. The other options are not correct, as they do not describe what an AIFS is. An AIFS is not a medium access
method introduced by 802.11n, but never implemented, as it is part of the 802.11e standard and widely used in QoS-enabled
WLANS. An AIFS is not a form of aggregation performed at the PHY layer based on 802.11e UP values interpreted from DSCP
values, as aggregation is a technique that combines multiple frames into one larger frame to improve efficiency and throughput, not
prioritization or medium access. An AIFS is not the shortest period of time a STA can sleep, as sleeping is a power saving mode
that allows a STA to conserve battery power by periodically turning off its radio, not accessing the medium. References: [Wireless
Analysis Professional Study Guide CWAP-405], Chapter 7:

QoS Analysis, page 194-195

NEW QUESTION # 98



What element was added to the general frame of 802.11 with the 802.11e amendment and the 802.11-2007 rollup?

A. QoS Control
B. Address 4
C. HT Control
D. RSN-IE

Answer: A

NEW QUESTION # 99
What is the function of 802.11 Management frames?

A. Communicate configuration changes between WLAN controller and APs
B. Manage the BSS

C. Prioritize network administration traffic

D. Manage the flow of data

Answer: B

Explanation:

The finction 0f 802.11 management frames is to manage the BSS. A BSS (Basic Service Set) is a group of STAs (stations) that
share a common SSID (Service Set Identifier) and commumicate with each other through an AP (access point) or directly in an ad
hoc mode. Management frames are one of the three types of 802.11 frames, along with control and data frames. Management
frames are used to establish, maintain, and terminate associations between STAs and APs, as well as to advertise and discover
BSSs, exchange security information, report errors, and perform other management fimctions. The other options are not correct, as
they are not functions of 802.11 management frames. Prioritizing network admmistration traffic, commumicating configuration changes
between WLAN controller and APs, and managing the flow of data are functions of other types of frames or protocols. References:
[Wireless Analysis Professional Study Guide CWAP-405], Chapter 5: 802.11 MAC Sublayer, page 120-121

NEW QUESTION # 100
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