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178. Frage

Refer to the exhibit. A SOC analyst is examining the Windows security logs of one of the endpoints. What is the possible reason for
this event log?

A. System maintenance logs

B. Windows failed to audit logs
C. Malware Attack

D. Brute force attack

Antwort: C
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179. Frage

An engineer needs to configure network systens to detect command and control communications by decrypting ingress and egress
perimeter traffic and allowing network security devices to detect malicious outbound communications. Which technology should be
used to accomplish the task?

A. digital certificates
B. cipher suite

C. signatures

D. static IP addresses

Antwort: B

180. Frage
Drag and drop the uses on the left onto the type of security system on the right.

Antwort:

Begrindung;

181. Frage
What is a purpose of a vulnerability management framework?

A. conducts vulnerability scans on the network

B. detects and removes vulnerabilities in source code

C. manages a list of reported vulnerabilities

D. identifies, removes, and mitigates system vulnerabilities

Antwort: D

Begrindung;

A vulnerability management framework is a set of processes and tools that helps an organization identify, assess, prioritize,
remediate, and mitigate system vulnerabilities. A vulnerability management framework ains to reduce the attack surface and the risk
of compromise by applying security patches, hardening configurations, implementing security controls, and monitoring the system
status. A vulnerability management framework is an essential component of a security operations center (SOC). Reference:
Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) - Cisco, page 2-14; 200-201 CBROPS - Cisco, exam
topic 1.2.b

182. Frage
An employee received an email froma colleague's address asking for the password for the domain controller.
The employee noticed a missing letter within the sender’s address. What does this incident describe?

A. social engineering
B. shoulder surfing
C. brute-force attack
D. msider attack

Antwort: D

183. Frage
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