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Topic 1

Integrated Architecture Use Cases: This section of the exam measures the skills of Cloud Solution
Architects and covers key capabilities within an integrated cloud security architecture. It focuses on
ensuring common identity across platforns, setting multicloud policies, integrating secure access service
edge (SASE), and implementing zero-trust network access models for more resilient cloud environments.

Topic 2

User and Device Security: This section of the exam measures skills of Identity and Access Management
Engineers and deals with authentication and access control for users and devices. It covers how to use
identity certificates, enforce multifactor authentication, define endpoint posture policies, and configure single
sign-on (SSO) and OIDC protocols. The section also includes the use of SAML to establish trust between
devices and applications.

Topic 3

SAFE Architectural Framework: This section of the exam measures skills of Security Architects and
explains the Cisco SAFE framework, a structured model for building secure networks. It emphasizes the
importance of aligning business goals with architectural decisions to enhance protection across the
enterprise.

Topic 4

Application and Data Security This section of the exam measures skills of Cloud Security Analysts and
explores how to defend applications and data from cyber threats. It introduces the MITRE ATT&CK
framework, explains cloud attack patterns, and discusses mitigation strategies. Additionally, it covers web
application firewall fnctions, lateral movement prevention, microsegmentation, and creating policies for
secure application connectivity in multicloud environments.

Topic 5

Cloud Security Architecture: This section of the exam measures the skills of Cloud Security Architects and
covers the fundamental components of the Cisco Security Reference Architecture. It introduces the role of
threat intelligence in identifying and mitigating risks, the use of security operations tools for monitoring and
response, and the mechanisms of user and device protection. It also includes strategies for securing cloud
and on-premise networks, as well as safeguarding applications, workloads, and data across environments.

Topic 6

Network and Cloud Security:This section of the exam measures skills of Network Security Engineers and
covers policy design for secure access to cloud and SaaS applications. It outlines techniques like URL
filtering, app control, blocking specific protocols, and using firewalls and reverse proxies. The section also
addresses security controls for remote users, including VPN-based and application-based access methods,
as well as policy enforcement at the network edge.

Cisco Designing and Implementing Secure Cloud Access for Users and
Endpoints Sample Questions (Q141-Q146):

NEW QUESTION # 141
Which attack mitigation must be in place to prevent an attacker from authenticating to a service using a brute force attack?

Answer: D

Explanation:

A. Forced password change every 6 months

B. Use ofa 100 ms delay between each authentication
C. Use of a password manager

D. Use of nuiltifactor authentication for all accounts

Multifactor Authentication (MFA) is one of the most effective mitigations against brute-force attacks. Even if an attacker guesses or
steals a user's password, they would still need a second authentication factor (e.g., push notification, hardware token, biometric
verification) to complete login.

SCAZT Section 2: User and Device Security (Pages 40-43) emphasizes the importance of MFA in protecting identities from
password spraying, credential stuffing, and brute-force attacks.

Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 2, Pages 40-43

NEW QUESTION # 142




To secure user and device access, identity certificates are used for:

A. Encrypting email messages

B. Speeding up the device connectivity
C. Increasing storage capacity

D. Authenticating users and devices

Answer: D

NEW QUESTION # 143
OIDC stands for OpenID Connect.
What is it used for in the context of identity management?

A. To authenticate users by leveraging an identity provider
B. To track user activity on websites

C. To connect to open networks

D. To encrypt device data

Answer: A

NEW QUESTION # 144

Refer to the exhibit. An engineer must analyze a segmentation policy in Cisco Secure Workload. What is the result of applying the
policy?

A. HR cannot use Telnet to connect to IT by using Rule #2.
B. The explicit deny all rule is applied.

C. HR canuse Telnet to connect to IT by using Rule #1.

D. The default catch-all rule is applied by using Rule #3.

Answer: A

Explanation:

The policy includes three rules under the Apps scope. Rule #1 allows HR to commumicate with IT on TCP port 23 (Telnet), but it is
marked as "Default." Rule #2 denies the same HR-to-1T Telnet traffic and is marked as "Absolute," which takes precedence over
any default rule. In Cisco Secure Workload (Tetration), an

"Absolute" rule will override both "Default” and inherited rules. Therefore, even though there's an allow in Rule #1, the deny in Rule
#2 prevents HR from using Telnet to connect to IT.

Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 5:

Visibility and Assurance, Pages 95-98.

NEW QUESTION # 145
In the context of cloud security, NIST framework primarily provides:

A. Data encryption algorithims

B. Network performance metrics

C. Standards and guidelines for cybersecurity practices
D. Physical security guidelines

Answer: C

NEW QUESTION # 146
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