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F5CABI1 s 5 8 (Q26-Q31):

HM #26

A new logging solution is being implemented on the network. Policy requires keeping management traffic sent from the BIG-IP out
of the management interface. After configuring the BIG-IP to forward messages to the new Syslog server, the BIG-IP Admmistrator
notices that packets are being sent froma numbered data-plane Self TP. What should the BIG-IP Administrator change to send the
traffic out of the correct interface?

A. Create a Management Route for the specific address/subnet of the syslog service via TMSH.
B. Create a new Self IP in the same subnet as the management IP address using a route domain.
C. Modify the port lockdown settings on the Self TP address to allow UDP port 514 traffic.

D. Set the Management IP as the source address when configuring a Remote Syslog destination.

EfE: A

fi .-

By default, management-plane traffic uses the management routing table, while data-plane traffic uses the TMM routing table.
Remote Syslog traffic is management-plane traffic unless a management route exists.

Ifno Management Route matches the Syslog server's destination IP, the BIG-IP will instead:

Use TMM routes, and

Source the packets froma Self IP

This is exactly what the administrator is observing,

To force Syslog traffic out the management port:

You must create a Management Route, which is configured using:

tmsh create /sys management-route <name> gateway <ip> network <syslog subnet> This sends syslog traffic:
Out of the management interface

Using the Management IP as the source

Thus, Option B is correct.

B #27

A BIG-IP Administrator needs to purchase new licenses for a BIG-IP appliance.
The administrator needs to know:

- Whether a module is licensed

- The memory requirement for that module

Where should the admmnistrator view this information in the System menu?

e A. Configuration ?Device
e B. Software Management
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¢ C. Configuration 70VSDB
¢ D. Resource Provisioning

IEf#: D
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To understand:

‘Which modules are licensed

‘Which modules are provisioned

The resource requirements (CPU / RAM) of each module

The administrator uses:

System » Resource Provisioning

This page displays:

Allmodules present in the license

Whether they are enabled or disabled

Required memory to activate each module

CPU and disk allocation information

Provisioning level options (None / Minimal / Nominal / Dedicated)
This is the exact location where BIG-IP administrators evaluate module capacity before enabling or purchasing licensing upgrades.

HM #28

The BIG-IP Admmistrator uses Secure Copy Protocol (SCP) to upload a TMOS image to the
/shared/images/ directory in preparation for a TMOS upgrade.

After the upload is completed, what will the system do before the image is shown in the GUI under:
System > Software Management > Image List?

¢ A The system copies the image to /var/local/images/
e B. The system verifies the internal checksum
¢ C. The system perforns a reboot into a new partition

FE: B

L -

When a TMOS image (.iso file) is uploaded into the /shared/images/ directory, the BIG-IP perforns an internal validation step
before the ISO appears in the GUI.

1. The system verifies the internal checksum

BIG-IP automatically reads the embedded checksum inside the ISO file

Vertfies integrity of the uploaded image

Confirms the file is not corrupted or incomplete

Ensures the image is a valid F5S TMOS software image

Only after this checksum verification succeeds does the image appear under:

System -> Software Management -> Image List

I #29
When is theLicense Service Check Dateenforced on a BIG-IP system?

e A. During system startup
e B. During a software install
e C. Affer editing a virtual server

Ef#: B
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TheService Check Datedetermines whether a particular software version is allowed to run under the device's license.
* When installing or upgrading TMOS, the installer checks theService Check Datestored in the BIG-IP license file.

* Ifthe license date isolderthan the mmimum required for the target version, the software installation is blocked.

* This check happensspecifically during a software install, not during routine device operations.

Editing virtual servers or system startup do not trigger this validation.

Thus, the enforcement happensduring software installation.



HH #30
The Port Lockdown feature prevents unwanted connection attenpts to a Self IP. Which three types of connection attempts are

unaffected by Port Lockdown settings?

¢ A Centralized Management Infrastructure (CMI), Secure Shell (SSH), Internet Control Message Protocol (ICMP)
¢ B. Defined virtual server traffic, Internet Control Message Protocol (ICMP), Centralized Management Infrastructure (CMI)
¢ C. Defined virtual server traffic, Secure Shell (SSH), Centralized Management Infrastructure (CMI)

IEf#: B
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Port Lockdown controls which ports and protocols a Self TP will respond to.

However, certain traffic types bypass Port Lockdown for BIG-IP functionality and routing integrity.
The three types that are NOT affected by Port Lockdown are:

1. Defined Virtual Server Traffic

Traffic destined to a Self TP that matches a configured virtual server is always accepted by the BIG-IP, regardless of Port
Lockdown settings.

This ensures that traffic processing does not break when administrators restrict Self-IP ports.

2. ICMP (Internet Control Message Protocol)

ICMP (such as ping, traceroute responses, etc.) always passes through a Self IP even when Port Lockdown is set to:
Allow Default

Allow None

Allow Custom

F5 allows ICMP for reachability and diagnostic purposes independent of Port Lockdown rules.

3. Centralized Management Infrastructure (CMI)

CMI includes the internal HA services used for:

Device Trust

ConfigSync

Failover

Mirroring

These essential HA commumications bypass Port Lockdown to prevent accidental cluster failure.
The well-known port for this traffic is TCP 4353, which is always permitted.
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