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Which IPsec phase 2 configuration must an administrator make on the FortiGate hub to enable equal-cost multi-path (ECMP)
routing when multiple remote sites connect with overlapping subnets?

A. Set net-device to ecmp
B. Set single-source to enable
C. Set route-overlap to allow
D. Set route-overlap to either use-new or use-old

Answer: D

Explanation:
When multiple remote sites connect to the same hub using overlapping subnets, FortiGate needs to determine which route should be
used for traffic forwarding. The route-overlap setting in IPsec Phase 2 allows FortiGate to handle this scenario by deciding whether
to keep the existing route (use-old) or replace it with a new route (use-new).
In an ECMP (Equal-Cost Multi-Path) routing setup, both routes should be retained and balanced, but FortiGate does not support
ECMP directly over overlapping routes in IPsec Phase 2. Instead, an administrator must decide which connection takes precedence
using route-overlap settings.

NEW QUESTION # 56 
An administrator is extensively using VXLAN on FortiGate.
Which specialized acceleration hardware does FortiGate need to improve its performance?

A. NP7
B. SP5
C. ##9
D. NTurbo

Answer: A

Explanation:
VXLAN (Virtual Extensible LAN) is an overlay network technology that extends Layer 2 networks over Layer 3 infrastructure.
When VXLAN is used extensively on FortiGate, hardware acceleration is crucial for maintaining performance.
# NP7 (Network Processor 7) is Fortinet's latest network processor designed to accelerate high-performance networking features,
including:
# VXLAN encapsulation/decapsulation
# IPsec VPN offloading
# Firewall policy enforcement
# Advanced threat protection at wire speed
NP7 significantly reduces latency and improves throughput when handling VXLAN traffic, making it the best choice for large-scale
VXLAN deployments.

NEW QUESTION # 57 
Refer to the exhibit, which shows a corporate network and a new remote office network.



An administrator must integrate the new remote office network with the corporate enterprise network.
What must the administrator do to allow routing between the two networks?

A. The administrator must implement BGP to inject the new remote office network into the corporate FortiGate device
B. The administrator must implement OSPF over IPsec on both FortiGate devices.
C. The administrator must configure virtual links on both FortiGate devices.
D. The administrator must configure a static route to the subnet 192.168.l.0/24 on the corporate FortiGate device.

Answer: B

Explanation:
In this scenario, the corporate network and the new remote office network need to communicate over the Internet, which requires a
secure and dynamic routing method. Since both networks are using OSPF (Open Shortest Path First) as the routing protocol, the
best approach is to establish an OSPF over IPsec VPN to ensure secure and dynamic route propagation.
OSPF is already running on the corporate network, and extending it over an IPsec tunnel allows dynamic route exchange between
the corporate FortiGate and the remote office FortiGate. IPsec provides encryption for traffic over the Internet, ensuring secure
communication. OSPF over IPsec eliminates the need for manual static routes, allowing automatic route updates if networks change.
The new remote office's 192.168.1.0/24 subnet will be advertised dynamically to the corporate network without additional
configuration.

NEW QUESTION # 58 
An administrator needs to install an IPS profile without triggering false positives that can impact applications and cause problems
with the user's normal traffic flow.
Which action can the administrator take to prevent false positives on IPS analysis?

A. Install missing or expired SSUTLS certificates on the client PC to prevent expected false positives.
B. Enable Scan Outgoing Connections to avoid clicking suspicious links or attachments that can deliver botnet malware and
create false positives.
C. Use the IPS profile extension to select an operating system, protocol, and application for all the network internal services
and users to prevent false positives.
D. Use an IPS profile with action monitor, however, the administrator must be aware that this can compromise network
integrity.

Answer: C

Explanation:
False positives in Intrusion Prevention System (IPS) analysis can disrupt legitimate traffic and negatively impact user experience. To
reduce false positives while maintaining security, administrators can:
# Use IPS profile extensions to fine-tune the settings based on the organization's environment.
# Select the correct operating system, protocol, and application types to ensure that IPS signatures match the network's actual traffic
patterns, reducing false positives.
# Customize signature selection based on the network's specific services, filtering out unnecessary or irrelevant signatures.

NEW QUESTION # 59 
A company's guest internet policy, operating in proxy mode, blocks access to Artificial Intelligence Technology sites using
FortiGuard. However, a guest user accessed a page in this category using port 8443.
Which configuration changes are required for FortiGate to analyze HTTPS traffic on nonstandard ports like



8443 when full SSL inspection is active in the guest policy?

A. Administrators can block traffic on nonstandard ports by enabling the SNI check in the SSL/SSH Inspection Profile.
B. In the Protocol Port Mapping section of the SSL/SSH Inspection Profile, enter 443, 8443 to analyze both standard (443)
and non-standard (8443) HTTPS ports.
C. To analyze nonstandard ports in web filter profiles, use TLSv1.3 in the SSL/SSH Inspection Profile.
D. Add a URL wildcard domain to the website CA certificate and use it in the SSL/SSH Inspection Profile.

Answer: B

Explanation:
When FortiGate is operating in proxy mode with full SSL inspection enabled, it inspects encrypted HTTPS traffic by default on port
443. However, some websites may use non-standard HTTPS ports (such as 8443), which FortiGate does not inspect unless
explicitly configured.
To ensure that FortiGate inspects HTTPS traffic on port 8443, administrators must manually add port 8443 in the Protocol Port
Mapping section of the SSL/SSH Inspection Profile. This allows FortiGate to treat HTTPS traffic on port 8443 the same as traffic
on port 443, enabling proper inspection and enforcement of FortiGuard category-based web filtering.

NEW QUESTION # 60
......
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