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Amazon AWS Certified Developer - Associate Sample Questions (Q547-
Q552):
NEW QUESTION # 547 
An application that is hosted on an Amazon EC2 instance needs access to files that are stored in an Amazon S3 bucket. The
application lists the objects that are stored in the S3 bucket and displays a table to the user.
During testing, a developer discovers that the application does not show any objects in the list.
What is the MOST secure way to resolve this issue?

A. Update the developer's user permissions to include the S3:ListBucket permission for the S3 bucket.
B. Update the S3 bucket policy by including the S3:ListBucket permission and by setting the Principal element to specify the
account number of the EC2 instance.
C. Update the IAM instance profile that is attached to the EC2 instance to include the S3:* permission for the S3 bucket.
D. Update the IAM instance profile that is attached to the EC2 instance to include the S3:ListBucket permission for the S3
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bucket.

Answer: D

Explanation:
Explanation
IAM instance profiles are containers for IAM roles that can be associated with EC2 instances. An IAM role is a set of permissions
that grant access to AWS resources. An IAM role can be used to allow an EC2 instance to access an S3 bucket by including the
appropriate permissions in the role's policy. The S3:ListBucket permission allows listing the objects in an S3 bucket. By updating the
IAM instance profile with this permission, the application on the EC2 instance can retrieve the objects from the S3 bucket and
display them to the user. Reference: Using an IAM role to grant permissions to applications running on Amazon EC2 instances

NEW QUESTION # 548 
A developer is deploying an application in the AWS Cloud by using AWS CloudFormation. The application will connect to an
existing Amazon RDS database. The hostname of the RDS database is stored in AWS Systems Manager Parameter Store as a
plaintext value. The developer needs to incorporate the database hostname into the CloudFormation template to initialize the
application when the stack is created.
How should the developer reference the parameter that contains the database hostname?

A. Use the ssm dynamic reference.
B. Use the Fn::ImportValue intrinsic function.
C. Use the Ref intrinsic function.
D. Use the ssm-secure dynamic reference.

Answer: A

NEW QUESTION # 549 
A company is building an ecommerce application. The company stores the application's static content in an Amazon S3 bucket. The
application stores data that includes personally identifiable information (PII). The application makes dynamic requests in JSON
format through an Amazon CloudFront distribution to an Amazon API Gateway REST API. The REST API invokes an AWS
Lambda function that stores and queries data in Amazon DynamoDB.
The company must ensure that all PII data is encrypted at rest in DynamoDB. The company must also protect specific data fields
more granularly. The company must ensure that the specified fields are encrypted at the edge. The specified fields must remain
encrypted throughout the full stack of the application.
Which solution will meet these requirements?

A. Create a new resource on the existing REST API and add a new POST method to the new resource.Configure the POST
method to invoke the Lambda function and an AWS KMS key to encrypt the sensitive data fields.
B. Create an RSA key pair. Configure the CloudFront distribution to use field-level encryption directly.
C. Create an AWS KMS key. Update the Lambda function to encrypt the data before inserting the data into DynamoDB.
Configure the function to decrypt the data after retrieval.
D. Configure a Lambda@Edge function to identify and encrypt the sensitive fields. Associate the function with the CloudFront
distribution.

Answer: B

Explanation:
The requirement is specific: certain JSON fields must be encrypted at the edge (before traversing the origin path) and must remain
encrypted end-to-end through CloudFront # API Gateway # Lambda # DynamoDB.
The AWS feature designed for encrypting specific fields at the edge is CloudFront field-level encryption.
With field-level encryption, CloudFront encrypts designated fields in an HTTPS request before forwarding the request to the origin.
The origin (API Gateway/Lambda) receives the encrypted values, and only trusted components that have the private key can
decrypt them-ensuring the fields remain protected throughout the stack.
Option B matches this exactly: field-level encryption uses an asymmetric key pair (public key used by CloudFront to encrypt; private
key held securely by the application for decryption). This satisfies "encrypted at the edge" and "remain encrypted throughout the full
stack." The "PII encrypted at rest in DynamoDB" requirement is also satisfied because DynamoDB supports encryption at rest by
default (and can use AWS owned or customer managed KMS keys). Field-level encryption adds granular protection for only the
most sensitive attributes beyond standard at-rest encryption.
Option A (Lambda@Edge encryption) could encrypt at edge, but it is more custom code, higher operational complexity, and is not



as direct/standard as CloudFront field-level encryption for encrypting request fields.
Option C encrypts in Lambda, not at the edge-data would already have traversed CloudFront and API Gateway in plaintext form
before Lambda encrypts it, violating the "encrypted at the edge" requirement.
Option D is not a defined mechanism for edge encryption; API Gateway methods do not provide edge field encryption with KMS in
this way.
Therefore, CloudFront field-level encryption is the correct solution.

NEW QUESTION # 550 
A developer is trying get data from an Amazon DynamoDB table called demoman-table. The developer configured the AWS CLI to
use a specific IAM use's credentials and ran the following command.
The command returned errors and no rows were returned.
What is the MOST likely cause of these issues?

A. The IAM user needs an associated policy with read access to demoman-table
B. Amazon DynamoOB cannot be accessed from the AWS CLI and needs to called via the REST API
C. The command is incorrect; it should be rewritten to use put-item with a string argument
D. The developer needs to log a ticket with AWS Support to enable access to the demoman-table

Answer: A

Explanation:
Explanation
This solution will most likely solve the issues because it will grant the IAM user the necessary permission to access the DynamoDB
table using the AWS CLI command. The error message indicates that the IAM user does not have sufficient access rights to perform
the scan operation on the table. Option A is not optimal because it will change the command to use put-item instead of scan, which
will not achieve the desired result of getting data from the table. Option B is not optimal because it will involve contacting AWS
Support, which may not be necessary or efficient for this issue. Option C is not optimal because it will state that DynamoDB cannot
be accessed from the AWS CLI, which is incorrect as DynamoDB supports AWS CLI commands.
References: AWS CLI for DynamoDB, [IAM Policies for DynamoDB]

NEW QUESTION # 551 
A company wants to automate part of its deployment process. A developer needs to automate the process of checking for and
deleting unused resources that supported previously deployed stacks but that are no longer used.
The company has a central application that uses the AWS Cloud Development Kit (AWS CDK) to manage all deployment stacks.
The stacks are spread out across multiple accounts. The developer's solution must integrate as seamlessly as possible within the
current deployment process.
Which solution will meet these requirements with the LEAST amount of configuration?

A. In the central AWS CDK application, write a handler function in the code that uses AWS SDK calls to check for and
delete unused resources. Create an AWS CloudPormation template from a JSON file. Use the template to attach the function
code to an AWS Lambda function and lo invoke the Lambda function when the deployment slack runs.
B. In the central AWS CDK application. write a handler function in the code that uses AWS SDK calls to check for and
delete unused resources. Create an AWS CDK custom resource Use the custom resource to attach the function code to an
AWS Lambda function and to invoke the Lambda function when the deployment stack runs.
C. In the AWS Lambda console write a handler function in the code that uses AWS SDK calls to check for and delete
unused resources. Create an AWS CDK custom resource. Use the custom resource to import the Lambda function into the
stack and to Invoke the Lambda function when the deployment stack runs.
D. In the central AWS CDK, write a handler function m the code that uses AWS SDK calls to check for and delete unused
resources. Create an API in AWS Amplify Use the API to attach the function code to an AWS Lambda function and to
invoke the Lambda function when the deployment stack runs.

Answer: B

Explanation:
Explanation
This solution meets the requirements with the least amount of configuration because it uses a feature of AWS CDK that allows
custom logic to be executed during stack deployment or deletion. The AWS Cloud Development Kit (AWS CDK) is a software
development framework that allows you to define cloud infrastructure as code and provision it through CloudFormation. An AWS
CDK custom resource is a construct that enables you to create resources that are not natively supported by CloudFormation or



perform tasks that are not supported by CloudFormation during stack deployment or deletion. The developer can write a handler
function in the code that uses AWS SDK calls to check for and delete unused resources, and create an AWS CDK custom
resource that attaches the function code to a Lambda function and invokes it when the deployment stack runs. This way, the
developer can automate the cleanup process without requiring additional configuration or integration. Creating a CloudFormation
template from a JSON file will require additional configuration and integration with the central AWS CDK application. Creating an
API in AWS Amplify will require additional configuration and integration with the central AWS CDK application and may not
provide optimal performance or availability. Writing a handler function in the AWS Lambda console will require additional
configuration and integration with the central AWS CDK application.

NEW QUESTION # 552
......
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