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Acquia Drupal-Site-Builder Exam Syllabus Topics:

Section

‘Weight

Objectives

Topic 1: Site Configuration

20%

- User accounts and permissions setup
- Configuration import, export, synchronization
- Core site settings: accounts, content, search, media etc.

Topic 2: Content Modeling

28%

- Content types and vocabularies

- Menus, menu items and menu blocks

- Rich media usage via Media module

- Comment types and comments management

- Multilingual content and interface configuration
- Block types and blocks configuration

- Contact forns setup and management

Topic 3: Site Display

20%

- Content lists creation and management with Views
- Layout building with Layout Builder

- Content display control using block system

- Entity presentation customization
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- Security risks from configuration

2 . o 0
Topic 4: Security and Performance 8% - Performance impacts from configuration
- Drupal features and terminology
Topic 5: Understanding Drupal and working with a Drupal 1% Content vs block differentiation
Site ® |- Troubleshooting content, configuration and maintenance
issues

- Add, update, remove contributed themes
Topic 6: Contributed Module and Theme Management 12% |- Community participation and issue reporting
- Add, update, remove contributed modules
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HH #24
Recent log entries of your site show that there are too many failed login attempts for the site super admin user (user 1).
How can you better secure the Drupal super admin user (user 1) from outside attacks?

A. Remove the "Administrator” role fromuser 1, which makes them an anonymous user.

B. Cancel the user account for user 1.

C. Only allow members of the Drupal community in good standing to be user 1.

D. Do not give this user an obvious name like "admin" or "administrator" which are too easy to guess.

IEf#: D

R -

Drupal's official security guidance for the super user account (user 1 ) specifically recommends that administrators do not name the
first account "admin" or something obvious . The reason is straightforward: obvious usernames make brute-force and credential-
guessing attacks easier, because attackers already know half of the login credentials they need to target. Drupal's administration and
security documentation also recommends limiting direct use of user 1 and protecting it carefully because it is a uniquely powerful
account.

That makes option D the correct answer. The other options do not match Drupal's documented best practices.

There is no Drupal security rule about "members of the Drupal community in good standing' being allowed to use user 1. Canceling
the user 1 account is not the recommended solution for this situation, and removing the Administrator role fromuser 1 would not
make the account anonymous; in Drupal, user 1 is a special account with superuser behavior that is handled separately from ordinary
role assignment. Drupal's own guidance emphasizes safer naming and tighter handling of the account, not these alternative actions.

B #25

Your site is experiencing high page load times. When looking at recent log messages, you noticed a high frequency of "page not
found" messages froma single [P address. On further mvestigation, the IP address was tracked to a suspicious crawler.

Which step will you take to improve site performance?

A. Vistt the Search administration page, select redirect 404s to the search page.
B. No action needed, Drupal automatically blocks any such suspicious visitors.
C. Enable "Ban" module and configure it to ban the IP address found in the logs.
D. Visit the Performance administration page, select "enable fast 404s".
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IEf#: D

R :

The best answer is B because the problem described is a large volume of 404 Page Not Found requests generated by a crawler,
and Drupal core includes Fast 404 handling specifically to reduce the performance cost of such requests. In Drupal 10 and Drupal
11, core contains a Fast404ExceptionHtmlSubscriber and configuration under system performance:fast 404 . Drupal's API
documentation explains that Fast 404 returns a minimalist 404 response for matching requests instead of going through the full
themed page handling, which lowers processing overhead for repeated invalid URL requests.

Option A may help block a bad actor, but banning one IP address is not the Drupal-documented performance feature aimed at
reducing the cost of many 404s. Option C would worsen the situation because redirecting missing pages to search adds extra
processing rather than reducing it. Option D is incorrect because Drupal does not automatically block suspicious visitors just
because they generate many 404 log entries. Also, Drupal

10 release notes explicitly note that Fast 404 is a core capability and that separate legacy settings.php-based handling is no longer
the recommended approach.

HM #26
What are the new features built into Drupal 10 core?

A. Decoupled Menu, Starterkit for theme, Improved Layout Builder, CKEditorS
B. User Groups, Taxonomy Access Control, Flags, Social Media Integration

C. SEO Tools, Analytics, Social Sharing, Single Sign On (SSO)

D. Webforms, Web Tokens, Page Rules, User Profiles

Ef: A

A -

Drupal 10 introduced several important enhancements and modernizations in core, focusing on improving developer experience, site
building, and front-end capabilities. One of the most significant updates is the replacement of CKEditor 4 with CKEditor 5 , which
provides a modern editing experience and better extensibility.

Drupal 10 also includes the Starterkit theme generator , which replaces older base themes and allows developers to create custom
themes more cleanly and maintainably. Additionally, improvements were made to Layout Builder , enhancing usability and flexibility
for managing layouts without requiring custom code.

Drupal continues to support decoupled/Headless architectures using built-in APIs like JSON:API, and improvements in this area are
reflected in Drupal 10's capabilities.

The other options list features typically provided by contributed modules , not Drupal core. For example, Webforms, SEO tools,
social sharing, and flags are not part of Drupal core and must be added separately.

Thus, option A correctly represents features and improvements included in Drupal 10 core.

R #27

You have created a custom block "Festival Offer" and placed this block in the header section of your site.

Your site has a "Premium customer" user role. You need to show this block only on the front page and only to users who have a
"Premium customer” user role.

Which two visibility settings you need to make to the "Festival Offer block to achieve these requirements?

A. Select the user role "Premum customer” from the Roles tab.

B. Remove < front > path in the Pages tab & select "Hide for the listed pages".
C. Add < front > path in the Pages tab and select "Show for the listed pages".
D. Select the user role "Authenticated user" from the Roles tab.

EME: AL C

At :

Drupal 10 and Drupal 11 let you control block display through visibility conditions on the block configuration form. Drupal's block
management documentation explains that a block's visibility can depend on page- specific visibility settings and also on user role
conditions. For page visibility, Drupal specifically notes that the front page is an exception and nmust be entered as < front > . To
show a block only on the homepage, you add < front > in the Pages visibility settings and choose "Show for the listed pages." To
limit the block to a specific audience, you use the Roles visibility condition and select the exact role that should see the block. In this
case, that is Premium custormer , not the broader Authenticated user role, because selecting Authenticated user would show the
block to all logged-in users who have that role, not just premium customers. Drupal core's block form API also confirms that block



visibility is built through configurable visibility conditions in the block UI.
So the correct combination is:
A for the role restriction, and B for the front-page-only restriction.

P #28

You manage a popular news portal which has a very busy comments section. You've been asked to add several new fields and a
View for the news area of a site. The QA team wants to review your work in staging before rolling everything out to production at
once. The editorial team has specified that the site's comments activity should not be affected by these changes.

How can you meet these requirements without having to create the new functionality independently in both environments?

e A Create the fields and View in a development copy of the site. Export the site configuration to code.Push that code to the
staging environment and import the site configuration there. Once QA is satisfied, repeat the process in production.

¢ B. Copy the production database into the staging environment. Create the fields and View there. Once QA is satisfied, copy
the staging database into the production environment.

e (. Create the fields and View in a fresh installation of Drupal core. Export the site configuration into your site's existing
codebase, push the code to the staging environment, and import the site configuration there. Once QA is satisfied, repeat the
process in production.

¢ D. Configuration created in the staging environment is automatically available to the production environment since they share a
database.

EfE: A

A -

Drupal's configuration management system s specifically designed to move site configuration -such as content types, fields,
vocabularies, and Views-between environments by exporting configuration to files and then importing it elsewhere. Drupal
documentation explicitly describes configuration as the administrative settings that determine how the site finctions, and it lists fields
and views as examples of configuration.

That makes option D the correct workflow: build the new fields and View on a development copy of the site, export the
configuration to code, deploy that code to staging, import it for QA review, and then repeat the import in production after approval
This preserves live editorial activity such as comments , because comments are site content , not configuration, and configuration
deployment avoids overwriting production content with a copied database.

Option A is risky because copying the staging database back to production could overwrite live comments and other newly created
production content. Option B is false because staging and production do not automatically share configuration through one database
in a normal deployment workflow. Option C is inferior because configuration should be created froma development copy of the
actual site, where the existing modules, schema, and site setup already match the target environments.
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