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View the GlobalProtect configuration screen capture.
What is the purpose of this configuration?

A. It forces the firewall to perform a dynamic DNS update, which adds the internal gateway's hostname and IP address to the
DNS server.
B. It forces an internal client to connect to an internal gateway at IP address 192.168.10.1.
C. It enables a client to perform a reverse DNS lookup on 192.168.10.1 to detect that it is an internal client.
D. It configures the tunnel address of all internal clients to an IP address range starting at 192.168.10.1.

Answer: B

Explanation:
Reference:
https://www.paloaltonetworks.com/documentation/80/globalprotect/globalprotect-admin-guide/globalprotect-por the-globalprotect-
client-authentication-configurations/define-the-globalprotect-agent-configurations
"Select this option to allow the GlobalProtect agent to determine if it is inside the enterprise network.
This option applies only to endpoints that are configured to communicate with internal gateways.When the user attempts to log in, the
agent does a reverse DNS lookup of an internal host using the specified Hostname to the specified IP Address. The host serves as a
reference point that is reachable if the endpoint is inside the enterprise network. If the agent finds the host, the endpoint is inside the
network and the agent connects to an internal gateway; if the agent fails to find the internal host, the endpoint is outside the network
and the agent establishes a tunnel to one of the external gateways"

NEW QUESTION # 202 
In an existing deployment, an administrator with numerous firewalls and Panorama does not see any WildFire logs in Panorama.
Each firewall has an active WildFire subscription On each firewall. WildFire togs are available.
This issue is occurring because forwarding of which type of logs from the firewalls to Panorama is missing?

A. Traffic togs
B. WildFire logs
C. Threat logs
D. System logs

Answer: C

Explanation:
Explanation
Access to the WildFire logs from Panorama requires the following: a WildFire subscription, a File Blocking profile that is attached to
a Security rule, and Threat log forwarding to Panorama.https://docs.paloaltonetworks.com/panorama/10-2/panorama-
admin/monitor-network-activity/use-case

NEW QUESTION # 203 
A firewall administrator is troubleshooting problems with traffic passing through the Palo Alto Networks firewall. Which method
shows the global counters associated with the traffic after configuring the appropriate packet filters?

A. From the CLI, issue the show counter global filter packet-filter yes command.
B. From the CLI, issue the show counter global filter pcap yes command.
C. From the GUI, select show global counters under the monitor tab.
D. From the CLI, issue the show counter interface command for the ingress interface.

Answer: A

Explanation:
You can check global counters for a specific source and destination IP addresses by setting a packet filter. We recommend that you
use the global counter command with a packet filter to get specific traffic outputs. These outputs will help isolate the issue between
two peers.
Use the following CLI command to show when traffic is passing through the Palo Alto Networks firewall from that source to
destination.
> show counter global filter packet-filter yes delta yes
Global counters:



Elapsed time since last sampling: 20.220 seconds
name value rate severity category aspect description
-------------------------------------------------------------------------------- pkt_recv 6387398 4 info packet pktproc Packets
received pkt_recv_zero 370391 0 info packet pktproc Packets received from QoS 0 Etc.
https://live.paloaltonetworks.com/t5/Management-Articles/How-to-check-global-counters-for-a- specific-source-and/ta-p/65794

NEW QUESTION # 204 
An administrator is defining protection settings on the Palo Alto Networks NGFW to guard against resource exhaustion. When
platform utilization is considered, which steps must the administrator take to configure and apply packet buffer protection?

A. Create and Apply Zone Protection Profiles in all ingress zones.
Enable Packet Buffer Protection per ingress zone.
B. Enable per-vsys Session Threshold alerts and triggers for Packet Buffer Limits.
Enable Zone Buffer Protection per zone.
C. Configure and apply Zone Protection Profiles for all egress zones.
Enable Packet Buffer Protection pre egress zone.
D. Enable and then configure Packet Buffer thresholds
Enable Interface Buffer protection.
E. Enable and configure the Packet Buffer protection thresholds.
Enable Packet Buffer Protection per ingress zone.

Answer: E

Explanation:
https://www.paloaltonetworks.com/documentation/80/pan-os/pan-os/zone-protection-and-dos- protection/configure-zone-
protection-to-increase-network-security/configure-packet-buffer- protection

NEW QUESTION # 205 
An engineer reviews high availability (HA) settings to understand a recent HA failover event. Review the screenshot below.
Which timer determines the frequency at which the HA peers exchange messages in the form of an ICMP (ping)

A. Heartbeat Interval
B. Promotion Hold Time
C. Hello Interval
D. Monitor Fail Hold Up Time

Answer: A

Explanation:
The heartbeat interval determines the frequency at which the HA peers exchange messages in the form of an ICMP (ping). The
default value is 1000 milliseconds (1 second). The heartbeat interval is used to detect failures and trigger failover in an HA pair1. The
other options are not correct. The hello interval determines the frequency at which the HA peers exchange messages in the form of
an HA packet. The default value is 3000 milliseconds (3 seconds). The hello interval is used to establish and maintain HA
connectivity2. The promotion hold time determines the amount of time that a passive firewall waits before it becomes active after
detecting a failure on the active firewall. The default value is 5000 milliseconds (5 seconds)3. The monitor fail hold up time
determines the amount of time that a firewall waits before it declares a monitor failure after detecting a link down event on an
interface. The default value is 2000 milliseconds (2 seconds)4. Reference: 1: https://docs.paloaltonetworks.com/pan-os/10-2/pan-
os-admin/high-availability/ha-concepts/ha-timers 2: https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/high-
availability/ha-concepts/ha-timers 3: https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/high-availability/ha-concepts/ha-
timers 4: https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/high-availability/ha-concepts/ha-timers
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