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CrowdStrike Certified Falcon Hunter Sample Questions (Q12-Q17):
NEW QUESTION # 12 
What information is shown in Host Search?

A. Processes and Services
B. Prevention Policies
C. Intel Reports
D. Quarantined Files

Answer: A

Explanation:
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Processes and Services is one of the information that is shown in Host Search. Host Search is an Investigate tool that allows you to
view events by category, such as process executions, network connections, file writes, etc. Processes and Services is one of the
categories that shows information such as process name, command line, parent process name, parent command line, etc. for each
process execution event on a host. Quarantined Files, Prevention Policies, and Intel Reports are not shown in Host Search.

NEW QUESTION # 13 
What information is provided when using IP Search to look up an IP address?

A. Suspicious IP addresses
B. Internal IPs only
C. Both internal and external IPs
D. External IPs only

Answer: D

Explanation:
IP Search is an Investigate tool that allows you to look up information about external IPs only. It shows information such as
geolocation, network connection events, detection history, etc. for each external IP address that has communicated with your hosts.
It does not show information about internal IPs, suspicious IPs, or both internal and external IPs.

NEW QUESTION # 14 
Event Search data is recorded with which time zone?

A. UTC
B. EST
C. GMT
D. PST

Answer: A

Explanation:
Event Search data is recorded with UTC (Coordinated Universal Time) time zone. UTC is a standard time zone that is used as a
reference point for other time zones. PST (Pacific Standard Time), GMT (Greenwich Mean Time), and EST (Eastern Standard
Time) are not the time zones that Event Search data is recorded with.

NEW QUESTION # 15 
The help desk is reporting an increase in calls related to user accounts being locked out over the last few days. You suspect that this
could be an attack by an adversary against your organization. Select the best hunting hypothesis from the following:

A. A zero-day vulnerability is being exploited on a Microsoft Exchange server
B. A password guessing attack is being executed against remote access mechanisms such as VPN
C. A publicly available web application has been hacked and is causing the lockouts
D. Users are locking their accounts out because they recently changed their passwords

Answer: B

Explanation:
A hunting hypothesis is a statement that describes a possible malicious activity that can be tested with data and analysis. A good
hunting hypothesis should be specific, testable, and relevant to the problem or goal. In this case, the best hunting hypothesis from the
following is that a password guessing attack is being executed against remote access mechanisms such as VPN, as it explains the
possible cause and method of the user account lockouts in a specific and testable way. A zero-day vulnerability on a Microsoft
Exchange server is too vague and does not explain how it relates to the lockouts. A hacked web application is also too vague and
does not specify how it causes the lockouts. Users locking their accounts out because they recently changed their passwords is not a
malicious activity and does not account for the increase in calls.

NEW QUESTION # 16 



What topics are presented in the Hunting and Investigation Guide?

A. Detailed summary of event names, descriptions, and some key data fields for hunting and investigation
B. Sample hunting queries, select walkthroughs and best practices for hunting with Falcon
C. Detailed tutorial on writing advanced queries such as sub-searches and joins
D. Recommended platform configurations and prevention settings to ensure detections are generated for hunting leads

Answer: B

Explanation:
This is the correct answer for the same reason as above. The Hunting and Investigation guide provides sample hunting queries, select
walkthroughs, and best practices for hunting with Falcon. It does not provide a detailed tutorial on writing advanced queries, a
detailed summary of event names and descriptions, or recommended platform configurations and prevention settings.
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