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- First, you create or use an existing key in a supported external key management partner system.
This key has a unique URI or key path,
- Newt, you grant your Google Cloud praject access to use the key, in the external key management
partner system.
- In your Google Cloud project, you create a Clowd EKM koy, using the URL or key path for the
externally-managed key.
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EE #188
‘Which means of access management is used to determine whether someone is a legitimate user?

A. Policy management
B. Authentication

C. Federation

D. Authorization

HE: B

MY

Authentication is the access management process used to determine whether someone is a legitimate user.

Managing Cloud documentation explains that authentication verifies identity by validating credentials such as passwords, certificates,

tokens, or biometric data.

This process answers the question, "Who are you?" before granting access to systens or services. Strong authentication mechanisns
are critical in cloud environments due to remote access, shared infrastructure, and internet exposure.

Authorization determines what an authenticated user is allowed to do, federation enables identity sharing across systens, and policy

management defines rules. Therefore, authentication is the correct answer.

EE #189

As part of training to help the data center engineers understand different attack vectors that affect the infrastructure, they work on a
set of information about access and availability attacks that was presented. Part of the labs requires the engineers to identify different
threat vectors and their names. Which threat prohibits the use of data by preventing access to it?

A. Brute force

B. Denial of service
C. Encryption

D. Ranbow tables

He:. B

ME:

The described threat is aDenial of Service (DoS)attack. In security contexts, a DoS attack ains to make a system, application, or
data unavailable to legitimate users by overwhelming resources. Unlike brute force or rainbow table attacks, which target
authentication mechanisis, or encryption, which is a defensive control, DoS focuses on disrupting availability-the "A" in the
Confidentiality, Integrity, Availability (CIA) triad.

DoS can be executed in many ways: flooding a network with traffic, exhausting server memory, or overwhelming application
processes. When scaled by multiple coordinated systens, it becomes a Distributed Denial of Service (DDoS) attack. In either case,
the effect is the same-authorized users cannot access critical data or services.

For cloud environments, where service uptine is crucial, DoS protections such as rate limiting, auto-scaling, and upstream filtering
are essential. Training data center engineers to recognize DoS helps them understand the importance of resilience strategies and
ensures continuity planning includes availability safeguards.

EE #190
Which risk relates to the removal of a person's information within the public cloud by legal authorities?

A. Remote wiping
B. Data masking
C. Data seizure

D. Vendor lock-in

g: C
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Data seizure is the risk associated with legal authorities removing or accessing a person's information stored in a public cloud.
Managing Cloud guidance explains that cloud data is subject to the laws and legal processes of the jurisdiction in which it resides.

In some cases, government agencies may compel cloud service providers to disclose or seize data as part of legal investigations. This
can occur without the data owner's direct involvement and may affect confidentiality, privacy, and business operations. Public cloud
environments increase this risk because infrastructure is shared and often spans multiple jurisdictions.

Remote wiping is a data destruction technique, vendor lock-in relates to dependency on providers, and data masking protects
sensitive data. Therefore, data seizure is the correct risk.

A2 #191
How does a cloud-based distributed denial-of-service (DDoS) protection strategy help in the event of an attack?

A. Rerouting traffic to the mitigation services
B. Using round-robin load balancing
C. Scaling the receiving application

D. Having muttiple endpoints
qHHY: A

Y.

A cloud-based DDoS protection strategy helps mitigate attacks by rerouting trafic to specialized mitigation services. Managing
Cloud guidance explains that cloud providers leverage large-scale, distributed infrastructures capable of absorbing and filtering
massive volumes of malicious traffic.

When an attack is detected, traffic is redirected to scrubbing centers or mitigation platforms that analyze and filter malicious packets
before forwarding legitimate traffic to the target application. This prevents backend systems from becoming overwhelmed and
ensures service availability.

The other options provide limited protection. Load balancing and multiple endpoints distribute traffic but do not filter attacks, and
scaling applications may still fail under volumetric attacks. Therefore, rerouting traffic to mitigation services is the most effective
strategy.

AE #192
‘Which security testing method requires compliance with the cloud service provider's terms of service?

A. Vulnerability assessment

B. Continuous delivery pipeline
C. Code review

D. Static analysis

HE: A

Y.

A vulnerability assessment requires compliance with the cloud service provider's terms of service.

Managing Cloud documentation explains that vulnerability scanning and testing can affect cloud infrastructure and other tenants if not
properly authorized.

CSPs define acceptable testing activities to protect shared environments. Customers must follow these guidelines to avoid violating
contracts or causing service disruptions. Many CSPs require prior notification or explicit permission before conducting vulnerability
assessments.

The other methods involve internal development processes and do not impact cloud infrastructure directly.

Therefore, vulnerability assessment is the correct answer.
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