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Fortinet NSE 7 - Security Operations 7.6 Architect Sample Questions (Q33-
Q38):

NEW QUESTION # 33

A customer wants FortiAnalyzer to run an automation stitch that executes a CLI command on FortiGate to block a predefined list of
URLSs, if a botnet command-and-control (C&C) server IP is detected.

‘Which FortiAnalyzer feature must you use to start this automation process?

A. Connector
B. Event handler
C. Playbook

D. Data selector

Answer: B

Explanation:

* Understanding Automation Processes in FortiAnalyzer:

* FortiAnalyzer can automate responses to detected security events, such as running commands on FortiGate devices.

* Analyzing the Customer Requirement:

* The customer wants to run a CLI command on FortiGate to block predefined URLs when a botnet C&C server IP is detected.
* This requires an automated response triggered by a specific event.

* Evaluating the Options:

* Option A:Playbooks orchestrate conplex workflows but are not typically used for direct event- triggered automation processes.
* Option B:Data selectors filter logs based on criteria but do not initiate autormation processes.

* Option C:Event handlers can be configured to detect specific events (such as detecting a botnet C&C server IP) and trigger
autormation stitches to execute predefined actions.

* Option D:Connectors facilitate communication between FortiAnalyzer and other systems but are not the primary mechanism for
mitiating autormation based on log events.

* Conclusion:

* To start the automation process when a botnet C&C server IP is detected, you must use anEvent handlerin FortiAnalyzer.
References:

Fortinet Documentation on Event Handlers and Autormation Stitches in FortiAnalyzer.

Best Practices for Configuring Automated Responses in FortiAnalyzer.

NEW QUESTION # 34

Refer to the exhibit.

You notice that the custom event handler you configured to detect SMTP reconnaissance activities is creating a large number of
events. This is overwhelming your notification system.

How can you fix this?

A. Disable the custom event handler because it is not working as expected.

B. Increase the log field value so that it looks for more unique field values when it creates the event.
C. Increase the trigger count so that it identifies and reduces the count triggered by a particular group.
D. Decrease the time range that the custom event handler covers during the attack.

Answer: C

Explanation:

* Understanding the Issue:

* The custom event handler for detecting SMTP reconnaissance activities is generating a large number of events.

* This high volume of events is overwhelming the notification system, leading to potential alert fatigue and inefficiency in incident
response.

* Event Handler Configuration:

* Event handlers are configured to trigger alerts based on specific criteria.

* The frequency and volume of these alerts can be controlled by adjusting the trigger conditions.

* Possible Solutions:

* A. Increase the trigger count so that it identifies and reduces the count triggered by a particular group:



* By increasing the trigger count, you ensure that the event handler only generates alerts after a higher threshold of activity is
detected.

* This reduces the number of events generated and helps prevent overwhelming the notification system

* Selected as it effectively manages the volume of generated events.

* B. Disable the custom event handler because it is not working as expected:

* Disabling the event handler is not a practical solution as it would completely stop monitoring for SMTP reconnaissance activities.
* Not selected as it does not address the issue of fine-tuning the event generation.

* C. Decrease the time range that the custom event handler covers during the attack:

* Reducing the time range might help in some cases, but it could also lead to missing important activities if the attack spans a longer
period.

* Not selected as it could lead to underreporting of significant events.

* D. Increase the log field value so that it looks for more unique field values when it creates the event:

* Adjusting the log field value might refine the event criteria, but it does not directly control the volume of alerts.

* Not selected as it is not the most effective way to manage event volume.

* Tmplementation Steps:

* Step 1: Access the event handler configuration in FortiAnalyzer.

* Step 2: Locate the trigger count setting within the custom event handler for SMTP reconnaissance.

* Step 3: Increase the trigger count to a higher value that balances alert sensitivity and volume.

* Step 4: Save the configuration and monitor the event generation to ensure it aligns with expected levels.

* Conclusion:

* By increasing the trigger count, you can effectively reduce the number of events generated by the custom event handler, preventing
the notification system from being overwhelmed.

Fortinet Documentation on Event Handlers and Configuration FortiAnalyzer Administration Guide Best Practices for Event
Management Fortinet Knowledge Base By increasing the trigger count in the custom event handler, you can manage the volume of
generated events and prevent the notification system from being overwhelmed.

NEW QUESTION # 35
When you use a manual trigger to save user nput as a variable, what is the correct Jinja expression to reference the variable?
(Choose one answer)

A. {{ globalVars.<variable name> }}

B. {{ vars.tem<variable name> }}

C. {{ vars.input.params.<variable name> } }
D. {{ vars.steps.<variable name> } }

Answer: C

Explanation:

Comprehensive and Detailed Explanation From FortiSOAR 7.6., FortiSIEM 7.3 Exact Extract study guide:

InFortiSOAR 7.6, the playbook engine utilizes Jinja2 expressions to handle dynamic data. When a playbook is configured with
aManual Trigger, the administrator can define input fields (such as text, picklists, or checkboxes) that an analyst must fill out when
executing the playbook froma record.

* Input Parameter Mapping:Any data entered by the user during this manual trigger phase is automatically mapped to the
mput.parans dictionary within the vars object. Therefore, the syntax to retrieve a specific input value is {{
vars.input.parais. variable name } }.

* Scope of Variables:This specific path ensures that the variable is pulled from the initial user input rather than from the output of a
subsequent step (vars.steps) or a globally defined variable (globalVars).

NEW QUESTION # 36
Your company is doing a security audit To pass the audit, you must take an nventory of all software and applications running on all
Windows devices Which FortiAnalyzer connector must you use?

A. Local Host

B. FortiCASB

C. FortiClient EMS
D. ServiceNow

Answer: C



Explanation:

* Requirement Analysis:

* The objective is to inventory all software and applications running on all Windows devices within the organization.

* This inventory must be comprehensive and accurate to pass the security audit.

* Key Components:

* FortiClient EMS (Endpoint Management Server):

* FortiClient EMS provides centralized management of endpoint security, including software and application inventory on Windows
devices.

* It allows administrators to monitor, manage, and report on all endpoints protected by FortiClient.

* Connector Options:

* FortiClient EMS:

* Best suited for managing and reporting on endpoint software and applications.

* Provides detailed inventory reports for all managed endpoints.

* Selected as it directly addresses the requirement of taking inventory of software and applications on Windows devices.
* ServiceNow:

* Primarily a service management platform

* While it can be used for asset management, it is not specifically tailored for endpoint software inventory.

* Not selected as it does not provide direct endpoint inventory management.

* FortiCASB:

* Focuses on cloud access security and monitoring SaaS applications.

* Not applicable for managing or inventorying endpoint software.

* Not selected as it is not related to endpoint software inventory.

* Local Host:

* Refers to handling events and logs within FortiAnalyzer itself:

* Not specific enough for detailed endpoint software mventory.

* Not selected as it does not provide the required endpoint inventory capabilities.

* Implementation Steps:

* Step 1: Ensure all Windows devices are managed by FortiClient and connected to FortiClient EMS.

* Step 2: Use FortiClient EMS to collect and report on the software and applications installed on these devices.

* Step 3: Generate inventory reports from FortiClient EMS to meet the audit requireiments.

Fortinet Documentation on FortiClient EMS FortiClient EMS Administration Guide By using the FortiClient EMS connector, you
can effectively mventory all software and applications on Windows devices, ensuring compliance with the security audit
requirements.

NEW QUESTION # 37
What are three capabilities of the built-in FortiSOAR Jinja editor? (Choose three answers)

A. 1t defines conditions to trigger a playbook step.

B. It checks the validity of a Jinja expression.

C. It creates new records in bulk.

D. It loads the environment JSON of a recently executed playbook.
E. It renders output by combining Jinja expressions and JSON nput.

Answer: B,D,E

Explanation:

Comprehensive and Detailed Explanation From FortiSOAR 7.6., FortiSIEM 7.3 Exact Extract study guide:

The built-in Jinja editor nFortiSOAR 7.6is a powerful utility designed to help playbook developers write and test complex data
manipulation logic without having to execute the entire playbook. Its primary capabilities include:

* Renders output (A):The editor provides a "Preview" or "Evaluation” pane. By combining aJinja expressionwith a sampleJSON
mput(manually entered or loaded), the editor dynamically calculates and displays the resulting output. This allows for immediate
verification of data transformation logic.

* Checks validity (B):The editor includes built-in linting and syntax validation. It alerts the developer to errors such as unclosed
brackets, incorrect filter usage, or invalid syntax, ensuring that only valid Jinja code is saved into the playbook step.

* Loads environment JSON (D):One of the most significant features for troubleshooting is the ability toload the environment
JSONfrom a recent execution. This populates the editor's variable context (vars) with the actual data fiom a specific playbook run,
allowing the developer to test expressions against real-world data that recently passed through the system

Why other options are incorrect:

* Creates new records in bulk (C):While Jinja expressions are used to format the data that goes into a record, the actual creation of
records is handled by the""Create Record"step or specificConnectors, not by the Jinja editor utility itself.



* Defines conditions to trigger a playbook step (E):Jinja is thelanguageused to write conditions within a

"Decision" step or "Step Utilities," but the Jinja Editor is a tool forevaluating and testingthose expressions. The definition of the
condition logic and the triggering behavior is a fimction of the Playbook Engine and Step configuration, not the editor's standalone
capabilities.

NEW QUESTION # 38
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