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Z| Al Cloud Security Knowledge CCSK 2 M Z 2 A (Q213-Q218):

A2 #213
In order to determine critical assets and processes of the organization, it must first conduct a:

A. Host hardening

B. Datacentre monitoring

C. Business Impact Analysis(BIA)
D. Risk Assessment

He. C
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This is a process known as the business impact analysis(BIA). We determine a value for every asset(usually in terms of
dollars),,what it would cost the organization if we lost that asset(either temporarily or permanently), what it would cost to replace or
repair that asset, and any alternate methods for dealing with that loss.

AE #214
Who is ultimately liable for all data loss and breaches in the cloud environment?

A. Cloud reseller

B. Cloud customer

C. Cloud access security broker(CASB)
D. Cloud service provider

HE: B

Y.
It is the customer who is ultimately responsible for any type of data loss or breaches

AE #215
In a cloud computing incident, what should be the initial focus of analysis due to the ephemeral nature of resources and centralized
control mechanisims?

A. Physical hardware access

B. Network perimeter monitoring
C. Management plane activity logs
D. Endpoint protection status
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In a cloud computing incident, the initial focus of analysis should be on the management plane activity logs due to the ephemeral
nature of resources and centralized control mechanisms in cloud environments. The management plane controls and monitors the
overall cloud infrastructure, and its activity logs provide crucial information about changes to configurations, access controls,
resource provisioning, and administrative actions that can help identify the root cause of an incident.

Network perimeter monitoring and endpoint protection status are also important, but in cloud environments where resources can be
rapidly provisioned and decommissioned, the management plane logs provide the most immediate msight into administrative actions
and the overall state of the cloud environment.

Physical hardware access is generally the responsibility of the cloud provider and less relevant in the mnitial stages of a cloud incident
analysis, especially when focusing on virtualized and managed resources.
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AE #216
Which practice ensures container security by preventing post-deployment modifications?

A. Use of immutable containers

B. Employing Role-Based Access Control (RBAC) for container access
C. Regular vulnerability scanning of deployed containers

D. Implementing dynamic network segmentation policies

He: A
ME.

Immutable containers are not altered post-deployment, ensuring the integrity of the deployed environment and reducing the risk of
unauthorized modifications. Reference: [CCSK v5 Curriculum, Domain 8 - Cloud Workload Security]

HAE #217
What does it mean if the system or environment is built automatically from a template?

A. Nothing,

B. It depends on how the automation is configured.

C. Changes made in test are overwritten by the next code or template change.

D. Changes made in production are overwritten by the next code or template change.
E. Changes made in production are untouched by the next code or template change.
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