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Fortinet FCSS_CDS_AR-7.6 Exam Syllabus Topics:

Topic Details

Topic 1

Cloud Infrastructure Monitoring: Cloud Security Engineers are assessed on their ability to monitor cloud
networks and workloads using both cloud provider native tools and Fortinet’s monitoring solutions. This
section includes overseeing AWS and Azure network health and security posture to ensure continuous
visibility and threat detection in cloud environments.

Topic 2

Security Solutions Deployment and Integration: This section evaluates Cloud Security Engineers on
deploying Fortinet solutions to secure various cloud service models, including Infrastructure as a Service
(IaaS) and Container as a Service (CaaS). It includes integrating Fortinet security tools with cloud-native
services to ensure robust protection across cloud workloads and environments.

Topic 3

Automation and Deployment Tools: This domain focuses on the skills of DevOps Engineers in automating
cloud infrastructure and security deployments. It covers using Infrastructure as Code tools such as
Terraform and Ansible for cloud provisioning, as well as deploying Fortinet solutions through platform-
specific automation frameworks like Azure Bicep and AWS CloudFormation to enable repeatable and
scalable security implementations.

Topic 4

Troubleshooting and Connectivity Management: Targeting DevOps Engineers, this section focuses on
diagnosing and resolving connectivity problems within AWS and Azure cloud services. It emphasizes
troubleshooting issues related to cloud network connectivity, including challenges with Software-Defined
Networking (SDN) connectors, to maintain stable and secure cloud operations.

Fortinet FCSS - Public Cloud Security 7.6 Architect Sample Questions (Q14-
Q19):
NEW QUESTION # 14 
Refer to the exhibit.

An experienced AWS administrator is creating a new virtual public cloud (VPC) flow log with the settings shown in the exhibit.
What is the purpose of this configuration? Response:

A. To troubleshoot a log flow issue
B. To store the logs for further analysis
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C. To maximize the number of logs saved
D. To monitor the logs in real time

Answer: B

NEW QUESTION # 15 
You must add an Amazon Web Services (AWS) network access list (NACL) rule to allow SSH traffic to a subnet for temporary
testing purposes. When you review the current inbound and outbound NACL rules, you notice that the rules with number 5 deny
SSH and Telnet traffic to the subnet.
What can you do to allow SSH traffic?

A. You must create a new allow SSH rule anywhere in the network ACL rule base to allow SSH traffic.
B. You do not have to create any NACL rules because the default security group rule automatically allows SSH traffic to the
subnet.
C. You must create two new allow SSH rules, each with a number bigger than 5.
D. You must create two new allow SSH rules, each with a number smaller than 5.

Answer: D

NEW QUESTION # 16 
Refer to the exhibit.

You are troubleshooting a Microsoft Azure SDN connector issue on your FortiGate VM in Azure.
Which command can you use to examine details about API calls sent by the connector?

A. get system sdn-connector
B. diag test application azd 1
C. diag debug application azd 1
D. diag debug application cloud-connector -l

Answer: C

NEW QUESTION # 17 
What is the primary function of Terraform's terraform plan command?
Response:

A. Destroys existing infrastructure
B. Applies changes to the infrastructure
C. Displays the execution plan before making changes
D. Creates a new Terraform module

Answer: C

NEW QUESTION # 18 
Which Fortinet solution is best suited for securing containerized applications in a public cloud?
Response:

A. FortiADC
B. FortiWeb
C. FortiSandbox
D. FortiGate



Answer: B

NEW QUESTION # 19
......
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