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Fortinet NSE7_EFW-7.2 Exam Syllabus Topics:

Topic Details

Topic 1
System configuration: This topic discusses Fortinet Security Fabric and hardware acceleration.
Furthermore, it delves into configuring various operation modes for an HA cluster.

Topic 2
Routing: It covers implementing OSPF to route enterprise traffic and Border Gateway Protocol (BGP) to
route enterprise traffic.

Topic 3
Security profiles: Using FortiManager as a local FortiGuard server is discussed in this topic. Moreover, it
delves into configuring web filtering, application control, and the intrusion prevention system (IPS) in an
enterprise network.

Topic 4 Central management: The topic of Central management covers implementing central management.

Topic 5
VPN: Implementing IPsec VPN IKE version 2 is discussed in this topic. Additionally, it delves into
implementing auto-discovery VPN (ADVPN) to enable on-demand VPN tunnels between sites.
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NEW QUESTION # 19 
Refer to the exhibit, which shows an ADVPN network.

An administrator must configure an ADVPN using IBGP and EBGP to connect overlay network 1 with 2.
What must the administrator configure in the phase 1 VPN IPSEC configuration of the Hub2Hub tunnels?

A. set auto-discovery-sender enable
B. set auto-discovery-forwarder enable
C. set auto-discovery-receiver enable
D. set add-route enable

Answer: B

NEW QUESTION # 20 
Exhibit.

ISFW is installed in the access layer NGFW is performing SNAT and web tittering DCFW is running IPS Which two statements are
true regarding the Security Fabric logging? (Choose two.)

A. The SMB session which is forwarded to NGFW logs that event



B. DCFW generates traffic logs for all sessions from Corporate File Server
C. ISFW is responsible for generating traffic logs for only Web traffic and SMB traffic from Client-1.
D. DCFW is responsible for generating UTM logs for file server sessions initiated by Client-1. only if an IPS inspection is
triggered
E. The web session forwarded to the NGFW generates the relevant UTM logs along with initial traffic log

Answer: C,D

NEW QUESTION # 21 
Refer to the exhibit, which shows an ADVPN network.

Which VPN phase 1 parameters must you configure on the hub for the ADVPN feature to function? (Choose two.)

A. set auto-discovery-sender enable
B. set auto-discovery-forwarder enable
C. set auto-discovery-receiver enable
D. set add-route enable

Answer: B,C

Explanation:
For the ADVPN feature to function properly on the hub, the following phase 1 parameters must be configured:
A: set auto-discovery-forwarder enable: This enables the hub to forward shortcut information to the spokes, which is essential for
them to establish direct tunnels.
C: set auto-discovery-receiver enable: This allows the hub to receive shortcut offers from the spokes.
This information is corroborated by the Fortinet documentation, which explains that in an ADVPN setup, the hub must be able to
both forward and receive shortcut information for dynamic tunnel creation between spokes.

NEW QUESTION # 22 
An administrator is configuring two FortiGate devices in an HA cluster. While configuring the devices, the administrator issues the
following commands on both HA cluster members:

In which two ways do these commands impact the HA cluster? (Choose two.)

A. They force the former primary to shut down all ts interfaces for one second when failover happens, excluding the heartbeat
and reserved management interfaces.
B. They force the former primary to send gratuitous ARP packets when the failover happens to indicate that the virtual MAC
address is now using a different device.
C. They force both HA devices for remote link monitoring to detect an issue in the forwarding path.
D. They force the switches to update their MAC forwarding tables, when failover happens.

Answer: A,B



NEW QUESTION # 23 
Refer to the exhibit, which shows the output of a diagnose command.

What can be concluded about the debug output in this scenario?

A. Servers with a negative TZ value are less preferred for rating requests.
B. The first server provided to FortiGate when it performed a DNS query looking for a list of rating servers, was
121.111.236.179.
C. FortiGate used 64.26.151.37 as the initial server to validate its contract.
D. There is a natural correlation between the value in the Packets field and the value in the Weight field.

Answer: D

Explanation:
Because as the weight is lower, more chance the server will be chosen and more packets will be sent.
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